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Sensitive Big Data Security Hierarchical Detection Method
Based on Weak Backtracking Pattern Matching Algorithm

ZHANG Haiming', WANG Yifei, NA Qionglan, WANG Sen, WEN Xin, YAO Yanli

(State Grid Jibei Information and Telecommunication Company,Beijing 100053)

Abstract; With the wide application of information technology, there are some problems in the transmission and storage
of sensitive big data, such as privacy leakage. data abuse and security risks. In order to improve the security of sensitive big
data, this paper proposes a hierarchical detection method of sensitive big data security based on weak backtracking pattern
matching algorithm. Establishing covariance matrix and constructing sensitive big data sample database. Set constraints to
isomorphically embed sensitive big data subgraphs, and use weak backtracking pattern matching algorithm to backtrack the
index of sensitive big data query graph, which reduces the computational complexity. Kernel function is used to map the fea-
ture vector of query graph to improve the recognition accuracy of sensitive big data, and the similarity matching of sensitive
big data features is completed by pruning. The sensitivity factor is calculated by similarity index function, and the security
level of sensitive big data is divided, thus completing automatic hierarchical detection. The experimental results show that
the accuracy of sensitive big data security classification is 100% , the time for feature matching is 2. 7 s, and the convergence
speed is 0. 44. This proves that the proposed method can effectively protect the security of sensitive big data and has high
practical application value in data transmission and storage.
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