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Abstract: Visual object tracking (VOT), as a crucial downstream task in computer vision, has consistently
garnered significant attention due to its widespread applications. In recent years, adversarial attack methods for
VOT have emerged, which disrupt tracker predictions by injecting adversarial perturbations into input data.
However, corresponding adversarial defense approaches remain scarce and suffer from multiple limitations:
inadequate defense performance against adaptive attacks, excessive computational overhead introduced by
preprocessing modules, and poor transferability across heterogeneous trackers. To address these challenges, this
paper proposes a feature regularization loss based on the empirical observation that adversarial features and original
features exhibit divergence across different convolutional scales, aiming to achieve feature space alignment
between them. Second, considering the dual-image input characteristics of visual tracking tasks, an adversarial
training framework tailored for visual tracker is designed. This framework effectively guides the network to learn
robust feature representations by leveraging the feature regularization loss, thereby enhancing the adversarial
robustness of the tracker. Finally, comparative experiments on public benchmarks demonstrate that our method
achieves state-of-the-art performance under adaptive attack scenarios while maintaining limited accuracy
degradation on clean samples. Notably, the proposed approach exhibits superior transferability across
heterogeneous tracking architectures compared to existing defense methods.
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VOT2018 £ % £, %t ToU Attack J5 2 T J&2 B
i), FRAT R PETR AR (0.575) Bz T wALm
AADN (0.647) fFfEZ M. HERFTEF FRAT R
B He 8 DRUIE TN A HE 15 3 S BA e K ) S EE
B, AHMP OB IRENARRE ST RME. 0
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5 PGD-AT LI si6 45 A EsL 7 ooy K28 it
IR PLIIGR EAE BT 2 H AR ERERT S5 LI RL
RBAE, X EIA AN s R0,

+1 AEBEEMIHFHR THREHSEMELER
Bk i 4 OTB100% 74 VOT2018% 454 LaSOT#4fi4E
J7 ik J7iE Succ. ASucc./% Pre. APre./% EAO AEAO/% A AA/% R|  AR|/% Succ. ASucc/% N.Prec. AN.Prec/%
THiE 0.499 - 0.644 - 0.129 - 0.568 - 1.171 - 0.334 - 0.387 -
AADN  0.627 2565 0826 2826 0334 15891 0.647 1391 0431 63.19 0432 2934 0.495 27.91
RTAA  0.538 7.82 0.724 1242  0.178 3798 0472 -1690 0.829 2921 0350  4.79 0.426 10.08
loU CMDN 0613 2285 0.817 2686 0.195 51.16 0561 -123 0.740 36.81 0428 28.14 0.486 25.58
Attack TR ADES 0481  -3.61 0653  1.40 0.131 1.55 0.537 -546 1433 2237 0321 -3.89  0.360 -6.98
PGD-AT 0.511 2.40 0.665  3.26 0.139  7.75 0.544 —423 0967 —1742 0346  3.59 0.379 -2.07
FRAT 0.663 32.87 0.873 3556 0.342 165.12 0575 123 0262 77.63 0437 30.84 0.499 28.94
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AADN 0486  44.64  0.663 2824  0.122 71.83 0395 340 1.161 4353 0256 59.01 0.197 58.87
RTAA 0470 3988  0.622 2031 0.113 59.15 038 1.05 1339 3487 0249 54.66 0.299 141.13
DFA CMDN 0491  46.13 0.630 21.86 0204 18732 0.582 5236 0.698 66.05 0277  72.05 0.355 186.29
TRADES 0.365 8.63 0552  6.77 0.099 3944 0408 681 1.667 -18.92 0.188  16.77 0.148 19.35
PGD-AT 0.357 6.25 0.538  4.06 0.087 2254 0400 471 1762 -1430 0.173 745 0.134 8.06
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TRADES 0.367 5.16 0524  6.72 0.086 24.64 0478 -11.65 1.122 -2.18 0212 17.78 0.256 16.89
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i Eg R (0.581) FEZE .. KR
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) AADN 0.465 -15.76 0.629 -14.42 0.134 -43.22 0.521 -2.43 1.091 -21.90
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