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Bacteria in the tumor ecosystem
From mechanisms to engineering
Chao Jiaa, Jinjin Wanga, Abudula Ajia, Libo Jiana, Jian Donga,*

Abstract: Many adjuvant factors surrounding the tumor aid nutrient capture and immune escape of the tumor cell and 
promote tumor growth, local spread, and distant metastasis. The tumor microenvironment (TME) consists of immune 
cells, cancer-associated fibroblasts (CAFs), endothelial cells, and the extracellular matrix (ECM). Recent studies have 
shown that bacteria can be present in the solid tumor and that they are an important part of the TME. In this review, 
we explore the contribution of bacteria to developing the TME and analyze systematically their role in cancer initiation 
and progression. In addition, we discuss antitumor immunotherapies that target bacteria inside the tumor. This review 
considers the application of the tumor-specific delivery systems developed via bacterial bioengineering in antitumor 
therapy. We also discuss future trends and challenges for the use of bacteria in antitumor therapy. The unique 
contribution of this review lies in our systematic analysis of how bacteria reshape the tumor ecosystem through the 
bacteria–matrix–immune tripartite interaction, in addition to compiling evidence of their presence.

Abbreviations: CAFs = cancer-associated fibroblasts, ECM = extracellular matrix, EMT = epithelial–mesenchymal 
transition, ICD = immunogenic cell death, MDSCs = myeloid-derived suppressor cells, NK = natural killer, OS = overall 
survival, PFS = progression-free survival, TAMs = tumor-associated macrophages, TME = tumor microenvironment, 
TLRs = Toll-like receptors, VEGFs = vascular endothelial growth factors

Keywords: bacteria, engineered bacteria, extracellular matrix, immunotherapy, tumor microenvironment

1. Introduction

Tumors are highly complex diseases not only generated 
from genetic mutations and phenotypic modifications 
occurring within cancer cells, but are also greatly condi-
tioned by the tumor microenvironment (TME) in which 
they develop. However, the tumor is not just a pack of can-
cer cells, but a constantly changing ecosystem encompass-
ing heterogeneous components, comprising cancer cells, 
immune cells, blood vessels, cancer-associated fibroblasts 
(CAFs), extracellular matrix (ECM), extracellular mole-
cules, and microorganisms. Inside this system, these features 
interact with each other via complex signaling pathways 
that together generate a microenvironment that stimulates 
tumor growth, impedes cancer immunity, and allows distant 

tumor metastases. Traditional oncology research focused 
on cancer cells and studied the host immune system’s sur-
veillance and defense functions. But accumulating evidence 
now suggests that all types of cells involved in cancer also 
have critical functions in the evolution of tumors.

For example, CAFs facilitate tumor invasion by secre-
tion of growth factors and by remodeling the ECM[1,2]; 
tumor-associated macrophages (TAMs) often have a 
pronounced immunosuppressive phenotype that facil-
itates tumor immune escape[3,4]; and aberrant angio-
genesis favors chronic tumor hypoxia and tumor-cell 
lactate accumulation.[5–7] Together, these factors lead to 
a severely immunosuppressive context that favors tumor 
progression.

The presence of low-biomass microbial communities 
within tumors has historically been a subject of intense 
debate. Early scholars suggested that detected bacterial 
signals might stem from exogenous contamination or post-
biopsy artifacts rather than intrinsic tumor components. 
However, with the advent of high-precision sequencing 
technologies and stringent contamination control protocols, 
such as employing blank controls during DNA extraction 
and implementing computational filtering to remove envi-
ronmental and reagent-derived sequences, the presence of 
tumor-associated microbial communities has been unequiv-
ocally validated. Of late, one remarkable finding has been 
that bacteria can be important players in the TME. Already 
in the early part of the last century, several bacterial infec-
tions were identified as being causative of cancer. For 
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instance, infection with Helicobacter pylori (H. pylori) is 
a major causative factor in gastric cancer. However, most 
of these studies were limited to cancers associated with the 
mucosa, and for decades, most workers presumed that solid 
tumors (with their paucity of blood vessels and absence of 
open passages) were unlikely to contain stable bacterial 
communities. Recent technical advances in high-through-
put sequencing and single-cell spatial omics studies have 
slowly challenged this notion. Growing evidence now indi-
cates the presence of diverse bacteria in breast, bone, pan-
creatic, colorectal, and lung cancers and also in melanoma. 
Such bacteria not only colonize tumors but also invade 
deep within tumor tissue, and in some cases, live inside 
the cytoplasm of cancer cells.[8,9] Functions of bacteria in 
the TME are diverse and intricate. On the one hand, some 
bacteria support the growth and spread of cancer cells via 
their metabolites or immune regulation. For example, the 
bacterium Fusobacterium nucleatum (F. nucleatum) binds 
to host cell receptors through its adhesins to activate several 
proinflammatory signal pathways that increase tumor cell 
invasiveness[10] and, at the same time, influences T-cell and 
dendritic cell function by suppressing them, thus reducing 
host immune defense.[11,12] Conversely, there are bacteria 
exerting a beneficial effect in anticancer therapy. Some pro-
biotics, including Lactobacillus and Bifidobacterium, have 
been demonstrated in many studies to modulate immune 
responses and boost antitumor immunity.[13,14] In addition, 
some anaerobic bacteria exhibit natural tumor tropism, 
enabling them to specifically colonize hypoxic necrotic 
tumors and to thus serve as a basis for engineering bacteria 
into therapeutic carriers with tumor homing capability.[15,16] 
There have been rapid advances in this field such that “bac-
teria within the tumor environment” is rapidly emerging 
as a new research focus area in cancer research. In addi-
tion to describing their presence in the local environment, 
an increasing number of studies are starting to explore 
bacterial modes of action to tumorigenesis and progres-
sion, as well as options for targeting intratumoral bacteria 
therapeutically. For example, some reports propose using 
antibiotics or bacteriophages to kill tumor-associated car-
cinogenic bacteria to improve the effect of immunotherapy 
or chemotherapy; others use synthetic biology to synthesize 
bacteria to carry drugs or immune-modulating substances, 
to actively deliver to tumors, to precisely and efficiently 
treat cancer. However, studies into the interactions of bac-
teria with tumors still have major challenges ahead. First, 
bacterial loads in tumors are low and much prone to exper-
imental contamination, thus methodological refinements 
to accurately quantify and analyze bacterial communities 
associated with a tumor are required. Second, mechanisms 
involved in host immune system–bacterial interactions 
are complex and variable, and the same bacterial species 
may exert different effects on cancer types or on the same 
patient. Third, facilitating precise bacterial-targeted therapy 
approaches in clinics and preserving the resident bacteria 
are challenging issues for the future.

Against this background, this review not only compiled 
evidence of bacterial presence but also systematically 

elucidated how they reshape the tumor ecosystem through 
the bacteria–matrix–immune tripartite interaction. First, 
the review lists the evidence of bacterium presence in var-
ious tumors and their distributions; then discusses how 
bacteria may influence tumor growth through metabo-
lism, via their immunomodulatory roles and their inter-
actions with other microenvironmental constituents; then 
assesses current tumor immunity immunotherapy treat-
ment strategies and antibiotics interventions on intratu-
moral bacteria; the new methods and clinical approaches 
of engineered bacteria for antitumor therapy in recent 
years have also been introduced. Finally, the review 
highlights the future directions and challenges of bacte-
ria-based tumor therapy, to provide guidance and view-
points to researchers on bacteria-based tumor therapy.

2. The relationship between bacteria and 
tumors

2.1. Advances in microbial detection technology

As our understanding of the role that bacteria play 
within the TME improves, faster and better technologies 
of detection play a crucial role in related research. Early 
studies mostly used the traditional culture methods. 
However, these methods usually could not give enough 
and useful information, owing to the low abundance of 
bacteria in the tumor tissue, its common “dormant” state, 
or intracellular status. Subsequently, molecular biology 
techniques such as polymerase chain reaction (PCR) and 
16S ribosomal RNA (rRNA) sequencing were also used 
to explore the tumor-associated microbial community. 
These methods have higher sensitivity and specificity than 
traditional culture techniques and so allow investigation 
of low-abundance microbiota found within tumors and 
documentation of links between specific bacterial strains 
and a range of cancers. Nevertheless, such methods cannot 
provide information on the spatial distribution and make 
it difficult to investigate the location of bacteria within 
the TME and host cell or host cell–bacteria interactions. 
During the past few years, the advent of high-throughput 
sequencing and multiomics technologies has significantly 
boosted this research area.[17,18] Metagenomics, transcrip-
tomics, and single-cell sequencing not only reveal the 
communities of microbial diversity within tumor tissues 
but also elucidate the microbial metabolic functions and 
activity states. But emerging techniques such as spatial 
transcriptomics and multiplex in situ hybridization tech-
niques, for example, enable mapping of bacteria distri-
bution and the host cell response in the same histological 
context at the same time, providing new insights into 
how bacteria interact with the dynamics of the tumor 
immune microenvironment. Furthermore, advances in 
imaging technologies have provided novel insights into 
bacteria located in tumors. Techniques such as fluores-
cence in situ hybridization (FISH), immunohistochemis-
try, laser confocal microscopy, and electron microscopy 
have been used to assess bacterial presence in tumor tis-
sues and the ultrastructure of bacterial cells.[19,20] These 
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approaches not only bypass the spatial resolution limita-
tion of molecular detection but also offer direct evidence 
of interactions between bacteria, immune cells, and ECM 
molecules. Overall, continuing improvements in detec-
tion technologies have allowed researchers to character-
ize the presence, distribution, and function of bacteria 
in association with different types of tumors at differ-
ent levels and scales. These are expectations and recent 
trends in integrations, like the combination of molecular 
detection and spatial localization, and functional valida-
tion to dissect the bacterial landscape in the TME in a 
systematic way. These achievements not only elucidated 
tumorigenic mechanisms but also created a good techni-
cal foundation for the later bacteria-based diagnosis and 
treatment strategies.

With the developments of detection technologies, 
many studies have more recently confirmed the exis-
tence of bacteria in many different solid tumors and their 
roles in tumor-associated biological functions (Table 1). 
Alongside colorectal cancer, in multiple independent 
cohort studies, the abundance of F. nucleatum has been 
found to be remarkably elevated, and its enrichment in 
tumor tissue is strongly associated with an inferior clin-
ical outcome.[27–29] The invasion of F. nucleatum binds 
adhesins to host cell receptors. They stimulate host sig-
naling pathways, for example, Wnt/β-catenin, which 
stimulates tumor cell proliferation and invasion.[30–32] 
In addition to F. nucleatum, some gut microbiota, such 
as Bacteroides fragilis (B. fragilis) and Escherichia coli  
(E. coli), produce toxins or metabolites that damage 
DNA or cause inflammation, and thus promote colon 
cancer.[33,34] Another aspect is that bacterial presence 
in breast cancer tumor tissue is also supported by sev-
eral lines of evidence. Metagenomic sequencing study 
also found considerable variation in bacterial commu-
nity composition in the breast tumors versus those in 
the normal breast tissues, with an altered proportion 

of Proteobacteria and Firmicutes.[35–37] In breast can-
cer tissues, F. nucleatum can be detected with high effi-
ciency, suggesting a role in promoting metastasis either 
by affecting the immune environment or by enhancing 
the motility of cancer cells.[12,38] At the same time, some 
studies show that the ability of some lactic acid bacteria 
to be protective resides in blocking oncogenic signaling 
activities or altering host immune response, thus suggest-
ing that the roles of different microbiota in breast cancer 
can be dual.[13]

Microbiome studies of pancreatic cancer showed 
unique features. Pancreatic tissue used to be described as 
a sterile niche. Recent studies show that gut bacteria can 
populate the pancreas along the bile ducts or through the 
bloodstream.[39] Studies have found that the composition 
of the microbiome in pancreatic tumors is markedly dif-
ferent from that of healthy people overall, with the tumor 
microbiota showing lower diversity.[40] Some studies have 
demonstrated that the pancreatic tumor microbiota can 
influence the immune state of the TME and suppress 
antitumor immunity, stimulating tumor progression. For 
instance, particular gram-negative bacteria activate Toll-
like receptors (TLRs) signaling by lipopolysaccharide 
(LPS) and result in the recruitment of immunosuppres-
sive cells and thus can influence the response of patients 
to immunotherapy.[41] Furthermore, lung cancer has its 
microbiome community features. On the other hand, 
recently, studies found that the microbial community 
structure of lung cancers derived from smoking is differ-
ent from that from nonsmoking individuals.[42–44] Several 
studies reported that the abundance of Actinobacteria, 
Firmicutes, and certain anaerobes is exaggerated in lung 
cancer tissue and, thereby, these communities may favor 
the carcinogenesis of lung cancer by affecting the local 
inflammatory response and oxidative stress.[45,46]

Notably, the microbiomes of bronchoalveolar lavage 
fluid and of tumor tissues from lung cancer patients are 

Table 1 

Bacterial evidence in different tumor types.

Tumor type Bacterial species Mechanism

Gastric cancer H. pylori CagA and VacA induce chronic inflammation, reactive oxygen species/reactive nitrogen species (ROS/RNS) 
accumulation, and oncogenic signaling (SHP2 [Src homology 2 domain–containing protein tyrosine phos-
phatase 2]/ERK [extracellular signal-regulated kinase], NF-κB [nuclear factor kappa-light-chain-enhancer of 
activated B cells], STAT3 [signal transducer and activator of transcription 3]), promoting genomic instability 
and malignant transformation.[21]

Colorectal 
cancer

F. nucleatum, E. coli,  
B. fragilis

FadA activates β-catenin/Wnt signaling; Fap2 (Fusobacterium autotransporter protein 2) interacts with TIGIT 
(T-cell immunoreceptor with Ig and ITIM domains)/Gal-GalNAc to suppress antitumor immunity and enhance 
invasion and chemoresistance.

B. fragilis toxin (BFT) activates NF-κB and Wnt pathways, inducing inflammation and epithelial proliferation.[22]

Breast cancer F. nucleatum, Methylobacte-
rium, Proteobacteria

Certain oral/gut bacteria can colonize breast tumors and modulate immune activity (CD8+ T cells/NK [natural 
killer] suppression), altering metastatic potential and tumor metabolism.[23]

Lung cancer Actinobacteria, Streptococ-
cus, Veillonella

Local microbiota alter epigenetic regulation and inflammatory signaling, influencing immunity and sensitivity to 
immune checkpoint inhibitors.[24]

Pancreatic 
cancer

Gammaproteobacteria Intratumoral bacteria can metabolize or inactivate chemotherapeutics (e.g., gemcitabine) and promote 
immunosuppressive microenvironments.[25]

Bone cancer Fusobacterium, Staphylo-
coccus, Pseudomonas

Bacterial components may modulate TLR (Toll-like receptor)/NF-κB signaling, chronic inflammation, osteoclast 
activation, and extracellular matrix (ECM) degradation, potentially facilitating invasion and lung metastasis.[26]
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broadly consistent, and the disordered local microbiomes 
are likely to be related to cancer onset and development.[47,48] 
Furthermore, growing evidence of the presence of bacteria 
in other types of tumors, such as melanoma and ovarian 
cancer, now exists. For example, immune-driving bacterial 
species have been identified in melanoma tumors and may 
impact the outcome of immunotherapy through affecting 
antigen processing or cytokine production, among other 
ways.[49] Studies of ovarian cancer showed that the micro-
bial content in the pelvic microenvironment is intimately 
linked to chronic inflammation and cancerous precursor 
lesions.[50] New discoveries on bacterial evidence in bone 
tumors (e.g., osteosarcoma), recently reported, broaden the 
horizon of data related to the tumor-associated microbi-
ome. Bone was long thought of as an otherwise low micro-
bial-load tissue, yet evidence from multiomics studies, as 
well as pathological evidence, suggests that bacteria might 
play an underestimated role in bone tumors. Conclusion 
from culture and molecular amplification analyses of bone 
tumor samples from patients who underwent surgical resec-
tion found that certain bacterial species could survive and 
be involved in the tumor immune microenvironment.[9,51] 
Interaction of the gut microbiota with osteosarcoma should 
be considered as well.[52] Microbiome dysbiosis results in 
symbiotic bacterium depletion and is an intrinsic host fac-
tor contributing to the development of bone metastases.[53]

Overall, the distribution of bacteria within various 
types of tumors is highly heterogeneous, and the role of 

bacteria in these variations ranges widely: in some cases, 
bacteria are pathogenic agents that can promote tumor 
development and metastasis, and in other cases, bacteria 
protect against tumor growth or boost tumor immuno-
reaction. Moreover, this complexity makes it obvious 
that the tumor-associated microbiota does not function 
as unidirectional “drivers”, but is a dynamic control that 
has effects conditioned on multiple aspects (e.g., micro-
biota composition, host immune state and composition, 
properties of the tumor tissue). Future large-scale mul-
tiomics studies related to bacterial properties in different 
types of tumors will lead to a better understanding of 
bacterial mechanisms toward cancer and new insights 
for clinical diagnosis and personalized treatment.

2.2. Spatial distribution characteristics of tumor 
microbiota

Others show that bacteria are not randomly dissemi-
nated in tumor tissue but show distinct histological and 
spatial specificity. Studies of bacterial localization in 
different types of solid tumors consistently support an 
observation that bacteria localize to hypoxic or necrotic 
tumor areas where distinctive local tumor microenvi-
ronmental conditions and deficient immunity expose 
the tumor locally for an appropriate habitat for anaer-
obic or facultative anaerobic bacteria to invade into 
(Fig. 1). For example, high-density clusters of F. nuclea-
tum can be found in breast and colorectal cancers, and 

Figure 1.  The spatial heterogeneous distribution of bacteria within tumors.
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other bacteria can be found in pancreatic cancer and 
melanoma, mainly at the cores of tumors that have 
poor vascularization.[8,38] But beyond spatial clustering, 
bacteria have intimate relationships with host cells. For 
example, some bacteria have been shown to invade and 
survive within cancer cells or tumor-associated immune 
cells and evade immune clearance, thereby providing an 
opportunity for bacteria to alter host cell signaling and 
activity through the secretion of secreted metabolites or 
virulence products. For instance, in pancreatic cancer 
tissues, bacteria can be seen within TAMs and CAFs, 
seemingly changing the functions of these cells in medi-
ating immune responses and ECM production. Such 
intracellular colonization indicates that bacteria are not 
passive passengers of the TME but actively participate 
in the reshaping of the tumor environment by contact-
ing and impacting major populations of cells within the 
tumor.[41,54]

However, there are differences in patterns of bacte-
rial presence among different types of tumors, related 
largely to the tissue of origin, vascularization, and 
immune barriers of tumors. For instance, the digestive 
system tumors would be more sensitive to the effect 
of intestinal microbiota translocation into tumors, and 
the tumors of some compartments, such as the skin or 
respiratory systems, may rely more on the microbiota 
of the local environment than other sites. The distri-
bution patterns do have biological meanings and may 
also have clinical values. On the one hand, the spa-
tial distribution and abundance of tumor-associated  
microbiota could act as diagnostic or prognostic mark-
ers to evaluate the risk of tumor growth. On the other 
hand, the characteristics of bacterial colonization can 
constitute an argument for bacteria-based targeting 
strategies, for example, by colonizing engineered bac-
teria in hypoxic areas within tumor tissue to deliver 
drugs therapeutically to specific locations. In sum-
mary, intratumoral bacterial abundance is not random 
and is jointly regulated by the tumor metabolic sta-
tus, immune context, and organ-specific traits. A clear 
view of these distributions both explains how bacteria 
can contribute to the development and progression of 
tumors and provides crucial information that can aid 
in the development of novel diagnostics and therapeu-
tic approaches.

2.3. The influence of bacteria on the TME

Cancer TME is the main scene of cancer occurrence 
and development, with hypoxia and acidosis, high con-
centration of lactic acid, and immunosuppressive con-
ditions. The matrix involves numerous bacteria that 
have been only recently recognized as key components 
to participate in this environment; the bacteria are not 
passive elements. Rather, they profoundly affect tumor 
biological behavior at multiple levels through meta-
bolic function, immune activities, and tumor stroma 
interactions.[9]

2.4. The role of bacterial metabolites

Besides targeting the cancer cells directly, bacterial metab-
olites have an extremely complex and decisive role in 
cancer initiation and promotion. The bacterial metabo-
lites can either induce tumor initiation or be antitumor 
in certain circumstances. Various bacterial communities 
of diverse contents affect the host cell to produce a vari-
ety of metabolites, impacting the stability of DNA, stim-
ulating the activation of signaling pathways and immune 
response status, and so modulating the TME and guid-
ing the disease course.[55,56] Regarding the protumorigenic 
effect, bacterial metabolites might have protumorigenic 
effects, for example, by contributing to the tumorigenesis 
and invasion of tumors in a variety of different ways. For 
example, in hypoxic and metastable tumor surroundings, 
butyrate may be exploited by cancer cells as a source of 
energy, which indirectly benefits from tumor growth.[57] 
In colorectal cancer, some E. coli are found to synthe-
size a genotoxin called colibactin in human host DNA  
(double-stranded breaks), which causes genomic instabil-
ity and drives tumorigenesis.[58] Similarly, enterotoxigenic 
B. fragilis (ETBF) secretes B. fragilis toxin (BFT), which 
elicits activation of Wnt and NF-κB pathways, induces 
hyperproliferation of epithelium and inflammatory 
responses, thus establishing a microenvironment favor-
able for tumor growth.[59] Some bacterial products, such as 
hydrogen sulfide, ammonia, and nitrate, have a toxic effect 
on the mucosa and also cause oxidative stress to contribute 
indirectly to the increased cancer risk.[60,61] For example, 
deoxycholic acid, originating from gut bacteria, induces 
the development of hepatocellular carcinoma by provok-
ing DNA damage and inducing inflammation.[62] To coun-
terbalance these effects, in some instances, short-chain 
fatty acids (SCFAs), such as butyrate, propionate, and ace-
tate, have complex, potentially dual effects, both good and 
bad. Butyrate is generally anticancer in its properties and 
acts as a histone deacetylase inhibitor to induce apoptosis 
in cancer cells, inhibit cancer cell proliferation, and pro-
mote the activation of immune cells. This environment-de-
pendent variability also means that the effects of SCFAs 
on the tumor should be considered with reference to the 
specific tumor type and background metabolism.[57,63] For 
example, tumor-associated microbiota-derived butyrate 
is associated with Wnt/β-catenin-dependent mechanisms 
of osteosarcoma metastasis.[64] Other bacterial metab-
olites can change the host immune system dramatically. 
Bacteria can modify dendritic and T-cell differentiation 
through the secretion of indole metabolites and second-
ary bile acids, setting up an immunosuppressive environ-
ment and weakening host antitumor immune responses. 
Besides, other studies reveal that specific metabolites 
have an anticancer activity by promoting effector T-cell 
activation or stimulating antigen presentation. Such dual 
function shows the complex biological balance between 
tumor-associated microbiota and their metabolites within 
the biological environment.[62,65,66] Overall, the influence of 
bacterial metabolites in the TME is neither inherently pro-
tumorigenic nor antitumorigenic and is rather dependent 
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on several aspects, including the type and concentration 
of the metabolites, host genetic background, and immune 
status. In-depth investigation of the causal effects of spe-
cific metabolites on cancer development not only eluci-
dates the mechanistic connections between bacteria and 
cancers but may also reveal novel insights for developing 
precision therapies to regulate metabolites.

2.4.1. Immune regulation of bacteria in tumors.  Another 
important role of bacteria in the TME is the influence on 
the host’s immune system. Under normal physiological 
conditions, the immune system recognizes and eliminates 
cells that could become cancerous; but a tumor 
usually develops in association with immune evasion 
mechanisms. Some of the recent studies support the 
idea that intratumoral bacteria can affect the magnitude 
and inclination of antitumor immune responses in part 
by directly participating in activation or inhibition of 
immune cells and, in part, indirectly by downregulating 
inflammatory signaling mediators and pathways.[10,30,67] 
Some bacteria create an immunosuppressive environment 
for the benefit of the tumor cell and are able to suppress 
the immune surveillance function of the immune system. 
For example, F. nucleatum plays a role in immune evasion 
of colorectal cancer, breast cancer, and metastases.[12,68–70] 
F. nucleatum binds to immune checkpoint receptor 
protein TIGIT expressed on the surface of human 
immune cells via the binding protein Fap2 and suppresses 
the cytotoxic function of natural killer (NK) cells and 
CD8+ T cells, completely short-circuiting the antitumor 
immune response.[71] Also, it induces the recruitment and 
generation of myeloid-derived suppressor cells (MDSCs) 
and of TAMs that contribute to immune suppression in the 
tumor environment by secretion of immunosuppressive 
cytokines, including IL-10 and TGF-β. For example, the 
bacteria are not only cause immune suppression.[72,73] 
Specific circumstances exist in which the tumor-associated 
microbiota can elicit strong immune responses against 
tumors and abrogate tumor progression. For some gram-
positive bacteria, cell wall peptidoglycans, lipoteichoic 
acid, and LPS components are recognized by TLRs, 
which in turn stimulate the action of dendritic cells and 
macrophages, induce proinflammatory reactions, activate 
effector T cells, etc.[74] These immune-stimulating effects 
can also stimulate the effects of immune checkpoint 
inhibitors, at least in specific settings. For example, mice 
studies suggest that the presence of the gut commensal 
bacterium Akkermansia muciniphila strongly improves 
the efficiency of the PD-1/PD-L1 blockade therapy, 
revealing the possibilities of adjunct roles of bacteria in 
cancer immunotherapy.[75–78] Thus, bacterial effects on 
immunity are often highly specific and context dependent. 
The same bacterial species will have very different effects 
on different hosts or on different types of tumors. For 
example, SCFAs, important bacterial metabolic products, 
are capable of promoting expansion of regulatory T 
cells (via inhibition of histone deacetylases) to promote 
immune suppression, but can also aid CD8-positive T-cell 
activity for better antitumor immunity under certain 

conditions. Nevertheless, this exchange-reversal behavior 
further highlights the complexity and highly dynamic 
interplay of bacteria with the human immune system.[79,80]

In summary, bacteria present in the TME regulate 
the immune system via different mechanisms and might 
facilitate tumor immune evasion while serving as antigen 
presenting, eliciting antitumor immune responses under 
certain circumstances. Deeper insights into the mutual, 
bidirectional regulation between bacteria and the immune 
system of the host can explain why there are variations 
in the response to tumor immunotherapy and provide a 
solid theoretical basis for combination therapy between 
tumor immunotherapy and modulating treatments of 
microbiota.

2.4.2. Interactions between bacteria and tumor matrix 
components.  Empirical studies show that the tumor 
stroma, as part of the tumor milieu, includes the ECM, 
vascular endothelial cells, CAFs, and various structural 
and signaling factors. The tumor stroma provides 
physical and nutrient supply pathways for tumor cells 
and also exerts a dramatic influence over tumor growth, 
invasion, and metastasis. Recently, substantial evidence is 
beginning to accumulate that bacteria engage in highly 
complicated, layer-of-layer interactions with the tumor 
stroma components and that they feature prominently 
in changes in the tumor stroma. Moreover, bacteria 
remodel the structure and functionality of the ECM by 
secreting a variety of degradative enzymes. For example, 
some anaerobic bacteria secrete various enzymes, such 
as collagenases and hyaluronidases, which speed up the 
degradation and remodeling of the ECM, thus reducing 
ECM integrity and promoting tumor cell migration 
and metastasis. Such ECM disruption not only forms 
migration opportunities for tumor cells but also provides 
a favorable environment for bacterial invasion and 
spread inside the tumor tissue. For example, some strains 
of bacteria can interfere with the ECM indirectly by 
influencing the expression of matrix metalloproteinases 
(MMPs). Several studies demonstrated that contamination 
of cancer tissues by H. pylori is associated with 
upregulation of MMPs expression, which is a strong 
mediator of ECM degradation and hence of angiogenesis 
and tumor metastasis.[81] This is remarkable and shows 
that bacteria can indirectly modulate the matrix structure 
by producing host factors. Interactions between bacteria 
and CAFs have received increasing attention, as CAFs 
represent the principal source of ECM production and 
remodeling, and their activation, secretion properties 
determine the composition and stiffness of the tumor 
matrix. For example, bacterial infection can increase 
secretion by CAFs of collagen and fibronectin to 
increase matrix stiffening, that is, worsen the malignant 
phenotype of the tumor cells. However, in response to 
stimulation by bacteria, CAFs secrete proinflammatory 
factors such as IL-6 (interleukin-6) and CXCL12 that 
stimulate proliferation and metastasis in tumor cells 
but also induce recruitment of immunosuppressive 
cells into the tumor, thus further modulating the tumor 
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immune microenvironment.[82] Whereas bacteria may 
also stimulate the formation of the matrix vascular 
network by regulating the vascular endothelial growth 
factors (VEGFs). Certain bacterial infections can promote 
tumor angiogenesis by upregulating VEGF; the vascular 
structure, which may be more disordered and aberrant in 
the tumor matrix, is generated.[83–85] Abnormal vascular 
networks not only supply oxygen and nutrients to tumor 
cells but also serve as niches for bacterial colonization 
and excretion of their metabolic products. Such abnormal 
angiogenesis supports the tumor malignancy and can also 
impede the therapeutic delivery of antitumor agents.[86,87] 
Notably, the action of bacteria on the tumor matrix is 
not unidirectional, but highly dynamic and bidirectional 
regulation. In turn, the variations of matrix stiffness, 
oxygen, and ECM composition regulate the recruitment 
of bacteria and the bacterial metabolism within the tumor. 
For example, hypoxic and high-lactate environments not 
only afford an adequate niche for anaerobic bacteria, 
but also possibly change the spectrum of their metabolic 
products and are thus able to further affect the function 
and signal of matrix cells. These kinds of feedback effects 
play a critical role in overall increasing the complexity of 
the TME and adding new viewpoints in the interaction 
between bacteria and the matrix of tumors.[88]

Summing up, bacteria secrete enzymes (such as colla-
genase) that directly degrade the ECM, paving the way 
for tumor spread. Alterations in ECM structure activate 
CAFs, which secrete factors like IL-6, further deterio-
rating the TME. The remodeled matrix in turn provides 
metabolic niches for bacteria (such as hypoxic zones), cre-
ating a vicious cycle.

These effects also contribute to tumor invasion and 
metastasis and can also affect immune cell infiltration 
and the contribution of therapies to treatment. Future 
research of the molecular links between bacteria and 
matrix should lead to important insights into key steps of 
tumor progression and to theoretical ideas for treatment 
exploiting matrix microbiota interactions.

2.5. The influence of bacteria on tumor metastasis

Metastasis of tumors accounts for the overwhelming major-
ity of cancer mortality and encompasses the mechanism 
in which tumor cells leave the primary tumor, invade the 
vasculature or lymphatic system, colonize distant sites in 
secondary organs, and recruit metastatic daughter tumors. 
Recent research also suggests that bacteria are key players 
in the TME and, thus, can drive and affect tumor metas-
tases at different stages of initiation and progression. As 
well as influencing the migratory potential of cancer cells 
directly by affecting their signal transduction pathways, 
bacteria facilitate organ metastasis by changing the ECM, 
modifying immune cell activity and the organ microenvi-
ronment.[89–91] Extensive evidence now suggests that spe-
cific bacterial infections can “activate” important signaling 
pathways in tumor cells and promote their metastatic inva-
sion and migration potential. For example, F. nucleatum in 

colorectal cancer promotes epithelial–mesenchymal transi-
tion (EMT) by mediating β-catenin and NF-κB signaling 
pathways, leading to an increased ability of colon tumor 
cells to become motile and invasive.[10] Similarly, H. pylori 
infection has been reported to induce EMT in gastric can-
cer cells and to facilitate their progression and metastasis 
by perturbing the epithelial cell polarity and lowering cell-
to-cell adhesion.[92–94] For this reason, bacteria cannot be 
regarded as bystanders in the environment of the tumor 
but actively participate in producing the invasive pheno-
type required for metastasis. Besides their direct effect on 
tumor cells, bacteria can indirectly facilitate tumor metas-
tasis via the host immune response. Some specific bacteria 
could promote the infiltration of immunosuppressive cells, 
such as MDSCs, regulatory T cells, and M2-derived mac-
rophages, leading to an immune-suppressive milieu favor-
able for metastases.[95,96] Some bacterial infections induce 
chronic inflammation, and the resulting inflammatory mol-
ecules (such as IL-6 and TNF-α) promote angiogenesis and 
ECM degradation, thereby accelerating the dissemination 
of tumor cells into the blood and lymphatic circulation.[97] 
For example, chronic infections with oral pathogenic bac-
teria have been reported for metastasis-promoting roles in 
esophageal cancer and head and neck tumors, with mech-
anisms presumably working via ongoing activation of the 
inflammation–immune axis.[98] More intriguingly, bacteria 
can also contribute to the generation of a “pre-metastatic 
niche” at sites distal to the cancer. Certain bacteria can col-
onize distal organs long before the arrival of tumor cells 
and precondition distal organs for tumor cell coloniza-
tion by secretion of metabolic products or modifying local 
immune responses. For example, experimental evidence 
suggests that dysbiosis of the gut microbiota disturbs the 
immune homeostasis of the liver and, therefore, increases 
survival and proliferation of tumor cells in the liver.[99–101] 
Similarly, changes in the microbiome of breast cancer that 
promote metastatic breast cancer have been related to the 
development of lung metastasis, suggesting that bacteria 
influence metastasis in the “seeding and growth” phase by 
potentially determining the local environment of distant 
organs.[102] The bacterial influence on tumor metastasis is 
at different levels and stages, ranging from direct bacterial 
effect on tumor cell signals and tumor phenotypes, gener-
ating prometastatic TMEs through immune activation and 
long-term inflammation, to involvement in tissue/organ 
preconditioning at distant sites. These insights will not only 
deepen our insight into the complex pathways regulating 
the metastasis process but also make tumor-associated bac-
teria attractive targets for therapeutic strategies that aim 
to restrict metastasis and improve the prognosis for meta-
static cancer patients.

3. Clinical relevance and prognostic value of 
bacteria

During recent years, many clinical studies have demon-
strated the importance of tumor-associated bacteria in 
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cancer initiation and progression and also have devel-
oped potential diagnostic and prognostic value. In terms 
of diagnosis, the presence of a specific bacterium can also 
be used as a diagnostic marker of early cancer. For exam-
ple, high F. nucleatum levels in tumor tissue, blood, and 
fecal samples of colorectal cancer patients have all been 
identified, and they are helpful to conventional screening 
(e.g., the fecal occult blood test).[103,104] Such noninva-
sive screening methods offer new insights into the early 
screening of high-risk people. Similar to serological test-
ing for H. pylori infection, this testing has been widely 
used for the risk assessment of gastric cancer and sur-
veillance. In terms of prognosis, bacterial abundance in 
the TME correlated closely with cancer stage, cancer 
metastasis ability, and patient survival. Several studies 
have shown an increased abundance of fusobacteria, spe-
cifically F. nucleatum, in the tumor tissues of colorectal 
cancer patients and its association with recurrence risk, a 
shorter progression-free survival (PFS), and shorter over-
all survival (OS). It was during this same time period that 
the existence of particular probiotics, especially an enrich-
ment for Bifidobacterium, was associated with responses 
to immunotherapy[105–107] and may in fact serve as pre-
dictors of response.[108,109] With respect to therapeutic 
effect, intratumoral bacteria are demonstrated to signifi-
cantly affect the efficacy of radiotherapy, chemotherapy, 
and immunotherapy. For example, F. nucleatum has been 
implicated to induce chemoresistance in colorectal cancer 
cells by inducing an autophagy pathway, whereas some 
probiotics can enhance the antitumor effects of immune 
checkpoint inhibitors.[110–112] The results offer more than 
merely insights into the predictability of therapeutic out-
comes; they also highlight microbial community proper-
ties as important references for personalized treatment 
strategies. Finally, the identification of tumor-associated 
bacteria provides new possibilities for precision medicine. 
Analysis of profiles of microbial communities in tumors of 
patients’ cancers provides opportunities for categorizing 
disease, which implies stratification of patients at risk of 
disease, thus enabling the development of more individu-
alized treatments. Furthermore, with the advancement of 
metagenomic sequencing and artificial intelligence (AI), 
tumor-associated bacteria will soon be put to use in clin-
ical decision systems, ultimately forming important com-
ponents of precision oncology.

4. Immunotherapy targeting bacteria within 
tumors

Antimicrobial drugs have been routinely used to manage 
infection and to prevent complications in cancer patients. 
However, as has become evident, the role of bacteria in 
the TME has shifted from the “anti-infection” role that is 
well defined in conventional chemotherapy to also incor-
porate the direct manipulation of tumor-associated bac-
teria and the indirect promotion of antitumor immunity. 
Overall, current evidence in models of colorectal, breast, 
and gastric cancer indicates that specific bacterial species, 

including F. nucleatum and H. pylori, mediate tumorigen-
esis, promote metastasis, and support immune evasion. 
In this respect, the use of antimicrobial agents to kill or 
diminish tumor-associated microbiota is a novel adjuvant 
therapeutic approach, particularly with chemotherapy or 
immune checkpoint inhibitor therapies, where it could 
significantly amplify treatment efficacy.[113–115] Such appli-
cations of broad-spectrum antibiotics, however, come 
with inherent limitations. These agents have no specificity. 
With these agents eliminating the carcinogenic bacteria, 
they change the balance of commensal bacteria, predis-
posing patients to secondary infections and immune disor-
ders. By virtue of its dense ECM, poor vascular perfusion, 
and hypoxia within solid tumors, drugs cannot readily 
penetrate and traditional antibiotics do not reach the true 
centers of solid tumors at a concentration sufficient for 
their antibacterial activity.[116,117] Moreover, prolonged use 
of these agents may result in the emergence of antibiotic 
resistance and thus loss of the long-term effect of treat-
ment. These shortcomings of classical antibiotics in the 
treatment of cancers implicate the fundamental insuffi-
ciency of conventional antimicrobial agents in this area of 
application and drive efforts to develop novel therapeutic 
agents with higher specificity and efficiency in drug tar-
geting. Over the past decade, targeted delivery platforms 
with the aid of advances in nanotechnology and materials 
sciences have provided innovative application strategies 
of antimicrobial drugs. Nanoparticles, thanks to their easy 
surface modification and their accumulation advantage at 
the tumor site due to the enhanced permeability and reten-
tion effect, have been applied as carriers for antimicrobial 
agents.[118] Surface conjugating elements can be added to 
nanoparticles, bestowing the nanoparticles with affinity 
to specific bacterial components and thus enabling bac-
terial selective delivery. An antibody-conjugated liposome 
with targeting molecules against F. nucleatum surface 
proteins was very potent for both antibacterial and anti-
tumor activity in vivo studies.[119] Moreover, researchers 
have exploited the special microenvironmental features of 
tumors—for example, acidic pH, hypoxia, and oxidative 
stress state (reactive oxygen species, ROS)—to develop 
different types of stimulus-responsive delivery platforms, 
and they promote drug release in a tumor-specific acti-
vation for cancer-specific accumulation of drugs in the 
tumor and low off-target toxic effect in normal tissues. 
Notably, these innovative carriers are not only capable 
of carrying traditional antibiotics, but can also be mixed 
with photodynamic therapy or chemotherapeutic agents 
to induce immunogenic cell death (ICD) of tumor cells. 
Likewise, the carriers kill bacteria and release damage-as-
sociated molecular patterns to further enhance antitumor 
immunity.[120,121]

Building on some of these preclinical successes, syn-
ergies between antimicrobials and immunotherapy 
have been demonstrated in diverse preclinical models. 
Clearance of particular bacteria precludes the blockade of 
dendritic cells and T cells by bacterial metabolites and, at 
the same time, increases tumor responsiveness to immune 
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checkpoint inhibitors. For example, in a mouse model 
of colorectal cancer, anti-PD-1 blockade efficacy was 
significantly improved after killing the bacterial strain  
F. nucleatum with metronidazole, showing that antimicro-
bial treatment might “unlock immunotherapy resistance” 
that was previously inaccessible.[122] Similarly, several 
studies exploiting nanoparticle-based delivery of an anti-
microbial have improved microbial burden and shown 
also improved immune cells’ infiltration, highlighting the 
link between immunomodulation at the site and immune 
activation in a tight way.[123] This dual effect lends sup-
port for future integrative interventions on the TME with 
the aim to elicit synergic elimination of tumor-associated  
microbial communities and simultaneous boosting of 
host antitumor immunity. Despite their great promise, 
antimicrobial agents and antimicrobial targeted delivery 
vehicles still face challenges in clinical transition. First, 
the intratumoral microbiome is rather heterogeneous, 
and there is considerable compositional variability of 
the intratumoral microbiome across cancer types, even 
between patients with a given cancer, highlighting the 
need for personalized antimicrobial treatment regimens. 
Second, for nanodelivery systems, off-target effects may 
occur, with “premature” drug release in nontumor tissues 
potentially altering commensal microbiota or inducing 
undesired inflammation. Third, bacterial resistance can be 
alarming, particularly in advanced chronic disease, where 
the genomic flexibility of bacteria can induce resistance 
and account for poor long-term therapeutic effects at 
any stage of tumor growth. Fourth, a significant gap still 
remains between basic research and clinical research and 
settings. Almost all the evidence is at the animal model 
level; the complex and dynamic human microecological 
environment and its effects on the biodistribution, release, 
immune modulation, and so on for drugs are inadequate.

Overall, using antimicrobial molecules with antimicro-
bial delivery agents brings a new opportunity for precise 
control of tumor microbiota. Given such an opportu-
nity by the simultaneous convergence of nanotechnol-
ogy, molecular targeting, and immunomodulation, these 
approaches have huge potential to eliminate protumor 
microbes and reactivate responses to immunotherapy in 
each target tissue together. Future work should aim at 
developing personalized and smart delivery platforms for 
microbial probiotics appropriate for different types of 
cancer, along with rigorous clinical testing of their safety 
and efficacy, to effectively build and revolutionize cancer 
treatments.

5. Future perspectives

The emerging field of bacteria within the TME offers 
unprecedented opportunities for cancer treatment, yet its 
clinical translation still faces numerous challenges requir-
ing future exploration in the following directions.

First, there is a need for more systematic and pre-
cise characterization of bacterial lineages and dynamic 
changes within the TME. Current studies predominantly 

rely on static analyses using metagenomic sequencing 
and tissue sections, which struggle to fully reveal the 
dynamic roles of bacteria during tumor progression. 
Future approaches should integrate single-cell omics, 
spatial transcriptomics, and multimodal imaging tech-
nologies to track bacterial distribution, metabolic states, 
and host–cell interactions within tumor tissues in real 
time. This will clarify the specific mechanisms of action 
for different bacteria across cancer types and disease 
stages, laying the groundwork for personalized ther-
apeutic strategies. Second, immunotherapy targeting 
tumor-associated bacteria requires further optimization. 
While current research demonstrates bacteria’s role as 
key immune regulators, the challenge remains in selec-
tively eliminating tumor-promoting bacteria while pre-
serving or harnessing those with antitumor potential. 
Future approaches may involve constructing “smart” 
bacterial regulatory systems through gene editing and 
synthetic biology to achieve precise microbial reshaping. 
This could promote immune activation while avoiding 
excessive inflammation or toxic side effects. Third, the 
application of engineered bacteria in antitumor therapy 
must progress toward clinical practice. Most engineered 
bacterial therapies remain confined to animal model val-
idation, and challenges persist in achieving safe, stable, 
and controllable human applications. Interdisciplinary 
collaboration will be the core driver for advancing this 
field. Research on bacteria within the TME involves not 
only microbiology, immunology, and oncology but also 
intersects with materials science, synthetic biology, and 
AI technologies. Through multidisciplinary integration, 
it is possible to systematically model tumor–bacteria 
interaction mechanisms, utilize AI to discover novel 
microbial biomarkers and potential therapeutic tar-
gets, and drive the design and optimization of person-
alized bacterial treatment regimens. With accumulating 
clinical trial data and evolving regulatory frameworks,  
bacteria-based antitumor therapies hold promise for 
achieving clinical breakthroughs within the next decade.

In summary, research on bacteria within the TME is 
undergoing rapid development at a critical juncture, 
demonstrating immense potential in both theoretical 
and practical applications. From fundamental mech-
anism exploration to clinical translation, and from 
harnessing natural bacterial functions to applying engi-
neered modifications, bacteria may emerge as a new pil-
lar of future antitumor therapy. With ongoing advances 
in research and technology, precision therapy based on 
bacteria holds promise to overcome the limitations of 
existing treatments and usher in a new era of cancer 
therapy.

6. Conclusion

Bacteria are integral to the TME and affect cancer initia-
tion, progression, and therapeutic response. Beyond their 
classical role as carcinogenic agents, tumor-bacterial  
microbes induce cell behavior via metabolites and 
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signaling pathways and reconfigure the immune 
landscape, influencing tumorigenesis. Therapeutic 
approaches against these bacteria—such as the selective 
ablation of protumor species and exploiting the bene-
ficial microbes—may also enhance the effectiveness of 
immunotherapies. Engineered bacteria are programmed 
with synthetic biology tools to deliver their effects to 
tumors, produce therapeutic molecules, and generate 
immune responses as versatile living therapeutics. There 
are promising preclinical studies, but clinical translates 
with hurdles in terms of safety, stability, and regulations. 
New emerging technologies, including single-cell genom-
ics, spatial transcriptomics, and AI, can help navigate 
precise bacterial mapping and function spatial charac-
teristics to support biomarker discovery and microbiota 
targeting studies. Overall, shedding light on the roles of 
bacteria in tumors offers great insights toward new anti-
cancer strategies, putting bacteria into focus in the future 
of precision oncology.
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