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ABSTRACT

Most  complex  social,  biological,  and  technological  systems  can  be
described by dynamic networks.  Reconstructing the structure of  complex
networks  from  measurable  data  of  some  or  all  nodes  is  a  challenge  in
many branches of science. External influences are always present and act
as  noises  to  the  networks  of  interest,  and  various  difficulties  extensively
appear in the reconstruction of real-world networks: such as complexity of
network structures; strong nonlinearity of network dynamics; diverse and
unknown  impacts  from  the  interiors  of  nodes  and  externals  of  networks,
i.e.,  noises;  many  hidden  nodes  of  which  data  are  not  measurable  in
networks; and different time delays of interactions. Partial or all the above
mentioned  difficulties  are  present  in  reconstruction  of  noise-driving
dynamic network. Different methods are proposed to solve these difficul-
ties,  including  variable-variable  correlations,  velocity-variable  correla-
tions, high-order correlation, time-lagged covariance of data measurements
taken at different times, and so on. This review shows partial developments
of a special topic in this wide field. Moreover, we expect that all the methods
in  this  review  can  be  applied  to  the  reconstruction  of  many  realistic
dynamic networks.

Data
analysis

Complexity
of network

Time
delay

Hidden
nodesNoise

Nonlinearity

Keywords  network reconstruction, dynamic networks, complex systems

Contents

1　Introduction 2
2　Solving the inverse problem of noise-driven

dynamic networks 2

3　Reconstruction of noise-driven nonlinear networks
from node outputs by using correlations of
nonlinear functions 5

4　Reconstructing direct and distant interactions of
multiple paths between pairs of perceptible nodes
in dark networks 8

5　Uncovering hidden nodes and hidden link

 
*Special Topic: Celebrating the 20th Anniversary of the Founding of
 Frontiers of Physics  (Eds.: Zhimin Liao, Jun He & Huabing Yang).

T O P I C A L  R E V I E W
Volume 22 /  Issue 1 /  011301 /  2027

https://doi.org/10.15302/frontphys.2027.011301

 

https://orcid.org/0000-0002-0656-366X
mailto:ganghu@bnu.edu.cn
https://orcid.org/0000-0002-0656-366X
mailto:ganghu@bnu.edu.cn
https://journal.hep.com.cn/fop/EN/collections/1200021791595549411
https://journal.hep.com.cn/fop/EN/collections/1200021791595549411
https://doi.org/10.15302/frontphys.2027.011301


structure by applying noise injection 13
6　Discussion and future perspectives 17
 　Declarations 17
 　Acknowledgements 17
 　References 18

 1   Introduction

An outstanding problem in interdisciplinary science is to
study  nonlinear  and  complex  systems,  including  their
identification, prediction, and control. The ultimate goal
in the study of complex systems is to devise practically
implementable  strategies  to  control  the  collective
dynamics  [1–3].  However,  a  great  challenge  is  that  the
network  structure  and  the  nodal  dynamics  are  often
unknown, and only limited measured time series  (data)
are  available.  To  control  the  system  dynamics,  it  is
imperative  to  map  out  the  system  details  from  data.
Reconstructing complex network structure and dynamics
from  the  available  data,  the  inverse  problem,  has  thus
become  one  of  the  central  issues  in  contemporary
network  science  and engineering  [4–8].  There  are  broad
applications of the solutions of the network reconstruction
problem,  due  to  the  ubiquity  of  complex  interacting
patterns arising from many systems in a variety of disci-
plines [9–17].

Many important methodological directions are system-
atically proposed. Compressive sensing is first applied to
predict the catastrophes in nonlinear dynamical systems
by  Wang  et  al  [18].  Then,  it  is  widely  used  to  detect
hidden  nodes  in  complex  networks  [19],  reconstruct
propagation networks with natural diversity and identify
hidden sources [6], and infer network structures based on
evolutionary-game  data  [20].  Machine  learning-based
approaches are also used to the inference of dynamics in
complex systems [21–24].  The approach of investigation
of a dynamical system in terms of its response to external
drivings  is  particularly  useful  for  studying  nonlinear
systems with complex interactions [25]. Since data-based
reconstruction of complex networks is  a broad field,  we
focus  on  reconstruction  of  network  subjected  to  fast-
varying  white  noise.  More  detailed  recent  review  [7]
covers many other aspects of reconstruction of nonlinear
dynamics in the network.

The  rich  interplay  between  nonlinear  dynamics  and
stochastic  fluctuations  caused  by  noises  of  network
nodes, often coming from microscopic level and reasonably
assumed as white noises, seriously affects the performance
of  network  reconstruction.  A  number  of  methods  are
proposed  to  deal  with  this  problem  [19, 26–41].  Under
the condition that the influence of noises on the evolution
of infinitesimal tangent vectors in the phase space of the
underlying networked dynamical system is dominant,  it
can  be  argued  that  the  dynamical  correlation  matrix,
which can be computed readily from the available nodal

time series, approximates the network adjacency matrix,
fully unveiling the network topology [7].

This  review  focuses  on  reconstruction  of  network
subjected to white noise with high-frequency measurable
data  and  demonstrates  how  to  extract  diverse  useful
information  by  computing  rich  varieties  of  correlations
to  solve  various  difficulties  in  network  reconstruction.
The  first  two  chapters  consider  instant  interactions
between  network  nodes  where  signal  propagation
between network nodes is much faster than that of node
dynamics. In Section 2, we start from the simplest noise-
driving linear networks and achieve reconstruction solution
in simple matrix form by analyzing correlation matrices
between  data  of  nodes  and  sequences  of  noisy  outputs.
In Section 3, we extend the above correlation computation
method  to  general  nonlinear  networks,  and  obtain
compact and unified matrix form with various expansion
strategies of bases which can be applied to noise-driving
nonlinear networks. Sections 4 and 5 consider interactions
with  time-delays  representing  important  practical
networks  of  which  time  for  signal  propagation  between
network  nodes  is  comparable  with  that  of  node  evolu-
tion. Section 4 studies the basic effects of definite signal
propagation time,  and obtains  results  of  intensities  and
total time delay of both direct and indirect interactions
with data of pairs of nodes only. ln Section 5 we reconstruct
network  with  hidden  nodes,  a  challenging  and  difficult
task. Different methods are suggested to overcome these
difficulties [19, 42–52]. Here, we apply the results of long-
distance  interaction  reconstruction  and propose  a  novel
concept  of  solvable  motif  subnetworks  with  hidden
nodes,  definitely  identifying  hidden  nodes  and  the
related hidden links.

It  is  expected  that  all  the  above  methods,  strategies,
and results could be effectively applied to reconstruction
of practically important networks.

 2   Solving the inverse problem of noise-
driven dynamic networks

A large class of dynamic networks can be most generally
represented by the following coupled autonomous ordinary
differential equations (ODEs) driven by noise 

ẋ(t) = f(x(t), η(t)), (1)

x(t) = (x1(t), x2(t), · · · , xN (t)) η(t) =

(η1(t), η2(t), · · · , ηM (t)) f(x(t), η(t)) =

(f1(x(t), η(t)), · · · , fN (x(t), η(t)))

with  variables ,  noise 
 and  dynamic  fields 

.  In  this  paper,  we  adopt
white noise approximation for very short noise correlation
time, 

⟨ηi(t)⟩=0, ⟨ηi(t)ηj(t′)⟩=Dijδ(t− t′), i, j = 1, 2, · · · ,M.

(2)

Around a stable and stationary phase point of deterministic
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system  in  Eq.  (1)  and  for  small  noise  approximation,
Eq. (1) can be linearized to autonomous coupled equations 

ẏ(t) = Â(x)y(t) + Γ(t), (3)
 

y(t) = (y1(t), y2(t), · · · , yN (t)),y(t) = x(t)− x,
 

Aij(x) =
∂fi
∂xj

|x(t)=x,η(t)=0,Γ(t) = (Γ1(t), · · · ,ΓN (t)),

 

⟨Γ(t)⟩ = 0, ⟨Γi(t)Γj(t
′)⟩ = Qijδ(t− t′). (4)

Â

y(t) L

x(tq),x(tq +∆tq), q = 1, 2, · · · , L
∆tq ∥x(tq′)− x(tq)∥

∥x(tq +∆tq)− x(tq)∥ ≪ 1 q q′ Â(x)

y(tq) = x(tq)− x

x = 1
L

∑L
q=1 x(tq) ẏ(tq)

Now,  we  consider  how  to  infer  network  structure 
merely  from  measurable  data .  Suppose  we  have 
pairs of variable data ( ) in
a small phase space region, with all , ,

  for  all , .  Thus,  in
Eq.  (3)  can  be  regarded  as  a  constant  matrix  in  our
inference  computation.  From the available  data we can
extract  full  information  of  and

. The velocity term  in Eq. (3) can
be measured as 

ẏi(tq) =
yi(tq +∆tq)− yi(tq)

∆tq
. (5)

yT(t)

L

Multiplying  to both sides of Eq. (3) and averaging
all the terms in the equation for the  data samples, we
can reach an identity of correlation matrices as 

B̂ = ÂĈ + ⟨Γ(t)yT(t)⟩, (6)

Ĉ = ⟨yyT⟩ B̂ = ⟨ẏyT⟩where  and  are the variable-variable
and velocity-variable correlation matrices, respectively, 

Cij =
1

L

L∑
q=1

yi(tq)yj(tq), Bij =
1

L

L∑
q=1

ẏi(tq)yj(tq), (7)

and 

⟨Γ(t)yT(t)⟩ ≈ 1

L

L∑
q=1

Γ(t′q)y
T(tq), tq < t′q < tq +∆tq.

Γ(t′q) ẏ(tq)

B̂

(tq, tq +∆tq) ∆tq
Γ(t′q)

yT(tq)

Since  noise  contributing  to  the  velocity  in
Eq.  (5)  (and  also  contributing  to  matrix )  is  taken
during  and  is  much  longer  than  the
noise  correlation time,  is  thus  not  correlated with

 and the second term in Eq. (6) is  vanishing.  We
have thus identified noise-variable decorrelation 

⟨Γ(t)yT(t)⟩ = 0 (8)

B̂ = ÂĈand  reach  a  simple  algorithm ,  leading  to  the
solution 

Â = B̂Ĉ−1. (9)

y+T(t) = yT(t+∆t)

We  can  also  multiply  the  both  sides  of  Eq.  (3)  by
,  and  compute  the  corresponding

correlations, and arrive at 

B̂+ = ÂĈ + ⟨Γ(t)y+T(t)⟩, (10)
 

B̂+ = ⟨ẏ(t)y+T(t)⟩, ⟨Γ(t)y+T(t)⟩

≈ 1

L

L∑
q=1

Γ(t′q)y
+T(tq),

y+(tq) = y(tq +∆tq)

tq +∆tq Γ(t′q)

(tq, tq +∆tq)

y(t) = y(t0) + eÂt
∫ t

t0
e−Ât′Γ(t′)dt′,

t y+(t) y(t)

t

where  is  taken  at  time  instant
,  and  thus  is  definitely  correlated  with 

which is taken during . This correlation can
be calculated in the continuous limit by solving Eq. (3)
as  Due to the delta func-
tion  of  noise  correlation,  the  integrals  are  singular  at
time ,  with  ( )  including  (not  including)  the
noise impact at time . And thus we have 

⟨Γ(t)yT(t)⟩ = 0, (11a)
 

⟨Γ(t)y+T(t)⟩ = Q̂. (11b)

B̂+ = ÂĈ + Q̂

Substituting Eq. (11a) to Eq. (6) we obtain Eq. (9), and
substituting  Eq.  (11b)  to  Eq.  (10)  we  have

, leading to, 

Â = (B̂+ − Q̂)Ĉ−1, (12)

and to solve further noise correlation 

Q̂ = B̂+ − B̂. (13)

Due to the identity 

B+
ij =

1

L

L∑
q=1

ẏi(tq)y
+
j (tq) =

1

L

L∑
q=1

y+i (tq)− yi(tq)

∆tq
y+j (tq)

=
1

L

L∑
q=1

y+i (tq)y
+
j (tq)− yi(tq)y

+
j (tq)

∆tq

≈ 1

L

L∑
q=1

yi(tq)yj(tq)− yi(tq)y
+
j (tq)

∆tq

=
1

L

L∑
q=1

yj(tq)− y+j (tq)

∆tq
yi(tq) = − 1

L

L∑
q=1

ẏj(tq)yi(tq)

= −Bji,

we have 

B̂+ = −B̂T,

and 

Q̂ = B̂+ − B̂ = −(B̂ + B̂T) = −2B̂s, (14)

B̂s B̂Twhere  and  are the symmetric part and the trans-
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B̂position of , respectively.

Q̂

Now,  a  novel  double  correlation  matrices  and  noise-
decorrelation (DCMND) method is proposed to generally
solve  the inverse  problem of  Eq.  (3)  and also  explicitly
depict  noise  statistical  correlation  matrix ,  by  using
the simple and unified algorithms (9) and (14) [30].

Â x

x0 x = x0

y(t) = x(t)− x0

Â

Q̂ y(t)

Actually,  Eq.  (3)  can  be  generally  derived  for  any
phase  space  point  where  output  data  are  available  and

 is thus  dependent. Around a stable steady state of
noise-free  system,  we  can  linearize  Eq.  (1)  directly
around  the  fixed  point  and  set  and

 for computing (5) and (7). Now, our task
is  to  reveal  both  Jacobian  matrix  in  (3)  and  noise
correlation  in (4) from measurable variable data .

N = 100 103

500 Aij(a) = 1 500

Aij(r) = −1 Aij(0) = 0

In Fig.  1 we  consider  two  examples  in  Eq.  (3)  for
numerical  simulations.  The  network  size  in Figs.  1(a)
and (b) (Case 1) is . Among  links there are

 active  links  and  repressive  ones
 arbitrarily chosen,  for all  else off-

diagonal matrix elements, and the diagonal terms are set

Aii = −3

Qij = σiδij , σi = 0.01

yi(t = 0) = 0 L = 5× 105

Â Q̂

y(t)

2D y1(t) y2(t)

B̂ Ĉ

y(t)

Â

B̂Ĉ−1

Â

Qij = σiδij σi ∈ (0.005, 0.015) Aij

Aij(a) ∈ (1.0, 2.0) Aij(r) ∈ (−2.0,−1.0)

Aii = −5

to  for keeping the network evolution bounded.
Moreover, we take . Running system
(3)  from  we  produce  sets  of
data. Assume we know nothing about network structure

 and noise statistics  but only the data sequences of
, among which a projective trajectory is plotted in a

 ( , )  phase  plane  in Fig.  1(a),  which  seems
fully disordered. All  the elements of matrices  and 
can be computed from the data  with Eqs.  (5)  and
(7), and then matrix  can be retrieved by Eq. (9). The
results  are  presented  in Fig.  1(b)  where  interactions
depicted by  agree well with the actual interactions

.  In Figs.  1(c)  and  (d)  (Case  2),  we  do  the  same  as
Figs.  1(a)  and  (b)  with  the  noise  statistics  changed  to

 with ,  and  set  to
,  (all  randomly

chosen  with  uniform  distributions  in  their  ranges)  and
the  diagonal  terms  are  set  to .  Though  the
trajectory  behaviors  of Figs.  1(a)  and  (c)  deviate  from
each other substantially due to different noise correlations

 

(a) 0.4

0.2

0.0

−0.2

y 2

−0.4
−0.4 −0.2

Case 1
0.0
y1

0.2 0.4

(c) 0.2

0.1

0.0

−0.1

y 2

−0.2
−0.2 −0.1

Case 2
0.0
y1

0.1 0.2

(d)
2

1

0

−1(B
C

−1
) ij

−2

−2 −1
Diagonal

0
Aij

1 2

(b)
103

102

101

N
um

100

−1 0
(BC−1)ij

1

(e)

0.01

0.00

−2
B s

0.000

Case 1
Case 2

Case 1
Case 2

0.005
Q

0.010 0.015

(g)
2

1

0

−1(B
C

−1
) ij

−2

−2 −1

Diagonal

0
Aij

1 2

(h)

100

10−1

SD

10−2

103 104

L
105 106

(f) 2

1

0

−1

y 2

−2
−2 −1 0 1

y1

2

 

N = 100 500 500 Aij(0) = 0

dt = 5× 10−4

∆tq = 10−3 L = 5× 105 Â

A(a)ij = 1 A(r)ij = −1 Aii = −3

Qij = σiδij , σi = 0.01 Â Q̂ Aij(a) ∈ (1.0, 2.0)

Aij(r) ∈ (−2.0,−1.0) Aii = −5 σi ∈ (0.005, 0.015)

2D Â = B̂Ĉ−1

Aij(a) Aij(r) Aij(0)

B̂Ĉ−1 Â

B̂Ĉ−1

Aij

−2B̂s Q̂ −2B̂s Q̂

Â Q̂

100

σi ∈ (0.5, 1.5) Â SD

L SD
1√
L

Fig. 1  Solving the inverse problem by double correlation matrices and noise-decorrelation (DCMND) method of algorithms
(9) and (14). .  active links and  repressive ones are randomly chosen, and  for all other off-diagonal
matrix  elements.  Time  step  for  simulations  of  Eq.  (3)  is  and  time  interval  for  velocity  computation  is

.  samples are yielded for inferences. (a, b) Case 1: Jacobian matrix  is given as: active interactions
; repressive interactions ; the diagonal terms are set to ; and noise correlation matrix is given as

. (c,  d) Case  2:  The  same  as  (a,  b)  with  heterogeneous  and ,  i.e.,  and
 with uniform distributions, , and  with uniform distribution. (a, c) The trajectories

in a  phase plane for the two sets of networks and parameters. (b) The distribution of off-diagonal elements of 
(blue  triangles  for ,  red  squares  for ,  and green circles  for )  calculated  by Eq.  (9)  from data  of  (a).  The
computational elements of matrix  coincide very well with the actual  with certain fluctuated errors, and all active,
repressive  and  null  interaction  natures  can  be  accurately  predicted.  (d)  Matrix  elements  computed  by  are  plotted
against true Jacobian matrix elements  for Case 2 (all colors have the same meaning as (b)). All dots locate closely near
the  diagonal  line,  indicating  correct  inferences  of  both  interaction  natures  and  coupling  strengths. (e) Element  values  of

 plotted versus element values of actual  for both the noises of (a, c). The agreements between  and  convincingly
show that the DCMND method can depict not only Jacobian matrix  but also noise correlation matrix . The reconstruction
task  is  fulfilled  indeed. (f,  g) Exactly  the  same  as  (c,  d),  respectively,  with  noise  intensities  increasing  times
(  with uniform distribution). Matrix  can be retrieved equally well. (h) Standard deviation ( ) of Eq. (15)
plotted against the number of samples . s decay as .
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Q̂ Â

B̂

Ĉ

Â Â = B̂Ĉ−1

−2B̂s

Q̂

σi

Â

 and Jacobian matrix , and these different data sets
can  surely  yield  considerably  different  matrices  and

,  it  is  remarkable  that  in Figs.  1(b)  and  (d)  the
DCMND method  can  correctly  deduce  both  interaction
matrices  by applying the same algorithm .
For  confirming  the  conclusions  of  Eq.  (14),  we  plot

 computed  from  the  variable  data  against  actual
noise  statistics  in Fig.  1(e)  for  the  two  data  sets  of
Figs.  1(a)  and  (c).  All  these  dots  locate  very  closely
around  the  diagonal  line,  convincingly  justifying  the
prediction of Eq. (14). The whole theoretical derivations
and results of statistical computations are robust against
different  noise  intensities.  In Figs.  1(f)  and  (g),  we  do
exactly the same as Figs. 1(c) and (d), respectively, with
incomparably  stronger  noise  used  (100  times  of  in
(c)(d)). Matrix  can be retrieved equally well.

L → ∞ ∆tq → 0 ∆tq ≫ τ τ

τ ≡ 0

SD

The results  of  Eqs.  (9)(14)  are  exact  in  the  limits  of
,  and  with  being the correlation

time  of  noise  (now  with  white  noise  approxima-
tion). In Fig. 1(h) we use the systems of Figs. 1(a) and
(c) to numerically compute the standard deviation ( )
of inferred values of interactions defined as 

SD(L) =

√√√√∑N

i=1

∑N

j=1
([BC−1]ij −Aij)

2

N2
, (15)

i j

L

SD∝ 1√
L

L → ∞

Â

Q̂

∆tq L ∆tq
L τ = 0

where  summations  of  and  run  over  all  matrix
elements  and  is  the  total  number  of  computational
samples.  It  is  clear  that ,  agreeing  with  the
conclusion  of  exact  inference  solutions  for .  The
theoretical  conclusion  that  algorithms  (9)  and  (14)  can
reveal  both  interaction  structure  and  noise  statistics

 are  remarkably  verified  by  numerical  simulations
based  on  which  we  can  reconstruct  the  stochastic
dynamic networks of Eq. (3) from their variable outputs
only.  And  this  capacity  of  the  DCMND  method  is
unique  in  all  known inference  methods.  We  observe,  of
course,  certain  errors  in  all Figs.  1(b),  (d),  (e)  and  (g)
with  small  (large)  while  finite  ( ).  Decreasing 
and  increasing  by  keeping  can  surely  increase
the precision of depiction.

 3   Reconstruction of noise-driven nonlinear
networks from node outputs by using
correlations of nonlinear functions

Let us consider a general noise-driven nonlinear network
of Eq. (1) as 

ẋ(t) = f(x(t)) + Γ(t),

x = (x1, x2, · · · , xN )T,

f = (f1, f2, · · · , fN )T,

Γ = (Γ1,Γ2, · · · ,ΓN )T, (16)

Γi(t) i = 1, 2, · · · , N

τd ≪ 1

where  T  represents  the  operation  of  transposition.
Dynamical  noises , ,  represent  the
impacts  from microscopic  world,  and they are  expected
to have very short correlation time , much smaller
than  the  characteristic  time  of  deterministic  dynamics
assumed to be of order 1. Then noises are approximated
as white ones, 

⟨Γi(t)⟩ = 0, ⟨Γi(t)Γj(t
′)⟩ = Qij(x)δ(t− t′), (17)

i, j = 1, 2, · · · , Nwith . It is emphasized that multiplicative
noises have been seldom considered so far in the study of
network reconstruction, though this type of noises exist
extensively in some practical circumstances. In Eq. (16)
we  have  all  measurable  data  in  our  hand,  namely,  we
measure 

x(t1),x(t2), · · · ,x(tk), · · · ,x(tL),
∆t = tk+1 − tk ≪ 1; k = 1, 2, · · · , L; L ≫ 1. (18)

∆t ≪ 1 x

L ≫ 1

With  we can compute velocities of  in Eq. (16)
and  with  we  have  sufficiently  large  samples  to
perform  statistical  analysis.  These  conditions  are  not
always  available,  but  they  may  be  available  in  many
important  practical  experiments,  or  can  be  realized  on
purpose in many realistic measurements.

fi i = 1, 2, · · · , N
Q̂(x) = (Qij(x))

fi

Qij i, j = 1, · · · , N

In  Eq.  (16)  all  functions , ,  are
unknown.  The  noise  statistic  matrix  is
also unknown. Only the output variables (18) are available
for analysis. The task is to specify dynamic functions ,
the  interactions  between  different  nodes,  and  noise
statistics , .

fiFirst  we  assume s  can  be  generally  expanded  by  a
certain basis set [34, 42] 

fi(x) =
∞∑

µ=1

Ai,µYi,µ(x), i = 1, 2, · · · , N, (19)

Ai,µ µ = 1, 2, · · · ,Mi, · · · ,
∞ Yi,µ(x)

f(x)

f(x)

f(x)

f(x)

Mi fi(x)

where  all  constant  coefficients , 
 are  unknown,  while  all  functions  called  as

bases are known. For treating nonlinearities in , the
chosen  basis  set  should  be  nonlinear  and  complete  for
expanding field .  In Eq.  (16)  we give a freedom to
use different basis sets for expanding different field .
It seems that the expansions of Eq. (19) should include
infinite  terms  for  arbitrary  functions .  One  has  to
truncate  the  expansion  to  finite  terms.  There  is  a
systematical and self-consistent method, described in the
following part to make such truncation.  At present,  we
just  assume  a  truncation  at  for  expansion.
Then Eq. (19) can be simplified as 

fi(x(t)) = ÂT
iYi(t),

ÂT
i = (Ai,1, Ai,2, · · · , Ai,Mi),

Yi = (Yi,1(t), Yi,2(t), · · · , Yi,Mi
(t))T. (20)

Γi(t)Without  noise ,  all  the  unknown coefficients  can
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be  solved  by  algebraic  equations  if  sufficient  data  are
accumulated  [18, 53].  With  strong  noises  the  inference
computations are much more difficult. Here for network
reconstruction  we  use  a  method  to  compute  two-time
correlations  to  filter  noise  effect,  together  with  using
correlations of the chosen nonlinear basis sets to reconstruct
interactions,  nonlinearities  of  the  network  nodes  and
multiplicative noises [30, 33, 34].

i

ZT
i (x(t− τ))

For  arbitrary  node  in  the  network,  multiplying
Eq.  (16)  from  the  right  side  by  a  functional  vector

  

Zi(x) = (Zi,1(x), Zi,2(x), · · · , Zi,Mi
(x))T, (21)

and  computing  all  related  correlations,  we  obtain  a
linear matrix algebraic equation 

B̂T
i (−τ) = ÂT

i Ĉi(−τ) + ⟨Γi(t)Z
T
i (t− τ)⟩ (22)

with 

B̂i(−τ) = (Bi,1(−τ), Bi,2(−τ), · · · , Bi,Mi(−τ))T,

Bi,µ(−τ) = ⟨ẋi(t)Zi,µ(t− τ)⟩ = 1

L− p

L∑
k=p+1

ẋi(tk)Zi,µ(tk−p),

ẋi(tk) =
xi(tk+1)− xi(tk)

∆t
, τ = p∆t,

Ĉi(−τ) = (Ci,µν) =

(
1

L− p

L∑
k=p+1

Yi,µ(tk)Zi,ν(tk−p)

)
.

(23)

Z1(x(t)),Z2(x(t)), · · · ,ZN (x(t))

Ĉi

Zi(x)

Ĉi

0 ≈ τd ≪ τ ≪ 1 τ

τd

 are  called  correlators.
They can be arbitrarily chosen for computing the corre-
lation matrix , provided that the entries of each corre-
lator vector  are linearly independent. This condition
guarantees that the correlation matrix  is nonsingular
and  thus  invertible.  In  Eq.  (23)  we  should  have

 with  being  larger  than  the  correlation
time of dynamical noises , and much smaller than the
characteristic  times  of  deterministic  network  dynamics,
previously  assumed  to  be  of  order  1.  Therefore,  noises
and correlators must be decorrelated, 

⟨Γi(t)Zi(t− τ)T⟩ ≈ 0, for τ > τd, (24)

Qij(x)

since the fast-varying noises of Eq. (17) have no correlation
with any variable data of earlier times, disregarding any
forms of multiplicative noises . Now with the noise-
decorrelation of Eq. (24), Eq. (22) can be reduced to 

B̂T
i (−τ) = ÂT

i Ĉi, (25)

leading to 

ÂT
i = B̂T

i (−τ)Ĉ−1
i , (26)

B̂i(−τ) Ĉi Âi

(−τ) Ĉi

τ ≪ 1

where ,  and  are  given  in  Eqs.  (23)  and
(20),  respectively.  We  delete  the  notion  in 
because  does  not  considerably  change  the  values

Ci,µν B̂i(−τ) Ĉi

x(t)

Q̂

of .  All  elements  of  vector  and  matrix 
can be computed with known output variables , and
thus all the unknown linear and nonlinear coefficients in
Eq.  (16)  can  be  inferred  with  a  simple  and  unified
matrix  equation  (26),  though  the  noise  matrix  in
Eq. (17) is unknown.

We  consider  an  example  of  a  three-node  nonlinear
network,  the  Lorenz  system,  one  of  the  most  famous
models in chaos study, 

ẋ = f1(x, y, z) + Γ1(t), f1 = σ(y − x),

ẏ = f2(x, y, z) + Γ2(t), f2 = x(ρ− z)− y,

ż = f3(x, y, z) + Γ3(t), f3 = xy − βz. (27)

Though network (27) looks very simple and low-dimen-
sional, it serves as one of the most prevalent prototypes
for data analysis. We consider noises 

Q̂ =

 a1 + a2|z| 0 0
0 b1 + b2|x| 0
0 0 c1 + c2|y|

 , (28)

|x| |y| |z| Qii

Qii

M

where we adopt absolute values , ,  in  functions
for  should be positive definite or zero from the definition
of  Eq.  (17).  In  Eq.  (27)  both  noise  and  nonlinearity
essentially effect and noises with different multiplicative
factors  can  produce  considerably  different  data  sets,  as
shown  in Fig.  2 where  trajectories  for  additive  noises
[Figs. 2(a) and (b)] and multiplicative noises [Figs. 2(c)
and (d)] are presented. In Fig. 2, the time sequences and
trajectories  are  obtained  by  directly  integrating  the
noise-driven Lorenz system in Eq. (27) with the additive
and multiplicative noises specified above. We then apply
the  general  algorithm  in  Eq.  (26)  to  reconstruct  the
Lorenz  system  from  these  data.  For  the  reconstruction
calculation,  we  choose  the  correlator  vector  to  be  the
same as the basis vector for the nonlinear field expansion
with truncation . Specifically, without particular prior
information, a power-series basis is adopted, and we set 

Yi = Zi = Y , i = 1, 2, 3;

Y = (Y1, Y2, · · · , YM )T = (1;x, y, z;x2, xy, xz, y2, yz, z2; · · · )T.
(29)

M0
i

Ĉi B̂i

Âi(M
0
i )

M1
i > M0

i

{Âi(M
1
i )|M1

i > M0
i } M0

i

Ai,µ(M
1
i ) ≈ Ai,µ(M

0
i )

M0
i Ai,µ(M

1
i ) ≈ 0

M0
i

M2
i > M1

i M3
i > M2

i

Mk
i

Here  we  introduce  an  idea  of  self-consistent  checking
of the truncation. At first we take  bases in Eq. (29),
compute  all  elements  of  corresponding ,  and
obtain .  Then  we  further  consider  some  more
bases,  i.e.,  bases  in  Eq.  (29),  and  obtain
results of .  is concluded as a suitable
truncation if the results satisfy two conditions. Condition
(i):  for all coefficients obtained with

 truncation; Condition (ii):  for all coeffi-
cients of bases not included by  truncation. If any of
the above two conditions is not satisfied we should go on
to  include  more  bases  in  Eq.  (29), , 
and so on,  until  the two conditions are satisfied at 
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Mk−1
itruncation. We then conclude  is the suitable trun-

cation.  Now  we  use  the  above  method  of  truncations,
successively from low orders to high orders of Eq. (29). Mi = 4 1, x, y, z

A self-consistent justification on correct truncation for
Eq.  (27)  is  illuminated  in Fig.  3.  In Fig.  3(a),  it  is
apparent  that  (bases: )  is  not  a  proper
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σ = 10 ρ = 28 β = 8/3

Qij = 50δij a1 = 20 a2 = 50 b1 = 25 b2 = 60 c1 = 15 c2 = 30

Fig. 2  Time  sequences  and  trajectories  of  noise-driven  Lorentz  system.  Parameters  are  taken  as , , .
(a, b) Additive noises  are applied. (c, d) Multiplicative noises , , , , ,  in
Eq. (28) are applied. Data are chaotic and strongly random. The trajectory in (d), from which one cannot see any trace of
Lorentz dynamics, is considerably different from that of (b) for different noise factors, though Lorentz dynamic field is not
changed in all (a)–(d).
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Fig. 3  Demonstration of self-consistent truncation checking of nonlinear correlation computation method, and its application
in  inference  computations  of  Eq.  (27).  Red  circles  are  for  additive  noises  while  blue  squares  for  multiplicative  ones.
(a) Reconstruction results obtained by Eq. (26) with the truncated bases of the zero and the first orders of powers ( )
plotted against  those  with power  bases  truncated up to  the  second order . (b) The same as  (a)  with power  bases
truncated  at  the  third  order  ( )  plotted  against  those  truncated  at  the  second  order  ( ).  The  truncation  at

 is self-consistently confirmed to be suitable. (c) Inference results obtained by Eq. (26) with  plotted against
the actual coefficients. All plots are around the diagonal line, indicating correct reconstruction at .
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Mi = 4

Mi = 10

Mi = 10

M = 20

Mi = 10

Mi = 10 Ai,µ

truncation, since the reconstruction of  is consid-
erably different from that of , where all bases of
powers  of  the  second  order  are  taken  into  account.  In
Fig. 3(b) we compare the reconstruction results truncated
by  the  second  order  ( )  with  those  of  the  third
order  ( ),  and  the  above  self-consistent  checking
conditions  (i)  and  (ii)  are  both  fulfilled.  Therefore  we
can conclude that it is enough to truncate the expansion
at  with  properly  chosen  bases  in  Eq.  (29).  In
Fig.  3(c)  we  compare  the  reconstructed  results  for

 with  the  actual ,  and  the  nonlinear  and
interactive structures of Eq. (27) are satisfactorily recov-
ered indeed.

In this review, we consider the Lorentz equation with
small  number  of  nodes  and  finite  power  expansion
terms. The method can be easily applied to reconstruction
of  nonlinear  networks  with  large  number  of  nodes  and
with  infinitely  many  expansion  terms  [34].  There  exist
many  methods  to  treat  network  reconstruction  prob-
lems.  Similar  approach  of  self-consistent  truncation
checking  can  be  also  used  for  specifying  multiplicative
white  noise  matrix,  for  more  details  see  Ref.  [34].  For
example,  the  compressive  sensing  method  can  exclude
many  zero  coefficients  from  the  inference  computations
and effectively  reduce parameter  number and computa-
tional difficulties [54, 55].

 4   Reconstructing direct and distant inter-
actions of multiple paths between pairs
of perceptible nodes in dark networks

N

fi, i = 1, 2, · · · , N

We consider again a complex network of  nodes, which
is  described  by  a  set  of  differential  equations  where  all
functions  are prior unknown, 

ẋi(t) = fi (xi(t)) + Γi(t), i = 1, 2, · · · , N, (30a)

where 

xi(t) =
(
x1(t− τi1), · · · , xi(t), · · · , xN (t− τiN )

)
.

fi i

∂fi
∂xj

=0

j τij
j i

Γi(t)

 is a general form of the dynamical function of node ,
including the settling local dynamics and the interactions
from  other  nodes  in  the  network  (  if  interaction
from  is  absent).  A positive  constant  denotes  time
delay signal propagation from  to . A dynamical model
which  considers  the  transmission  time  delay  is  close  to
practical  systems  and  is  capable  of  elucidating  much
richer  behaviors  in  real  world.  We  adopt  a  Gaussian
white noise  for inherent noise disturbances satisfying 

⟨Γi(t)⟩ = 0, ⟨Γi(t)Γi(t+ t′)⟩ = Qiδ(t
′), (30b)

Qi

δ

Qij = 0, i ̸= j

where  is the noise intensity, a positive constant. The
delta  function  reflects  that  correlation  time  of  the
noise is much shorter than the characteristic time of the
system  dynamics.  Here,  we  take ,  because

noises  coming  from  microscopic  level  of  different  nodes
fluctuate independently.

xi(t) iWe  can  measure  the  variable  of  node  that
changes  continuously  over  time if  it  is  perceptible.  Our
goal  is  to  reconstruct  the  interactions  between  two
perceptible nodes based on the measurable data of these
two  nodes  only.  The  other  information,  such  as,  the
dynamics of all nodes, the connection structure of entire
network,  the  transmission  time  delay  between  adjacent
nodes, background noise, etc., are all unknown.

A B

DA(t) A

For  reconstructing  interaction  from  one  node  (say,
node ) to another node (node ), we inject a varying
external driving  at node  as 

ẋA(t) = fA (xA(t)) + ΓA(t) +DA(t), (31)

DA(t)

A B B

where the requirement for the driving term  will be
induced below. Assuming that there is a direct connection
from  to , for node  we have 

ẋB(t) = fB (xB(t)) + ΓB(t), (32)
∂fB
∂xA

̸= 0 B 1 d = 1 Awhere , called  is distance  ( ) from .
B

t

To  analyze  output  response  in ,  first  we  take  the
derivative  of  two  sides  of  Eq.  (32)  with  respect  to ,,
which gives 

ẍB(t) =
N∑
i=1

∂fB (xB(t))

∂xi(t− τBi)

dxi(t− τBi)

dt
+ Γ̇B(t)

=
N∑
i=1

∂fB (xB(t))

∂xi(t− τBi)
fi (xi(t− τBi))

+
N∑
i=1

∂fB (xB(t))

∂xi(t− τBi)
Γi(t− τBi)

+
∂fB (xB(t))

∂xA(t− τBA)
DA(t− τBA) + Γ̇B(t), (33)

ẍB xB Γ̇B

DA(t)

DA(t)

where  is the second derivative in time of  and 
denotes  an  internal  noise-induced  term  which  has  no
correlation  with  the  injected  noise  signal .  It  can
be concluded that there is only a single driving-induced
term which builds a direct quantitative relationship with
coupling  function,  provided  is  independent  of
system, 

∂fB (xB(t))

∂xA(t− τBA)
DA(t− τBA). (34)

B

∆t ≪ 1

We  collect  the  response  data  of  node  with  a  fixed
time interval ( ), denoted as 

[xB(t1), xB(t2), · · · , xB(tl), · · · , xB(tL)], (35)

tl+1 − tl = ∆t T = L∆t

L

where , .  Note,  the  information
included  in  these  data  not  only  the  data  values  but
also  various  differential  relationships  of  the  data  in
sequences, from which we can produce large independent

FRONTIERS OF PHYSICS TOPICAL REVIEW

011301-8   Zhaoyang Zhang, et al., Front. Phys. 22(1), 011301 (2027)

 



xB

correlation quantities. From data sequence, the first and
the second derivative of  are given by 

ẋB(tl) ≈ x
(1)
B (tl) =

xB(tl+1)− xB(tl)

∆t
,

 

ẍB(tl) ≈ x
(2)
B (tl) =

x
(1)
B (tl+1)− x

(1)
B (tl)

∆t
,

µ ≥ 1and for , 

dµ+1

dtµ+1
xB(tl) ≈ x

(µ+1)
B (tl) =

x
(µ)
B (tl+1)− x

(µ)
B (tl)

∆t
. (36)

DA

xB(t)

x
(2)
B

t′ ∈ [0, T ]

To  detect  the  effect  of  the  driving  component 
included in the data of , we calculate the correlation
function  between  the  driving  signal  and  where
 

E2,1
BA(t

′) =
1

T − t′

∫ T−t′

0

DA(t)x
(2)
B (t+ t′)dt

=
1

T−t′

∫ T−t′

0

∂fB (xB(t))

∂xA(t−τBA)
DA(t)DA(t+t′−τBA)dt

+ E1
ΓB

+ E1
fB .

(37)

t′

DA(t)

E1
ΓB

E1
fB

DA(t)

This yields an intensity spectrum by varying , the first
term of  which  is  directly  related  to  the  autocorrelation
property  of  driving .  There  are  also  two  other
terms  and  which  are  evidently  unrelated  to

.
E1

ΓB
For the term of , the emergence of noise is bound

to  cause  a  random deviation.  From Eqs.  (32,  33),  it  is
known that the leading deviation component is given by 

E1
ΓB

=

⟨
DAΓ

(1)
B ⟩ = ⟨DA(t)

ΓB(t+∆t)− ΓB(t)

∆t

⟩
.

(38a)

E1
fB

Additionally, for the term of ,  the system dynamics
can induce a considerable bias, 

E1
fB

=

⟨
DA

N∑
i=1

[
∂fB (xB)

∂xi
fi (xi)

]⟩
. (38b)

E2,1
BA(t

′)

E1
ΓB

E1
fB

According  to  Eq.  (37),  the  correlation  function 
can  be  calculated  based  on  the  measured  data.  It  is
expected that the driving signal can be well designed so
that  both  terms,  and ,  approach  to  negligible
quantities.  For  doing  so  the  driving  signal  should  have
the following characteristics:

stochastic DA(t1) DA(t2) · · · ,
DA(tl), · · · , DA(tL)

(i)  The  driving  signal  is  sampled  from  a  series  of
quantified  numbers , 

, i.e., 

DA(t) = DA(tl), t ∈ (tl−1, tl].

tl − tl−1

DA(t)

where the tunable time interval  should be much
smaller than the system characteristic time (so  is
called fast-varying driving).

mean zero(ii) The statistical  of the driving signal is ,
i.e., 

⟨DA(t)⟩ = lim
tL→∞

1

tL

L∑
l=1

DA(tl)(tl − tl−1) → 0.

EfB

(tl − tl−1)

The zero-mean property can help to weaken the effect of
the driving signals on the system and reduce the bias in
the correlation function.  is proved to be equivalently
small  as  by theoretical  derivation and can be
ignored, 

EfB → O(tl − tl−1).

τBA

In  addition,  the  dynamics  of  the  systems  depend  not
only on the current state but also on the previous states
due  to  the  effects  of  time  delay  on  signal  propagation
between  two  nodes,  which  may  induce  complicated  or
practically  important  behaviors  of  system  dynamics
(e.g.,  excitability  or  chaotic  dynamics).  Therefore,  the
reconstruction of time delay  is  essential.  According
to Eq. (37), to distinguish time delay in the autocorrelation
the driving signal should have the following characteris-
tics.

nonperiodic(iii) The driving signal is .
short correlation time(iv) The driving signal has   , i.e., 

⟨DA(tm)DA(tn)⟩ ̸= 0, m = n,

⟨DA(tm)DA(tn)⟩ = 0, m ̸= n.

It  is  interesting  that  white  noise,  which  is  common
and inherent in many practical systems, satisfies all the
above  requirements.  Many  previous  studies  on  network
reconstruction show that the network can generate rich
distinctive  data  in  the  presence  of  white  noises.  Thus,
we designed a stochastic sequence to simulate noise-like
driving for network reconstruction: 

DA(t) = DA(tl), t ∈ (l∆tD −∆tD, l∆tD), (39a)

∆tD
DA(tl)

where the signal changes with a fixed time interval .
The value of  is randomly sampling from a Gaussian
distribution 

DA(tl) ∼ N(0, QDA/∆tD). (39b)

QDA

∆tD = ∆t

 is  the  noise  intensity.  For  simplicity,  we  set
 in our study, and hence, 

lim
L→∞

1

L

∑L

l=1
DA(tl) → 0,

lim
L→∞

1

L

∑L

l=1
DA(tl)DA(tl)∆t → QDA,

k > 0and for any  
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lim
L→∞

1

L

L−k∑
l=1

DA(tl)DA(tl + k∆t) → 0.

A B d = 1

Based  on  the  above  well-designed  stochastic  driving
signal  for  direct  interaction  from  to  ( ),
Eq. (37) can be rewritten as 

E2,1
BA(t

′) =

{
O(∆t), t′ ̸= τBA,

IBA(A → B)QDA +O(∆t), t′ = τBA,

(40)

leading to the solution 

I(A → B) =

⟨
∂fB (xB(t))

∂xA(t− τBA)

⟩
, (41)

I(A → B)

A B

where  is the effective intensity of the interaction
from  to . We can reconstruct the fundamental infor-

τBA

A B

B

mation  of  this  adjacent  link,  including  the  accurate
connection  strength  and  the  time  delay .  However,
the interaction between two direct-connected nodes can
only provide limited information compared to the overall
system,  and  it  has  been  a  important  and  challenging
task  to  reconstruct  indirect  and  even  long-distant
connections  in  the  network.  Intuitively,  an  indirect
interaction  from  to  cannot  be  inferred  with  only
the measurable data of the destination node , since the
dynamics  of  node  is  also  strongly  influenced  by  other
hidden nodes.

P : A → j1 → B

j1 A B d = 2

ẍB

∂fB (xB(t))/∂xA(t− τBA) ≡ 0

xB(t)

Considering a path  with one intermediate
node ,  i.e.,  the  distance  from  to  is .  The
driving-induced  term  disappears  in  due  to

.  We  should  go  further  to
calculate  the  higher-order  derivatives  of ,  which is
given by

 

x
(3)
B (t) ≈ (ẍB(t))

(1)
=

d
dt

(
∂fB (xB(t))

∂xj1(t− τBj1)

)
fj1 (xj1(t− τBj1))

+
∂fB (xj1(t))

∂xj1(t− τBj1)

∂fj1 (xj1(t− τBj1))

∂xA(t− τBj1 − τj1A)
(fA (xA(t− τBj1 − τj1A))

+ ΓA(t− τBj1 − τj1A) +DA(t− τBj1 − τj1A)). (42)

DA

A → j1 → B

And the driving signal  can propagate along the path
 via the following driving-induced term,

 

∂fB (xj1(t))

∂xj1(t− τBj1)

∂fj1 (xj1(t− τBj1))

∂xA(t− τBj1 − τj1A)
DA(t− τBj1 − τj1A).

xB(t)

DA(t) x
(3)
B (t)

To  detect  the  driving  force  in ,  we  calculate  the
correlation between  and , which is given by
 

E3,1
BA(t

′) =
1

T − t′

∫ T−t′

0

DA(t)x
(3)
B (t+ t′)dt

=

{
O(∆t), t′ ̸= τBj1 + τj1A,

I(A → j1 → B)QDA +O(∆t), t′ = τBj1 + τj1A,

(43)

where
 

I(A → j1 → B) =

⟨
∂fB (xj1(t))

∂xj1(t− τBj1)

∂fj1(xj1
(t−τBj1

))
∂xA(t−τBj1

−τj1A)

⟩
.

d > 2

d− 1 A B

ν

jν A A B

Finally,  we  consider  the  case ,  where  there  are
 different hidden nodes along the path from  to .

Denote  number  as  the  distance  of  intermediate  node
 away from , we have the path from  to  as

 

P : A → j1 → · · · jν → · · · → jd−1 → B. (44a)

A

B P

The structural  effective  interaction  intensity  from  to
 along this path  is computed as

 

IBA(P ) =

⟨
∂fB

∂xjd−1

·
∏d−1

ν=2

∂fjν
∂xjν−1

· fj1
∂xA

⟩
, (44b)

i, j = j1, j2, .., jd−1, Bwhere for , we have 

∂fi
∂xj

=
∂fi (xi(t+ τiA))

∂xj(t+ τjA(P ))
,

A B Pand time delay from  to  through  reads 

τBA(P ) = τj1A +
d−1∑
µ=2

τjµjµ−1 + τBjd−1
. (44c)

DA(t)

d+ 1 xB(t)

To detect the driving force component, we calculate the
correlation  between  the  driving  signal  and  the

th derivative of , which is given by 

Ed+1,1
BA (t′) ≈

{
O(∆t), t′ ̸= τBA(P ),

IBA(P )QDA +O(∆t), t′ = τBA(P ),

(45)

IBA(P ) τBA(P )

Ed+1,1
BA (t′)

xB(t) DA(t)

t′ = τBA

P

where  and  are  given  in  Eqs.  (44b)  and
(44c),  respectively.  The  calculation  of  is  only
dependent on the data of  and . According to
the  theoretical  deduction,  there  is  a  discontinuity  in
Eq.  (45)  at ,  which  is  called  the  characteristic
discontinuity of the certain path .

Ed
ΓB

Ed
fB

Note that there are two more terms  and  in
the  correlation  function.  The  leading  terms  of  the
random deviation caused by noises and the bias caused
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by the system dynamics are given by 

Ed
ΓB

= ⟨DA(t)Γ
(d)
B ⟩, (46a)

 

Ed
fB

=

⟨
DA(t)

∑N

i,j=1
F d
f

⟩
, (46b)

F d
fwhere  is a simplified function given as

 

F d
f

(
fi,

∂fi
∂xj

,
d
dt

(
∂fi
∂xj

)
, · · · , dd

dtd

(
∂fi
∂xj

))
.

Under the condition of the well-designed stochastic driving
signal, these two quantities should be small and negligible
for long time averages.

Due  to  the  discretizations  of  measurement  time,  the
above correlation can be rewritten as 

Ed+1,1
BA (k∆t) =

∆t

T − k∆t

L−k∑
l=1

DA(tl)x
d+1
B (tl + k∆t),

(47a)

∆twhere  is  the  time  interval  in  the  recording  process.

The reconstructed interaction intensity can be represented
by 

ĨBA(P ) = Ed+1,1
BA (τ̃BA(P ))/QDA, (47b)

τ̃BA(P ) ceil(x)

x

where  is  the  experimental  time  delay  (
means rounding up number ) 

τ̃BA(P ) = ∆t · ceil(τBA(P )/∆t). (47c)

A A = 1

We first consider a linear system without the inherent
noise where an external driving signal is loaded on node

 (  as an example) 

ẋA=1(t) = −A11x1(t) +
∑
j ̸=1

A1jxj(t− τ1j) +D1(t),

(48a)

i ̸= Aand for the other nodes  

ẋi(t) = −Aiixi(t) +
∑
j ̸=i

Aijxj(t− τij), (48b)

Aii = 4 Â B

B = 2 A

where  and  is  the  connection  matrix.  Node 
( ) is perceptible and the interaction paths from 

 

1 1.5 2
t′

2.5 3

1 1.5 2
t′

2.5 3

0

0.5

1

1.5

E A
B3,
1

(1.57,1.3844)

(1.58,−0.16256)

(1.574,1.44)

−1

0

1

2

3

4

E A
B4,
1

(2.27,3.2425)
(2.269,3.375)

(a)

(c)

(b)

(d)

4 5

1

3

2

1 2

 
Net QDA = 1 T = 10000 ∆t = 0.01 Net

E3,1
BA(t

′) E4,1
BA(t

′) t′ ∈ [1, 3] t′ = 1.57

ds = 2

IBA(P1) τBA(P1) IBA(P1) = 1.44

τBA(P1) = 1.574

t′ = 2.27 E4,1
BA(t

′) 3

IBA(P2)

τBA(P2)

Fig. 4  Reconstruction results of . ,  and . (a) Schematic diagram of . (b, c) The correlations
 and  in the range of . In (b) a characteristic singularity (colored in red) emerges at  firstly,

which means that the inferred distance of the shortest path is , and the amplitude is related to the inferred effective
intensity.  The  red  circle  indicates  the  actual  interaction  intensity  and  time  delay .  and

 are represented by the abscissa and ordinate of the circle. (c) Another characteristic singularity (colored in
blue) emerges at  in , which means the inferred distance of the second shortest path is , and the amplitude is
related to the inferred effective intensity.  The blue circle  indicates the actual  interaction intensity  and time delay

. For the shortest and the second shortest path, theoretical and experimental values meet well with each other. (d)
Sketch map of the reconstructed network.
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B

∆t

∆tD
∆tD = ∆t = 10−2

to  are tested for deep reconstruction. Both the values
of  measurement  intervals  ( )  and the  loading  interval
of  driving  signal  ( )  are  set  to  be  the  same,

.

N = 5

Net

In  the  following  part,  we  demonstrate  that  our
method  works  in  the  condition  of  multiple  paths  with
different  distances.  We  generate  a  network  with 
named as , 

Net : Â =


0 0 0 0 0
0 0 1.2 0 1.5
1.2 0 0 0 0
1.5 0 0 0 0
0 0 0 1.5 0

 .

The parameters of time delay are as follows: 

τ̂ =


− − − − −
− − 0.835 − 0.720

0.739 − − − −
0.604 − − − −
− − − 0.945 −

 .

A A = 1 B B = 2

P1 : 1 → 3 → 2

P2 : 1 → 4 → 5 → 2

En,1
BA(t

′)

xA(t) xB(t)

E3,1
BA(t

′) t′ = 1.57

d = 2

E4,1
BA(t

′) t′ = 2.27

d = 3

d = 2

d = 3

IBA τBA

E4,1
BA(t

′) t′ = 1.57

E3,1
BA(t

′)

xB(t) E3,1
BA(t

′)

1/∆t E4,1
BA(t

′)

E4,1
BA(t

′)

t′ = 2.27

There are two paths from  ( ) to  ( ) with
different  distances,  i.e.,  and

, as shown in Fig. 4(a). To reconstruct
the  multiple  paths  of  the  Net,  the  correlations 
are calculated based on data of  and . We find
that  a  singularity  emerges  in  at  firstly
as  shown in Fig.  4(b),  which  means  there  is  a  shortest
path  with ,  and  another  singularity  emerges  in

 at  as  shown  in Fig.  4(c),  informing
there  is  a  second  shortest  path  with .  For  conve-
nience, we color the two characteristic singular peaks in
(b)  and  (c)  to  distinguish  the  shortest  path  and  the
second shortest path (red for the shortest path of 
and  blue  for  the  second  shortest  path  of ).  The
hollow  red  and  blue  points  represent  the  positions  of
theoretical value  and , also red for the shortest
and  blue  for  the  second  shortest  path.  Note  that  the
value of  at  is much larger than that in

. This is because correlation function comes from
the  same  data  of ,  and  correlation  in  is
enlarged  by  in ,  not  considered  as  a  new
singularity.  Similarly,  the  same  driving  signal  exist  in
multiple paths with different distances and time delays,
which  can  cause  random  background  perturbation  in

. Thus we consider only the amplitude of singularity
at  as the effective intensity of the second shortest
path.  The  reconstructed  results  are  shown  in Table  1,

1

and  the  accuracy  of  intensities  for  both  paths  is  very
close to . According to the above numerical simulation,
a  sketch map of  the reconstructed network is  shown in
Fig. 4(d).

δ1,i̸=1 = 0 δ1,1 = 1

A considerable amount of works in the field of biologi-
cal, chemical, and physical systems have been dedicated
to excitable  media [56–59].  The interest  in  this  topic  is
motivated  by  the  fact  that  wave  propagation  in  these
media provides an efficient mechanism for communication
between distant locations. Seminal examples include the
conduction  of  electrical  impulses  along  nerve  axons.  A
modified version of FitzHugh-Nagumo model, called the
Bär  Model  is  investigated  in  this  paper  [60–62],
described as follows ( , ): 

dui

dt
= −1

e
ui(ui − 1)(ui −

vi + b

a
) +Wi +D1δ1,i,

(49a)
 

dvi
dt

= f(ui)− vi, (49b)
 

f(ui) =


0, ui <

1

3
,

1− 6.75ui(ui − 1)2,
1

3
≤ ui ≤ 1,

1, ui ≥ 1,

(49c)

ui vi
i i = 1, 2, · · · , N Wi

Wi =
∑N

j=1 Mij(uj(t− τij)− ui(t)) (i ̸= j) Mij

τij
δ1,i

1

a = 0.84; b = 0.07; e = 0.04

where  and  are  the  membrane  potential  and
inhibitory currents of the th node ( ).  is
the  coupling  effect  from  other  nodes,

, .  is  the
connection  intensity  and  is  the  transmission  time
delay  between  adjacent  nodes.  The  function  means
that the external signal is loaded on node . Parameters
of  identical  local  dynamics  for  all  nodes  are

.
N = 30

A

A = 1 19 26

d(1 → 19) = 1 d(1 → 26) = 4

A = 1 QDA = 0.1

d̃BA

B = 2, 3, · · · , N

A B B

A  randomly  generated  network  of  size  is
considered (more details are shown in caption of Fig. 5).
The  schematic  diagram  of  the  network  is  shown  in
Fig. 5(a), where all the nodes are arranged according to
the shortest distance from . For example, the shortest
distances  from  node  to  nodes  and  are

 and . The driving intensity on
node  is  set .  According  to  the  recon-
struction  process,  we  detect  the  distance 

 based  on  the  collected  data  from  this
excitable  network.  If  the  distance  of  the  shortest  paths
from  to  are accurately reconstructed, the node  is
marked with white  hollow circle  in Fig.  5(a),  otherwise

 

NetTable  1 Reconstructed results of .

d IBA ĨBA Ratio τBA τ̃BA

P1 2 1.44 1.4657 1.0178 1.574 1.57
P2 3 3.375 3.2425 0.9607 2.269 2.27
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ĨBA(P )

IBA(P )

it is marked in grey. We can further infer and calculate
effective intensity and time delay for paths with correct
distance [Eq. (47)]. Figure 5(b) presents the reconstructed
intensities  against  the  corresponding  structural
values  for  all  reconstructed  paths  together,
where  the  red  dots  for  the  shortest  paths  and the  blue
ones  for  the  second  shortest  paths.  The  results  are
mostly  quite  accurate  for  the  shortest  paths,  however
there  are  some  relatively  large  errors  for  the  second
shortest ones.

Nrun = 20

i

Ed+1,1
BA,i (t

′)

To optimize the experimental results, we increase the
amount  of  data  and  recollect  times  different
dataset.  In  each  run  the  system  evolves  from  different
initial  states  and  the  correlation  function  in  the th
dataset is denoted as . The averaged correlation
is thus given by
 

Ēd+1,1
BA (t′) =

1

Nrun

Times∑
i=1

Ed+1,1
BA,i (t

′). (50)

Ēd+1,1
BA (t′)

ĨBA ≈ IBA

The  new  reconstruction  results  based  on  the  averaged
correlation  function  are  shown  in Fig.  5(c),
which  is  greatly  improved  where  all  values  of  both  the
shortest  and  the  second  shortest  paths  are  all
distributed  near  the  diagonal  line,  i.e., .  In
addition, the transmission time delays of these paths are
perfectly inferred, shown in Fig. 5(d).

 5   Uncovering hidden nodes and hidden
link structure by applying noise injection

Neural networks have attracted huge attention in prac-
tice,  where  a  number  of  units  are  often  not  accessible
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N = 30

0.1

τij ∈ (0.5, 1) Mij ∈ (−1.5,−1) ∪ (1, 1.5)

A A = 1

ĨBA(P ) IBA(P )

ĨBA(P ) τ̃BA(P ) 20

IBA(P ) τBA(P )

Fig. 5  Reconstruction results of the network of modified FHN (49). The network of size is . The connection matrix
is randomly generated, with connection probability . Each connected link is chosen to be positive or negative randomly.
Value  of  time  delay  and  strength  of  a  single  link  is  randomly  chosen  in  range  and .
(a) The schematic diagram of the network. All nodes are arranged according to the shortest distance from node  (
here and in all the following figures). Nodes marked in grey indicate that their shortest distances are not inferred correctly.
(b) The reconstructed interaction intensities  based on single dataset plotted versus the structural intensities ,
the red dots are for the shortest paths and the blue dots are for the second shortest paths. (c, d) The reconstructed effective
intensities and time delays  and  based on  different datasets [Eq. (50)], plotted versus the structural values

 and . In (c) the reconstructed results are greatly optimized than (b).
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ä

while  important  for  realistic  functions,  e.g.,  various
neural systems [11–15]. Let us consider again the neural
network  with  the  units  described  by  the  B r  model  of
Eq. (49).

N = 8 M = 6

N −M = 2

A

A B B ̸=A

Figure  6(a)  illustrates  an  example  of  an  artificial
network with , where  red nodes are accessi-
ble, that is,  their data can be measured, certain signals
can  be  injected,  and  black  nodes  and  all
black links are hidden. The task is to detect the hidden
nodes and infer all links with available data of accessible
nodes  only.  To  do  so,  white  noise  is  injected  into  an
accessible  node,  for  example,  node ,  and  the  data  of
two  accessible  nodes  and  ( )  are  measured,
then the differential equation for A is changed to 

dxA(t)

dt
= − 1

ε
xA(t)(xA(t)− 1)

(
xA(t)−

yA(t) + b

a

)
+

N∑
j=1,j ̸=A

wAj

(
xj(t− τAj)− xA (t)

)
+ ΓA(t),

(51a)

ΓA(t)where  noise  injected to  node A is  the  signal  that
provides rich information on the hidden structure in the
network. The noise has a correlation time much smaller
than the characteristic time of network dynamics, and is

approximated by white noise, satisfying 

⟨ΓA(t)⟩ = 0; ⟨ΓA(t)ΓA(t+ t′)⟩ = QAδ(t
′). (51b)

ΓA(t)

DA(t)

A B

Note,  here  is  randomly  generated  and  its  time
series  is  unknown,  unlike  the  completely  known  noise
sequences  applied  in  Eq.  (31).  We  can  measure
the output data from accessible nodes  and  as 

xA(t1), xA(t2), · · · , xA(tk), · · · , xA(tL),

xB(t1), xB(t2), · · · , xB(tk), · · · , xB(tL), (51c)

∆twith the sampling interval  

0 < ∆t = tk+1 − tk ≪ 1 for k = 1, 2, · · · , L− 1.

A B and  can be selected among all the accessible nodes
of Fig. 6(a).

xA(t) xB(t)

Rich information about the network structure can be
extracted by diverse correlation calculations with data of

 and  as 

Cν,1
BA(t

′ = k′∆t) =
1

L

L∑
k=1

x
(ν)
B (tk+k′)x

(1)
A (tk), (52)

x
(ν)
i ν xiwhere  is the th-order “derivative” of , defined by
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a = 0.84 b = 0.07

ε = 0.04 QA = 0.2 wij (0.8, 1.2) τij (0.2, 1)

7 8

A B B ̸= A Ed+1,1
BA (t′) t′

QAIBA(d) τBA(d)

t′s

QAĨBA(d) τ̃BA(d)

7 7 8

Fig. 6  Reconstruction  of  a  simple  network  described  by  Eqs.  (49–51)  through  reconstruction  motifs. , ,
, and . All direct interactions  take values in  and time-delay  in  with equal probabili-

ties. (a) Network structure under consideration. Nodes ,  and all links are hidden (black nodes and links). (b–d) Three
network motifs used for inferring hidden nodes and hidden links by using Eq. (55). Namely, we can definitely identify the
hidden nodes [node 7 in (b), 7 in (c) and 8 in (d)], the colored links [blue colored in (b) and purple colored in (c) and (d),
and differentiate them from the remaining hidden nodes and hidden links]. (e–j) Some correlations between given pairs of
accessible nodes  and  ( ), ’s plotted against  [(e, f) for motif (b); (g, h) for motif (c); and (i, j) for motif
(d)]. All circles indicate actual interaction intensities  (vertical heights) and actual total time delays  (horizontal

 positions  of  circles)  along  the  interaction  paths,  which  overlap  accurately  with  the  reconstructed  ones  (peak  height
 and  peak  positions ).  The  network  structure  in  (a)  is  fully  reconstructed  by  applying  network  motifs  in

(b–d). Note that node  and blue links are inferred by the motif in (b), and the hidden node  ( ) and all purple links are
inferred by the motif in (c) [(d)] through identities in Eqs. (55a, 55b) (Eqs. (55c, 55d)).
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x
(ν)
i (tk) =

x
(ν−1)
i (tk+1)− x

(ν−1)
i (tk)

∆t
, x

(0)
i (tk) = xi(tk),

xi(tk) = 0 k ≤ 0 k > L

ν′s

A B d

where  we  take  for  all  and .  In-
Eq. (52) correlations for different  include various and
often  mutually  independent  information.  If  there  is  an
interaction path from  to  with distance , we have 

IBA(d) = wj1A

d−1∏
µ=2

wjµjµ−1wBjd−1
, (53a)

 

τBA(d) = τj1A +
d−1∑
µ=2

τjµjµ−1 + τBjd−1
, (53b)

IBA(d) τBA(d)

d

where ,  indicates  the  actual  interaction
intensity and total time delay along the path of length  

A → j1 → · · · → jµ → · · · → jd−1 → B. (53c)

d

Based on Eq. (53) and for an actual interaction path
from node A to node B with distance , we have 

x
(d+1)
B (t) = ĨBA(d)x

(1)
A (t− τ̃BA(d)) + other terms.

Equation (52) can be further derived to 

Eν=d+1,1
BA (t′) = Cd+1,1

BA (t′)∆t

=

{
0(∆t), t′k ̸= τBA(d);

QAĨBA(d) + 0(∆t), t′k = τBA(d).

(54)

A B IBA(d) τBA(d)

A B

IBA(d)≈ĨBA(d)

τBA(d)≈τ̃BA(d) ĨBA(d)

τ̃BA(d)

Hence, the interaction from  to  of  and 
can be  inferred  from accessible  data  of  nodes  and 
by  computation  of  the  peak  height  and
peak  position  in  Eq.  (54),  where 
and  refer to the reconstructed interaction intensity
and total time delay along the path, respectively.

d = 1 d

L ≫ 1

∆t ≪ 1

(d = 1)

(d = 2)

(d ≥ 3)

By analysis of the output data of the accessible nodes
of Eq. (51c), rich information on paths can be extracted
with  different  distances  using  Eqs.  (53)  and  (54)  from

 to,  in principle,  any large  if  data of  sufficiently
large  length  and  small  enough  sampling  interval

 are  available.  In  addition,  this  information  can
be  employed  to  infer  interaction  structure  in  networks
not  only  between  accessible  nodes ,  but  also
between  accessible  and  hidden  nodes ,  and  even
between multiple hidden nodes .

Ed+1,1
BA (t′)

d = 2 d = 3

1 → 3, 4

2 → 3, 4

We demonstrate the results  of  the above analyses by
computing a simple network structure in Fig. 6(a) with
data  of  accessible  nodes  only. Figures  6(e)–(j)  present
some  cases  of  calculated  from  Eq.  (54)  for
several  and  pairs  with  nonzero  peaks.  In
Figs. 6(b, e, f), it can be concluded that there is definitely
one hidden node along each interaction path  and

.  Without  further  analysis,  the  four  peaks  in
Figs. 6(e, f) may be associated with any of the four cases

QAĨBA(d)

τ̃BA(d)

from one to four hidden nodes. However, by integrating
the  correlations  of  all  the  four  peaks  in  addition  to
appropriate  computation  and  derivation,  we  conclude
definitely  that  all  the  four  paths  pass  through  a  single
hidden  node  (say  node  7).  For  instance,  by  comparing
the peak heights (identifying ) and peak positions
(showing ),  we  can  convincingly  reach  the  above
conclusion, that is, if equalities 

τ̃B1A1(d = 2)− τ̃B1A2(d = 2)

= τ̃B2A1(d
′)− τ̃B2A2(d

′)

= τ̃h1A1(1)− τ̃h1A2(1)

≈ τh1A1(1)− τh1A2(1), (55a)
 

ĨB1A1(d = 2)/ĨB1A2(d = 2)

= ĨB2A1
(d′)/ĨB2A2

(d′)

= Ĩh1A1
(1)/Ĩh1A2

(1)

≈ Ih1A1(1)/Ih1A2(1), (55b)

h1 A1

A2

are  justified,  a  hidden  node  and  its  inputs  from 
and  nodes can be determined; and if equations 

τ̃B1A1(d = 2)− τ̃B2A1(d = 2)

= τ̃B1A2(d
′)− τ̃B2A2(d

′)

= τ̃B1h2(1)− τ̃B2h2(1)

≈ τB1h2(1)− τB2h2(1), (55c)
 

ĨB1A1(d = 2)/ĨB2A1(d = 2)

= ĨB1A2
(d′)/ĨB2A2

(d′)

= ĨB1h2
(1)/ĨB2h2

(1)

≈ IB1h2(1)/IB2h2(1), (55d)

h2

B1 B2

d− 1 d′ − 1

d = d′ = 2

A1 = 1 A2 = 2 B1 = 3 B2 = 4 h1 = h2 = 7

d = 2 d′ = 3 A1 = 1 A2 = 2

B1 = 3 B2 = 6 h1 = 7

d = 2 d′ = 3 A1 = 4 A2 = 2 B1 = 6 B2 = 5

h2 = 8

7

7

7 8

are  valid,  a  single  hidden  node  and  its  outputs  to
nodes  and  can be inferred. In Eq. (55), all  these

 and  nodes  are  hidden  in  the  considered
paths.  It  can  be  easily  verified  that  the  four  peaks  of
Figs. 6(e, f) satisfy all  Eqs. (55a)–(55d) with ,

, , , ,  and  identify 
and  its  inputs  and  outputs  by  blue  color  shown  in
Fig.  6(b).  The  four  peaks  of Figs.  6(g,  h)  satisfy  Eqs.
(55a)  and  (55b)  with , , , ,

, , and determine  and its inputs and
output by purple  color  as  shown in Fig.  6(c).  The four
peaks  of Figs.  6(i,  j)  justify  Eqs.  (55c)  and  (55d)  with

, , , , , , and identify
 and  its  input  and  outputs  by  purple  color  as

shown  in Fig.  6(d).  With  substructure,  the  motif  in
Fig. 6(b), hidden node  can uniquely be identified, that
is,  identify  node  and  all  its  inputs  from  observable
nodes and outputs to observable nodes from all the rest
of  the  hidden  nodes  and  other  links.  The  motif  in
Fig.  6(c)  [Fig.  6(d)]  determines  hidden  node  ( )  and
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7 8

identifies the hidden node and its inputs (outputs) links
with observable nodes from any other hidden nodes and
hidden links. Hence, the simplest detectable structure is
distinguished  as  a  reconstruction  motif,  with  which  a
hidden node and some of its links with accessible nodes
and even the link form hidden node  to hidden node 
can be recognized according to the analysis of measured
accessible  node  data  in  the  motifs.  In  this  work,  three
different  motifs  are  shown  in Figs.  6(b–d),  with  which
we  can  evidently  distinguish  all  hidden  nodes  and
hidden links in the network of Fig. 6(a).

N = 20

We demonstrate  the  above  in  a  simple  network  how
to  use  noise  injection  and  analyze  output  data  of  the
accessible nodes to uncover hidden nodes and links. This
method  can  be  directly  extended  to  more  complex  and
larger  networks  by  utilizing  the  network  motifs  in
Figs. 6(b–d). A complex network of size  is illustrated
in Fig.  7(a).  In  this  network,  ten  red  nodes  [Fig.  7(b)]

A

are  accessible,  while  all  the  other  black  nodes  in
Fig. 7(a) are hidden, and the interaction structure of the
whole  network and network dynamics  are  all  unknown.
The  time  series  [e.g.,  Eq.  (51c)]  of  the  accessible  nodes
are  generated  using  Eqs.  (49,  51)  with  noise  being
injected  to  one  of  the  accessible  nodes  [i.e.,  node  in
Fig. 7(b)]. The aim is network reconstruction, that is, to
explore  additional  hidden  nodes  in Fig.  7(a)  and  infer
hidden links associated with these uncovered nodes.

d = 1

Ed+1,1
BA (t′)

d = 2

Ed+1,1
BA (t′) d = 2, 3

Based  on  the  correlation  results  of ,  all  direct
interactions  between  accessible  nodes  [red  arrows  in
Fig.  7(c)]  can  be  easily  predicted.  In  addition,  hidden
nodes and links can be inferred by using  with

 [blue nodes and links in Fig. 7(d)] through motif in
Fig.  6(b)  and  by  using  with  [purple
nodes  and  links  in Fig.  7(e)]  based  on  motifs  in
Figs. 6(c, d). By integrating the results and systematically
applying Eq. (55) with network motifs in Figs. 6(b)–(d),
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P = 0.25

d = 1

d = 2

d = 2 d = 3

R̃ =
ĨhµA1

ĨhµA2

R̃ =
ĨB1hµ

ĨB2hµ

R =
IhµA1

IhµA2

R =
IB1hµ

IB2hµ

∆τ̃ = τ̃hµA1 − τ̃hµA2 ∆τ̃ = τ̃B1hµ − τ̃B2hµ ∆τ = τhµA1 − τhµA2

∆τ = τB1hµ − τB2hµ

Fig. 7  Reconstruction of a complex network with excitable dynamics described by Eqs. (49, 51). Each node has probability
 to have input from or output to another node, and all other parameters are the same as in Fig. 6. (a) Network to be

reconstructed. All black nodes and links are unknown, and the network dynamics are unknown either. (b) Accessible nodes
with measurable data and applicable noise injection. (c) By analysis of  correlations of Eqs. (52)–(54), direct interactions
between  accessible  nodes  can  be  inferred  by  red  arrows. (d) By  integration  of  correlations  and  application  of  the
network motif in Fig. 6(b), some hidden nodes and the associated links are inferred by blue nodes and blue arrows. (e) By
integration of the results of both  and , and application of the network motifs in Figs. 6(c, d), all the rest of the
hidden  nodes  and  their  interaction  structure  are  inferred  by  purple  nodes  and  purple  arrows (f) Ratios  of  reconstructed

intensities between any pairs of inputs (  for red dots) and outputs (  for blue dots) for each given hidden

nodes are plotted against actual ones (  or ). (g) Same as (f) with differences of reconstructed time delays
(  for  red  dot  and  for  blue  dots  plotted  versus  actual  ones  or

). All dots in (f) and (g) can be found along the diagonal lines, confirming acceptable reconstruction. Here,
the complex network is reconstructed based on the network motifs in Fig. 6(b) (all blue nodes and links) and Figs. 6(c, d)
(all purple nodes and links).
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R̃ =
ĨhµA1

ĨhµA2

∆τ̃ = τ̃hµA1 − τ̃hµA2

R̃ =
ĨB1hµ

ĨB2hµ

∆τ̃ = τ̃B1hµ − τ̃B2hµ
µ = 1, 2, · · · , N −M

R =
IhµA1

IhµA2
R =

IB1hµ

IB2hµ

∆τ = τhµA1 − τhµA2 ∆τ = τB1hµ − τB2hµ

50% 85%

we  obtain  the  structures  of Figs.  7(d)  and  (e)  step  by
step,  fully  reconstructing  network  of Fig.  7(a).  In
Figs.  7(f,  g),  we  plot  ratio  of  intensities  and
time  delay  differences  between  any
pairs  of  inputs  and  also  and

 for  outputs  with 
for  all  hidden  nodes,  and  compare  these  reconstructed
values  with  actual  ones  (  or  and

 or ).  All  dots
distribute along the diagonal lines, confirming acceptable
reconstruction of these network quantities.  It  should be
indicated  that  for  each  hidden  node,  two  arbitrary
factors, one for time delays and the other for interaction
intensity,  are  not  determined.  Note  that  network
Fig. 7(e) has  hidden nodes and more than  links
output from or input to hidden nodes. It is a fascinating
success  for  us  to  conclude  the  complete  reconstruction.
Moreover, all the approaches used in the section can be
applied to any networks where signal injection to nodes
is  difficult  while  internal  fast-varying  noises  exist  in
network  nodes.  This  advantage  is  important  in  recon-
structions of many practical networks.

d′s

d > 3

In Fig. 7(e), all the hidden nodes and hidden links of
network Fig. 7(a) have been reconstructed by employing
the motifs in Figs. 6(b–d) only. With a given network, a
larger ratio of hidden nodes relative to observable nodes
can  certainly  render  the  task  of  uncovering  the  hidden
structure more difficult. In these cases, the calculation of
additional correlations of  data of measurable nodes and
identification  of  additional  motifs  with  larger  (e.g.,

) may aid in complete reconstruction. Nevertheless,
the  conditions  for  complete  reconstruction  are  still
unknown and significantly warrants further investigation
[41].

 6   Discussion and future perspectives

More  than  two  decades  of  intensive  researches  on
complex  networks  have  resulted  in  a  large  body  of
knowledge about network structures and their effects on
various dynamical processes [63, 64]. A typical approach
in  the  field  is  to  implement  a  particular  dynamical
process of interest on networks whose connecting topologies
are  completely  specified  [65].  In  addition to  this  line  of
research  that  is  necessary  to  discover  and  understand
various  fundamental  phenomena  in  complex  networks,
the “inverse” or “reverse  engineering” problem  of
predicting  network  structure  and  dynamics  from  data
becomes  extremely  important.  The  basic  hypothesis
underlying  the  inverse  problem  is  that  the  detailed
structure  of  the  network  and  the  nodal  dynamics  are
unknown, but only a limited set of signals or time series
measured from some nodes of the network are available
[5]. The question is whether the intrinsic structure of the

network  and  the  dynamical  processes  can  be  inferred
solely  from the set  of  measured time series  and how to
reconstruct  the  network  structure  if  the  answer  is  yes.
Data-based  reverse  engineering  of  complex  networks,
with  great  application  potential,  is  important  not  only
to advance network science and engineering at a funda-
mental  level  but  also  to  meet  the  need  to  address  an
array of applications in complex practical networks [14,
18, 25, 66–76]. For example, inference of some practical
neural networks with experimentally measured data has
been conducted [77–80].

In our review, two key points, existence of fast-varying
noises  and  time-delay  for  signal  propagation  through
interactions  in  the  network,  are  considered.  It  is  well
known  that  these  two  factors  are  pervasive  in  realistic
systems [81–85] and they can bring difficulties in analyses
of  network behaviors by producing random fluctuations
and making network dynamics more complex. However,
the applicability of the presented methods is limited by
some  strong  assumptions  (e.g.,  availability  of  high-
frequency  data  measurement,  feasibility  of  signal  injec-
tion, favorable noise conditions,  and so on), which may
be  not  satisfied  in  many  real-world  systems.  Neverthe-
less, we should emphasize that although these conditions
are not always available, they may be available in many
important  practical  experiments,  or  can  be  realized  on
purpose in many realistic measurements.

In  this  review,  we  have  described  an  aspect  of  this
field in detail how noise-induced correlations can be used
for  uncovering  the  full  topology  and  nodal  dynamical
processes of complex, nonlinear oscillator networks, such
as,  for  revealing  the  interaction  patterns  and  dynamic
structures  of  both  linear  and  nonlinear  networks  in  a
compact  and  unified  matrix  form;  for  exploring  both
direct interaction and indirect distant links by computing
multiple orders of correlations and considering effects of
time-delays  of  signals  propagation  between  network
nodes; for detecting hidden nodes and the related hidden
interaction  structures  with  data  of  partial  accessible
nodes only.

Data-based  reconstruction  of  complex  networks  is  a
broad  field.  A  number  of  tasks  of  future  development
may  be  important:  to  identify  and  find  data  of  high
quality; to develop effective methods to extract as much
as possible information from limited data for overcoming
reconstruction  difficulties;  and  to  apply  the  developed
methods to better understand, predict and control realistic
social, biological, and technological complex networks.
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