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A Secure Encryption Method for Electronic Digital
Resources Based on Improved Blowfish Algorithm

JIANG Youqi,CAO Ping'
(Shaanxi Vocational College of Mechanical and Electrical Engineering, Baoji, Shaanxi 721001, China)

Abstract; The existing encryption methods for electronic digital resources have simple key and ciphertext rules, resul-
ting in low network attack security for electronic digital resources. Therefore, this study proposes a secure encryption meth-
od for electronic digital resources based on an improved Blowfish algorithm. Firstly, the salt value is introduced to construct
a key generation mechanism, and complex keys are obtained through data dimensionality reduction, compression, and other
methods; Further operations such as resource compensation and segmentation, using improved algorithms to set key pre pa-
rameters, increase the difficulty of decryption; Then, through S-box and P-box nonlinear transformations and permutations,
a Feistel network is used to generate variable length symmetric block ciphers, which are encrypted iteratively using a hash al-
gorithm for secondary encryption; Finally, scramble and replace pixels to protect the encrypted resource storage icon. Ex-
periments have shown that this method achieves over 98. 3% integrity of electronic digital resource data under network at-
tacks, with no ciphertext leakage.
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