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17, 905 5L 7 b AT L8R, 25 RN 3R 2 P .
H i, OmClic Jy T b5 2 M A A BT W5, ie
OmClic-c, Ni&E LA L5, ¥ OmClic J5 ¥k /) &
EIG AR5 HARPRZEXT 55, B b B FE AR 1) b5 25 1 5
ORISR B ARZE R, 128 OmClic-d. e, Tl
NIRRT, W IR RIS R . th L s
W] LLE 4 7 2 00 B0 il T 30 i 2 R 7
99% L) i /KSF . S?D-DIBA 1) ASR H 4% H B 5
WA, fE7E GTSRB Fil CelebA Wi B4 |43
ik £ 99.95% Fl1 99.99%, 1% Lt i A1t 45 2% 43 1l MK 0.05.
0.01 ™MHEZ M.

TECRFE A R A A B, S?D-DIBA X 4557 Ji 4f
rRPERE ML AR /N . #E GTSRB # 4 4 I+, S?D-
DIBA (1 Acc ik 2l & LA, #H L TR L or e A 1
0.06 I~ E 43 .o 1 CelebA B8 4E b, Acc MIRAH,
XL ARG 0.38 AN 43, B AR T HAh X He
HL ik,

1 AR K U7 T, Fr £ 9 S?D-DIBA 75 ¥k 7
Ly o 85 AR A Ee A8, I b 3 /N T H A L2 7 k.
A J7 ¥ M H, 76 GTSRB Fl CelebA %4 % (1)
L, JEXAE bR 2 DI FEAK 2 98.41% Fil 98.19%, 143 1R
TP HREAS B

R 2 ORFEGTTREAE O B85 51 % 1
Table 2 Comparison of results for different backdoor sample generation
GTSRB CelebA
Method
ASR/% Acc/% L;-norm SSIM ASR/% Acc/% L-norm SSIM
BadNets!"(IEEE Access, 2019) 100 98.17 0.3014 0.9542 100 79.01 0.3037 0.9341
IADBA"!(NeurIPS, 2020) 99.81 98.20 43545 0.8876 95.74 76.25 4.4380 0.8654
WaNet!'*(ICLR, 2021) 98.76 98.63 2.8709 0.9234 99.22 78.97 2.9205 09156
ISSBAPYICCV 2021) 99.93 98.21 49765 0.8734 99.65 79.10 5.8301 0.8523
OmClic-c>(KNOWL-BASED SYST, 2024) 99.20 97.76 10.3341 0.8534 99.87 78.95 10.3472 0.8234
OmClic-d*(KNOWL-BASED SYST, 2024) 99.37 97.09 10.3344 0.8512 99.99 78.70 10.3470 0.8198
Clean 0.09 98.06 0.05 79.75
S’D-DIBA 99.95 98.69 0.0048 0.9876 99.99 79.37 0.0055 0.9834
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Fig. 2 Visualization comparison of poisoned images and triggers
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Table 3  Ablation study results

# 4 LB FTD B4
Table 4 Performance against FTD defense

Index Eyigh SSIM L,-norm
Base 1.60x10° 0.72 0.0391
+Attention 1.52x10° 0.84 0.0285
+Prob 1.38x10° 0.85 0.0157
+SampleNet 1.35x10° 0.89 0.0089
+FDSL 1.30x10° 0.97 0.0055
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Fig. 4 Visualization of trigger spectrum
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Fig. 5 Performance against Neural Cleanse defense
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Table 5 Experimental results of high frequency threshold
parameters

GTSRB CelebA

Fre

Li-norm  FTD accuracy rate/% Lj-norm  FTD accuracy rate/%

0.3 0.0050 39.72 0.0056 39.90

0.4 0.0050 39.71 0.0054 39.97

0.5 0.0048 39.72 0.0055 39.90

0.6 0.0052 40.90 0.0101 42.13

0.7 0.0062 42.07 0.0156 43.43

0.8 0.0065 45.37 0.0200 45.70
4 4 g
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Dynamic Invisible Backdoor Sample Generation Based on
Spatial-Spectral Domain

LIU Jishun!, GENG Peilin?, HONG Wei?, ZHANG Xueqin®
(1. The Third Research Institute of Ministry of Public Security, Shanghai 200031, China; 2. School of Information
Science and Engineering, East China University of Science and Technology, Shanghai 200237, China)

Abstract: The rapid development of deep learning technologies has allowed deep neural networks to achieve
remarkable performance across a wide range of fields. Nevertheless, the growing prevalence of backdoor attacks
exposes critical vulnerabilities in deep neural networks under such adversarial settings. To tackle the problem where
triggers embedded in existing backdoor samples can be easily detected during the test phase, this work improves the
stealthiness of poisoned samples from both the spatial and frequency domains and proposes a dynamic invisible
backdoor generation framework named S*D-DIBA (Spatial-Spectral Domain Dynamic Invisible Backdoor Attack). In
the spatial branch, we design a generator built upon Attention U-Net. Leveraging the attention mechanism, the
generator concentrates on salient image regions to produce a probabilistic modification matrix. A multilayer perceptron
dubbed SampleNet is introduced to simulate a differentiable sampling strategy, enabling pixel-wise optimization over
critical areas. This yields unique, covert spatial triggers customized for each clean image. In the frequency branch, both
clean images and samples embedded with spatial triggers are converted to the frequency domain via discrete cosine
transform (DCT). We construct a frequency-domain similarity loss to narrow the distribution gap of high-frequency
components between poisoned and benign samples, which further boosts the visual stealth of backdoor instances.
Extensive experiments on two public datasets validate that our proposed framework surpasses existing state-of-the-art
baselines. Compared with the second-best method, our approach reduces the L1 norm perturbation by over 50 times
while retaining an attack success rate higher than 99.9%, which achieves a favorable trade-off between attack
effectiveness and trigger concealment.

Key words: deep neural networks; backdoor sample generation; sample stealthiness; Attention U-Net; frequency-

domain similarity
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