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Non-Independent and Identically Distributed Encrypted Traffic Classification
Method Based on Instruction Tuning and LLM

CHEN Guang, LI Binglong, YU Shilong
(Information Engineering University, Zhengzhou 450001, China)

Abstract: To address the problem that the traffic data in the actual network environment shows signifi-
cant non-independent and identical distribution (Non-IID) characteristics, a classification method that
integrates large language models (LLM) with instruction tuning is proposed. In this method, the under-
standing capability of LLM for structured data is used to achieve encrypted traffic classification, and
traffic data is converted into graph structures to explicitly represent logical relationships among flows.
Based on this, a two-stage training framework is constructed. Firstly, the LM is enabled to compre-
hend the semantics of traffic graphs by using graph structures instruction tuning. Subsequently, the rea-
soning capability of LLM is guided to the classification task through the traffic task instruction tuning.
These two stages form a collaborative relationship with progressive capability enhancement. Experi-
ments on USTC-TFC2016 and CIC-IDS-2017 datasets show that macro-average F1 scores reach 0.945
and 0.968 by the using proposed method, respectively, demonstrating significant improvement over
those of mainstream baseline models. The results indicate that complex dependencies in traffic graphs
can be effectively learned by using the proposed method, and a feasible approach for handling Non-11D
traffic data is provided through the hierarchical learning mechanism.
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