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An increasing number of medical institutions and patients are adopting the practice of storing their data on
medical cloud servers, which greatly facilitates the sharing of medical data. However, when many nodes are
connected to the medical big data architecture, the overall system’s security can be compromised. To address this,
an explainable dynamic security protection scheme for medical healthcare, named EHKP-Res, has been proposed.
This scheme aggregates data relevance features and integrates them with a deep residual network to predict the
behavior of medical staff, addressing the issue of sudden changes in their behavioral credibility. To tackle the
black-box problem, a model post-interpretation scheme using Bayesian networks to generate perturbed datasets
has been proposed. It calculates sample weights and performs nonlinear fitting, deriving model interpretation
through the eigenvalues of the instances. Experimental results show that the proposed Hidden KP-ABE method
reduces time overhead by 14.95% compared to other access control methods and achieves a prediction accuracy

of 98.34% for doctor trust metrics, effectively preventing malicious behavior by doctors.

1. Introduction

Big data in healthcare improves patient care, treatment decisions,
and disease management by collecting, storing, and analyzing mas-
sive data sets from patients and healthcare providers [1]. Big Data
Healthcare provides patients with personalized healthcare plans that ac-
curately predict and prevent the likelihood of diseases occurring. For
medical researchers, the large amount of data sets can help researchers
discover potential treatments and mechanisms of diseases, thus advanc-
ing the field of medicine. However, large-scale medical information
collection raises numerous security and privacy challenges, as shown
in Fig. 1. In particular, data elements containing an individual’s medi-
cal history, medication instructions, and data related to an individual’s
health status have the potential to expose personal privacy. In addition,
the recording and sharing of healthcare data can make the data trace-
able, leading to serious consequences when the data is misused.

In healthcare big data, healthcare organizations may need to share
healthcare datasets when collaborating with third parties, and ensur-
ing reasonable access control and privilege management during dataset
sharing is also a challenge in healthcare big data. Access control involves

determining access rights to medical datasets [2], which requires iden-
tity authorization and authentication of visitors. However, in the process
of identity authorization, the privileges of visitors should be constantly
changing; for example, doctors should be granted access to patient data
in emergencies and should not have privileges in other situations, and
the dynamic nature of privilege settings increases the difficulty of access
control.

A trustworthy metric approach based on AI models to assess physi-
cian behavior is currently an effective method to address the dynamics
of access control. Some of the current research results, such as [3], for
the specific evaluation process of the metric method in the medical do-
main, the trustworthiness of the doctor’s decisions can be assessed by
comparing the Al model findings with the doctor’s actual decisions in
similar scenarios, or by analyzing and analyzing the doctor’s decision-
making history through the Al model to assess the quality of the doctor’s
findings. In addition, similar to the Al model, uncertainty estimation can
also be introduced into the doctor’s decisions to judge the degree of cau-
tion of the assessed person. However, the non-interpretability of the Al
model also poses some problems for the method; although the Al model
may have made the correct decision in some cases, the Al's decision

* Peer review under the responsibility of the Chongqing University of Posts and Telecommunications.

* Corresponding author.
E-mail address: wliang@hnust.edu.cn (W. Liang).

https://doi.org/10.1016/j.dcan.2024.11.006

Received 22 May 2024; Received in revised form 10 November 2024; Accepted 13 November 2024

Available online 19 November 2024
2352-8648/© 2024 Chongging University of Posts and Telecommunications. Publishing services by Elsevier B.V. on behalf of KeAi Communications Co. Ltd. All rights are reserved, including those for text and data mining, Al training,
and similar technologies. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).


http://www.ScienceDirect.com/
http://www.keaipublishing.com/dcan
mailto:wliang@hnust.edu.cn
https://doi.org/10.1016/j.dcan.2024.11.006
https://doi.org/10.1016/j.dcan.2024.11.006
http://crossmark.crossref.org/dialog/?doi=10.1016/j.dcan.2024.11.006&domain=pdf
http://creativecommons.org/licenses/by-nc-nd/4.0/

X. Chen, J. Cai, W. Xiao et al.

-

Medical Big Data System

-
i .

} Hospital

R R A N
|

|

|

|

Medical Data
1

1
Medical

} Data Access
|22t ACCesS

| Patient
atent

Medical Data

Doctor

ot —

Big Data Privacy and Security Issues

=)

Anonymization

—
D
L

\
|
I
I
|
|
|
|
I
I
I
I
I
|

;

Data Encryption

Fig. 1. Data security between doctors and patients within the healthcare big
data environment.

path remains opaque, and its non-interpretability leads to the use of an
Al model with a significant degree of uncertainty [4], resulting in an
uncontrollable assessment process.

In response to the challenges discussed, we introduce an assessment
method grounded in an explainable Al model to assess the credibility
measures of doctors’ decision-making behavior. Explainable Al models
can clearly explain the computational path of the decision results, al-
lowing users to comprehend the logic behind the model’s outcomes.
Among the Explainable AI techniques currently in use are Random
Forest, Bayesian Networks, and other methods for visualizing decision
paths, as well as fine-grained explainable Al techniques including logis-
tic regression [5] and linear regression [6]. With the above Explainable
Al models, we can trust the assessment results derived from the Al mod-
els to a greater extent.

+ Solve the problem of poor flexibility of user access to private data in
medical cloud servers, access control methods based on hidden at-
tribute encryption are used, which enable users to perform flexible
fine-grained access control methods for private data.

+ Solve problems such as mutation of doctor’s behavior in access
control, the doctor’s behavior trustworthiness prediction model is
proposed.

» Propose a local post-interpretation method to interpret the model
for this credibility prediction method locally.

The structure of the remainder of this paper is as follows. Section 2
delves into the exploration of access control frameworks within the
realm of healthcare big data, alongside a synthesis of scholarly works
on behavioral trust metrics. Section 3 details the Hidden KP-ABE-based
access control method. Section 4 presents the Prediction model of the
doctor behavior credibility measure and its local post-interpretation
method. Section 5 analyzes and discusses the experimental results. Con-
cluding remarks and potential future research paths are offered in Sec-
tion 6.

2. Related work
2.1. Big data access control in healthcare
Safeguarding healthcare data privacy and ensuring its security is

paramount, with access control playing a pivotal role in this context.
An effective access control policy serves as a robust and adaptable tool
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for managing user permissions, providing granular levels of authoriza-
tion to restrict user actions to only those activities they are explicitly
allowed to perform. Numerous strategies and methodologies have been
introduced to tackle security and access control challenges in healthcare
big data.

Role-Based Access Control (RBAC) is a standard access control
method. RBAC enables access control to healthcare data by assigning
users different roles and appropriate permissions to each role. Le et al.
proposed a semi-automated scheme for extracting access control poli-
cies from applications control policies, they aimed to learn and recover
RCAC policies from implementations and then use them to validate im-
plemented policies and detect access control problems [7]. Spanaki et al.
developed RBAC based on AI techniques, which can inform role-based
data management decisions [8]. RBAC can efficiently manage large-
scale users, and complex permission structures [9]. However, healthcare
scenarios may have limitations, such as the static nature of roles and the
lack of access control to fine-grained access [10].

To address the limitations of RBAC, researchers have proposed
Attribute-Based Access Control (ABAC), which decides whether to allow
access to healthcare data by using a set of attributes to describe users,
resources, and environments and defining access policies. Zhong et al.
suggested an ABAC model tailored for edge computing in healthcare,
which involves an efficient, attribute-based delegation of encryption and
decryption tasks to edge devices, while also accommodating attribute
modifications [11]. Fu et al. introduced an enhanced decryption access
control strategy founded on distinguished universe attributes, substan-
tially reducing decryption time for users without revealing the original
plaintext on cloud servers [12]. ABAC provides more flexible access con-
trol than RBAC and can integrate external authentication services and
risk assessment to improve the security and flexibility of access control.

In addition to RBAC and ABAC, numerous alternative access control
strategies have been researched and implemented within the healthcare
big data domain. For example, identity-based access control bases access
judgments on users’ identity details [13], context-based access control
considers users’ surroundings and contextual information for access de-
cisions [14], and attribute-based encryption utilizes attributes to encrypt
and decrypt healthcare data [15].

2.2. Behavioral trust metrics for big data in healthcare

Recently, behavioral trust metrics in healthcare big data have re-
ceived much attention. These metrics aim to evaluate the reliability
of actions by individuals such as physicians, patients, and researchers,
thereby safeguarding the precision, integrity, and privacy of healthcare
information [16]. In this field, scholars have proposed various meth-
ods to measure behavioral trust in healthcare big data. Common ap-
proaches include historical behavior-based metrics and social network-
based analysis [17].

Historical behavior-based metrics assess the trustworthiness of par-
ticipants by analyzing their past behavioral records, e.g., data access
history and data sharing behavior, among others [18]. Supposing that
participants show good behavioral patterns in their history, such as
complying with data privacy regulations and operating according to
reasonable access control policies. In that case, their behavioral trust-
worthiness is relatively high. Kang et al. introduced a reliable worker
selection scheme that relies on the notion of credibility metrics for joint
learning tasks [19]. Airehrour et al. devised a routing protocol that in-
corporates time-sensitive trust considerations, capable of utilizing trust-
based mechanisms to identify and mitigate attacks, thereby enhancing
overall network trust [20].

Behavioral trust metrics based on social network analysis use the
network of relationships between participants in a healthcare system to
infer the behavioral trust of participants [21]. A participant’s behavioral
trust is likely higher if he or she has close ties and collaborates with other
trustworthy participants within their social circles. Wu et al. developed
a two-phase method for segmenting trust networks, which simplifies the
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complexity inherent in extensive group decision-making by accounting
for the trustworthiness derived from social behaviors [22]. Shareef et
al. constructed a conceptual model for trust in social media contexts,
analyzing with structural equation modeling to examine the effects of
trust precursors in peer-to-peer interactions on social media platforms
where users may lack sufficient cognitive evaluation [23].

In addition, several studies have begun to employ machine learning
and data mining techniques to model behavioral trust metrics [24,25].
These models use features and patterns of healthcare big data to predict
participants’ behavioral trust. They can automatically learn and update
the model to adapt to changing healthcare environments and participant
behaviors [26]. Braga et al. also introduced a freshly conceived integra-
tion strategy designed to evaluate and scrutinize models of reputation
and trust [27].

2.3. Explainable Al-based behavioral trust metrics prediction

The extensive use of Al-driven trust metrics within healthcare ad-
dresses the challenge of managing access to patient data in a dynamic
environment. However, the non-interpretability of its assessment pro-
cess also poses safety risks to patients [28]. Researchers have proposed
various explainable AI models to make the Al decision-making process
more transparent and explainable, thus improving the credibility of as-
sessing doctors’ decisions [29].

Deep learning-based explainable AI models are usually designed
by designing specific network structures, introducing attention mech-
anisms, and visualizing activation functions [30]. These methods aim
to elucidate the rationale behind the model’s choices and to enhance
comprehension of its inner workings [31]. Mousavi et al. proposed an
explainable atrial fibrillation detection method based on a bidirectional
recurrent neural network [32]. The hierarchical attention model uncov-
ers patterns that shed light on how the neural network reaches its de-
cisions, pinpointing the most influential signal patterns for the ultimate
classification. Jo et al. created and evaluated a comprehensible and ver-
satile deep learning architecture capable of identifying atrial fibrillation
from various electrocardiogram types, and they elucidated the rationale
behind their model’s choices [33]. Gao et al. introduced a neural net-
work designed for end-to-end prediction of drug-target interactions from
basic representations, with the model incorporating a bidirectional at-
tention mechanism to clarify its predictive capabilities [34].

On the other hand, inference-based explainable models are also one
of the crucial areas of interest for researchers. These models express the
decision-making process as an explainable chain of reasoning through
case-based reasoning, logical reasoning, etc. [35]. Gu et al. proposed
an assisted decision support system [36]. They used Extreme Gradi-
ent Boosting (XGBoost) to anticipate the recurrence of breast cancer.
To enhance the trustworthiness of these predictions, they resorted to
case-based reasoning to provide clear justifications for the model’s fore-
casts. Lamy et al. have introduced an innovative method that employs
case-based visual reasoning [37], which can operate autonomously as a
computational process or be rendered visually for users to understand
and engage in reasoning. Dragoni et al. developed an explainable Al
system that employs logical reasoning, designed to track and encourage
users to maintain healthy lifestyles [38].

3. Hidden KP-ABE: an approach to secure sharing of healthcare
data

Storing medical big data uniformly in medical cloud servers eases the
challenge of data sharing, yet it introduces a limitation on the flexibility
of users to retrieve their private data from these servers. Conventional
public key encryption schemes require data owners to encrypt data using
the public key of the intended recipient, resulting in significant compu-
tational and storage burdens.

Attribute encryption performs better than the traditional public key
encryption mechanism, in which the data owner can predefine specific
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encryption policies and embed them in the encrypted data before dis-
tributing them to the data visitors. Attribute-based encryption integrates
the access policy within the user’s private key, allowing decryption of
ciphertext solely when it aligns with the established policy. Attribute
encryption schemes for managing medical big data offer several bene-
fits:

The Data Owner’s key is generated using a random polynomial,
ensuring its uniqueness and providing effective resistance against
conspiracy attacks since the keys of different data accessors are not
compatible with one another;

Data owners retain the authority to establish and prioritize access
control policies, encompassing the definition of logical attribute re-
lationships;

Patients do not need to determine specific access policies according
to the different needs of each data visitor, and before encryption,
patients only need to embed attributes into the encrypted private
data, which can effectively realize secure private data sharing of
medical big data;

Data Accessors (DAs) can only decrypt the information if their at-
tributes correspond to the policy integrated within the private key.

Attribute-Based Encryption (ABE) encompasses two variants: Cipher-
text Policy-based Attribute-Based Encryption (CP-ABE) and Key Policy-
based Attribute-Based Encryption (KP-ABE), distinguished by their ap-
proach to policy embedding.

With CP-ABE, the data owner’s access control policy is integrated
into the ciphertext of the data. Decryption is achievable only if the data
recipient’s attributes conform to this policy.

The KP-ABE method embeds the access structure into the data ac-
cessor’s key, and the data owner associates the corresponding attribute
set with the ciphertext so that the corresponding data can be decrypted
only when the attribute set belongs to a subset of the access structure. If
a data accessor needs to access more than one data, it must have more
than one key to satisfy the corresponding access policy. The primary
process of KP-ABE is as follows:

1. Initialization: accept secret security parameters as input, and ran-
domly generate a public key PK and a master key M.SK.

2. Encryption: take a message m, a public key PK, and a collection of
attributes Y as input to produce a ciphertext E.

3. Generate decryption key: based on an access structure A, the master
key M SK, and the public key PK, create a decryption key D.

4. Decrypt: utilize a set of attributes Y, a ciphertext E, an access struc-
ture A, a decryption key D, and a public key PK. If the attributes
meet the access structure’s criteria, reveal the message m.

This study employs the Hidden KP-ABE approach to facilitate versa-
tile and detailed access control over private data. The architecture for
managing access to healthcare big data, depicted in Fig. 2, mainly in-
cludes: a cloud server, healthcare organization, data owner (patient),
data accessor (medical staff), and key distribution center.

« Cloud Servers: Cloud servers provide an encrypted form of the data
owner’s private data as well as a set of attributes provided by the
owner to respond to requests from data visitors;

Healthcare Organization: This includes healthcare units such as hos-
pitals and clinics that manage the data visitors under them and
provide services to the data owner. The key distribution center as-
signs public-private key pairs to these healthcare entities, enabling
them to define attribute sets that characterize the access permis-
sions of their data accessors and to generate corresponding private
keys for these accessors;

Data owner (patient): The patient, acting as the data owner, en-
crypts their Electronic Health Records (EHR) and uploads them to
the cloud server following a medical consultation. They then desig-
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Fig. 2. Hidden KP-ABE: healthcare big data secure sharing scheme.

nate an access attribute set for the encrypted data, ensuring that the
data can only be accessed by authorized individuals who adhere to
the access control policy;

Data Visitor (Medical Staff): The data visitor seeks permission to
access the data by applying for a key from the healthcare organiza-
tion and subsequently requesting the encrypted data from the cloud
server, subsequently decrypting it using their attribute-based key;
Key Distribution Center: It generates a master key for the healthcare
system and pairs the data owner and the healthcare provider with
individual keys.

The data security sharing mechanism presented in this paper encom-
passes the steps of Setup, KeyGen, Encrypt, Decrtpt,, and Decrypt. The
process is outlined as follows:

1. Setup(1*) —» (PK, M SK): Setup enters the security parameter 1*
and generates the public parameter PK and the master key M SK;

2. KeyGen(PK, M SK, Attri) = PriK ,,,;: KeyGen inputs the public
parameter PK, the master key M SK and the attribute set Attri,
and generates the private key PriK,,,; corresponding to the at-
tribute set Attri;

3. Encrypt(PK,M,(N,p)) - C = (CT,CT,,N,Hidden): Encrypt
consists of two parts: Enc is used to generate the real ciphertext
CT and decrypt the test ciphertext CT};, and Hidden is mainly
used to hide the access policy.

Enc(PK,M,(N,p)) - (CT,CT,): Enc part inputs the public pa-
rameter PK, the plaintext message M and the access policy (N, p)
to generate the true ciphertext CT and the decryption test cipher-
text CT;;

Hidden(N, p) — Hidden: Hidden section inputs the access policy
(N, p) and outputs Hidden which holds the hidden information.

4. Decrypt t(CT,, Hidden, Attri’, PriK ;) > Dor$: Decrtpt, includes

HiddenQuery and Test.
HiddenQuery(H idden,x) — Rl,: HiddenQuery section inputs an
element x belonging to the attribute collection Attri’ with Hidden
and outputs the row index RI, of the row about x hidden in Hidden;
Test(CT,, Attri’,N, PriK,,;) — Dor®: Test Section inputs the de-
cryption test ciphertext CT;, the secret component value generation
matrix N, the dataset attribute collection Attri’ for the data inspec-
tor and the corresponding private key PriK 4ttri’ for the attribute
collection. If the set Artri’ conforms to the access policy, it produces
the vector o utilized for decryption; otherwise, the output ¢ signals
that the attribute set fails to meet the access policy established by
the data owner;

5. Decrypt(CT, PriK i, 0 — m: Decrypt Section inputs the true ci-
phertext CT, the private key PriK(Attri’ ) on the attribute set
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Attri’, and the vector v generated during the Test process, and out-
puts the plaintext m.

4. Prediction of credibility measures and model local post explain

The Hidden-KP-ABE solution grants adaptive, precise access control
to sensitive data within the healthcare infrastructure. The medical staff
usually accesses the information of the medical records to be processed
and consults the previous or related medical records. The healthcare
organization assigns keys to medical staff based on their trust value.
When a medical staff’s previous behavior is normal, and this time there
will be an earnest malicious access request, then the system will give the
medical staff normal access and will lead to severe damage to private
data.

Medical institutions need to determine the trustworthiness of the be-
havior of the medical staff every time they assign privileges to them.
Trustworthiness is generally measured by the relevance of the data ac-
cess to the purpose of this access; if the bearing is high, the behavior is
considered trustworthy; otherwise, it is deemed untrustworthy, and the
access request will be denied.

Therefore, precisely determining the relevance of the access request
behavior is essential. In this work, an improved LSTM network-GRU net-
work is used for access request behavior determination. GRU models the
current work demand of the medical staff, and the similarity between
the current demand and the data owner is used as the credibility indi-
cator of this behavior. For determining the credibility of the behavior
of the medical staff in the department, the goal set of the department
is constructed for the work goals of multiple medical staff in the de-
partment at different times, and the similarity between the state of the
medical staff, the medical records and the goal set of the department
will be compared as the basis for the credibility of the behavior.

4.1. Data relevance feature aggregation

Definition 1. Undirected graph <medical staff, medical record >: con-
sists of medical staff node a; and medical record node b;. When a medical
staff visits a medical record once, the medical staff node and the medi-
cal record node are connected with an edge; at this time, the weight is
1, and every visit, the weight will be increased by 1. If a medical staff
visits two different medical records, it means there is a certain degree
of correlation between them.

Definition 2. Neighbor nodes: a node is considered an adjacent node if
it is linked to another node within the network. The collection of all such
adjacent nodes for a medical record b; is denoted by N (b;). If a; € N (b;),
it means that the medical staff g; is one of the neighbors of the medical
record b;.

Definition 3. k-hop neighbor nodes: for a medical record b;, all its
neighbor nodes become 1-hop neighbors. k-hop neighbors denote neigh-
bors connected by k edges, and the k-hop neighbor nodes of a medical
record b; are denoted as N (b;). All even-hop neighbor nodes of a medi-
cal record b; are case nodes, while all odd-hop neighbor nodes are doctor
nodes.

Definition 4. Initial embedding representation of the central node: to
reduce the sparsity of the medical record features after encoding, Prin-
cipal Component Analysis (PCA) was applied to the entire set of medical
record features, and the most dominant ¢ dimensions were taken as the

initial embedding xg, € 7 of the medical record b;.

Neighborhood feature representation of the central node: the stochas-
tic gradient descent idea is used to pass the signals of a certain amount of
neighboring nodes to the central node and get aggregated using random
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wandering. An affine transformation is incorporated into the weight ma-
trix and bias terms to enhance the neural network’s capacity for fitting
the data. When combining features across medical records, only the fea-
tures of 2-hop neighbors of the record nodes are taken into account. The
aggregation formula is as follows

2 =o(W. )X} +b.).b; € Ny(b) ¢))
Jj

where the aggregation of neighboring features is denoted as x;, € R, n
of the summation function denotes randomly sampling the 2- hop neigh-
bor nodes of b; n times. The weight matrix W € 9% and the bias vector
x), € R? encapsulate the aggregated affine transformation, while z de-
notes the activation function.

Definition 5. Fusion of central node features with neighbors’ aggre-
gated representations: when the central node has collected and aggre-
gated the aggregated representations of the neighboring nodes, it fuses
its representations with the neighbors’ aggregated representations and
still uses an affine transformation to introduce weight matrix and bias
matrix to improve the fitting ability, and the fusion formula is as follows

x;i = o(W,[x) ,zgi] +b,) 2)

where x}

1
grates insights from its neighboring nodes, and the notation [; ] signifies
the concatenation of vectors.

denotes the new representation of the central node that inte-

Definition 6. k-order fusion representation of the central node: after the
fusion representation of the central medical record node with the aggre-
gated fusion representation of the neighboring features as a new feature,
the fusion process is repeated, and the fusion representation obtained by
repeating it for k times is called as the k-order fusion representation of
the central node, which is iterated by the following equations

- :a(sz.z’,jf +b,),b; € Ny(by) 3)
J

zy = oW, lxy iz 1+ by) @

Where x’ljv denotes the central node representation after k-order fusion,

it can be deduced that x';‘ contains the features of itself, 2-hop, 4-hop

and other even-hop neighiaor nodes.

Definition 7. Residual representation of the central node: as the fusion
order increases, it is possible that the feature share of the central node
decreases drastically, and the most initial information is preserved by
the residual representation of the medical record b;

ro, =W, +b,) (5)

where r,, denotes the residual representation after affine transformation
and W € 94,

Definition 8. The final representation of the center nodes is fused ac-
cording to the pooling of weight summation

xe

= Axﬁx +(1 =M, 6)

x, € R? is the final representation of the medical record and A € [0, 1]
is the weight assignment constant.

4.2. Current target visit data for medical staff

We use the GRU network to make a representation of a medical staff
a; visit history Re’ = {re! > re2 rei h[{} to the current target visit data
of the medical staff, where all the Rej. €V, using GRU to calculate the
target visit data of the medical staff
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4.3. Model training

The GRU network model used in this work is shown in Fig. 3. To train
the model better, we take the consecutive T visit records as the input
for model training and predict whether the medical record b; appears
in the subsequent L visits as the label for training. The model is trained
using cross-entropy as the loss function

n
Loss= )" y,log$+(1 - y)log(l - ) an
where n represents the total number of randomly selected visit records
of length T'. The label y; = 1 when the medical record b; has been viewed
in L subsequent visit records, and y; = 0 in all other cases.

4.4. Post-model interpretation scheme

Machine learning techniques are extensively employed across var-
ious domains, yet the lack of interpretability in neural networks has
posed constraints on its development in certain sectors. Therefore, the
study of the interpretability of machine learning has become significant.
Currently, the mainstream local interpretability method is LIME, which
trains a local fitting model of a black-box model by generating some
pseudo samples and weighting them with the proximity of the sampled
instances to the real instances to make the locally fitted model converge
to the black-box model in the local range of predictive behaviors with
guaranteed local fidelity.
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The main processes of LIME to explain the prediction model are:
First, each dimension is sampled independently and spliced, and the to-
be-explained instances are compared with each dimension of the gener-
ated samples to generate the perturbed dataset. Predicting the generated
data by the model to be explained, generating labels for each piece of
data, and combining the labels with the perturbed dataset to obtain a set
of perturbed samples that can be used for local fitting, and Weight the
perturbed sample set according to the size of the distance between the
perturbed samples and the samples to be explained, and use the sam-
ples to be explained to train the locally explainable model, which can
be obtained by the prediction model on the data of the samples to be
explained.

LIME defines an explanation as a locally explainable model g. Within
the set G of such models, g € G is akin to clusters of simple models like
linear ones; not all models in G are necessarily straightforward, so LIME
employs Q(g) to gauge the complexity of model g. In a linear model,
Q(g) is the weight of all non-zero values.

In this work, we will implement the model’s local post-interpretation
scheme for three parts: the generation of perturbed datasets, the method
of calculating the sample weights, and the local non-linear fitting of the
model.

4.4.1. Perturbation dataset generation

This section focuses on generating a perturbed dataset by combin-
ing examples on the generated relevant feature dataset. The Bayesian
network is constructed using the scoring criterion and search strategy,
where the scoring criterion function is to judge the degree of match-
ing between the current network structure G and the dataset D. The
score on G can be denoted as S(G, D), and the score on the observa-
tion dataset D, S(G, D) is fixed and satisfies S(G, D) = S(G|D)S(D),
and the process of learning the network structure G is mainly to find a
formula to satisfy
G* = arg max S(G|D) (12)

Geagn

The space of network structures is vast, so searching for the best net-
work structure has been considered an NP-hard problem, and heuristic
algorithms are generally used for such problems.

In this part, we mainly use the K2 algorithm to construct Bayesian
networks, whose scoring function adopts the CH scoring function, and
the search strategy is the hill-climbing search strategy. The pseudo-code
for the K2 algorithm’s Bayesian network construction is provided in Al-
gorithm 1.

Algorithm 1 Constructing Bayesian networks using the K2 algorithm.

Input: A set S of nodes; a sequence L of nodes, each with at most u parents.
A data set DataSet.
Output: For Each Node, Output its Parent.

1: for i in range(n):

2 =0

3: P_old =g(i,n;)

4. flag=True

5:  While flag and z;.length <u:

6: Z takes the node in L before x;, which maximizes the value of g(i, z; U

{z})
f P_new = g(i,m; U {z})

8: if P_new > P_old:
9: P_old = P_new
10: m=m U{z}
11: else:
12: flag = False
13:  Return(x;, 7;)
14: end if
15: end while
16: end for

Where n represents the total number of nodes, P,/d is the current score,
P,ew is the new score, g(i, ;) is the scoring function, z; is the set of
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parent nodes, and z is the node preceding x; in the sequence L that
yields the highest value of the scoring function.

The hill-climbing algorithm is a greedy search technique that selects
the best solution within the vicinity of the current one, deciding whether
to select and update it based on its score. However, it tends to fall into
local optimal solutions, which is its obvious drawback. In the state space
graph of the hill-climbing algorithm, the search terminates upon reach-
ing a local peak, whereas the global peak represents the optimal solution
to the entire objective function. Moreover, the search also stops if the
next state point is not better than the current state point. To solve the
local optimum dilemma, a backtracking method is used to create a list
of states, and if it falls into a local optimum point, it backtracks to the
previous position and searches for a new path again.

The CH scoring algorithm can be used to judge how well the structure
fits the observed data when the order of the nodes is given. With an
ordered sequence of variables, each variable is assumed to have at most
u parent nodes, and node j is not allowed to have an edge to node i if
node i is before node j. The hill-climbing search strategy allows selecting
the node’s parent node such that the scoring function value is the most
prominent, placing it in the set of node j’s parents, and looping the
above operation until the function value no longer increases.

After getting the feature-related data, compare the randomly selected
m samples in the generated dataset with the to-be-interpreted instances
for feature comparison, and assign each dimension of the generated
samples to be set to 0 or 1, so after the generated samples have been
compared, the to-be-interpreted instances will be set to 0, and the per-
turbed dataset has been generated.

The role of perturbed data is primarily to assess the influence of fea-
ture values on the model’s output by altering the data samples. If an
eigenvalue in the perturbed samples changes, which leads to a change
in the results, then it can be concluded that the eigenvalue affects the
results. For example, if in the post-perturbation sample, when the kth
column eigenvalue is 0, the predicted outcome is very likely to be malig-
nant, and when the kth column eigenvalue is consistent with the sample
to be interpreted, the predicted result is more likely to be benign, then
it can be assumed that the kth column eigenvalue is benign, and vice
versa if a change occurs that leads to the prediction of a malignant re-
sult, it can be assumed that this eigenvalue is malignant. In this way,
it is possible to determine the contribution and impact of the eigenval-
ues on the predicted outcome and to classify the features as benign or
malignant.

4.4.2. Calculation of sample weights

Suitable weights can significantly improve the stability of locally
explainable methods and differentiate between distant and close rela-
tionships between data. In this work, we have used a noise-reducing
autoencoder to add noise to the input data. The corrupted data is used as
input, and the output of the decoder is the original uncorrupted data. Al-
though we have sampled the feature correlations using Bayesian meth-
ods, the actual data may differ from the generated data. This problem
can be solved by utilizing the vital robustness feature of the noise reduc-
tion autoencoder. Noise-reducing autoencoder can reconstruct the input
data better to reflect the distance and differences between the data.
By adjusting the weights and using the noise-reducing self-encoder, the
method’s stability can be enhanced, and the deviation between the ac-
tual and generated data can be reduced.

In this method, to ensure that local interpretability is achieved so
that the interpretation can have local fidelity, the weights of the sur-
rounding samples are computed using the instance to be interpreted as
the centroid, the distance between the generated data and the data to

be interpreted is calculated using the distance computation function in
2

—d
LIME and the weights assigned to that sample weight = e o are derived
using an exponential kernel, which can be obtained for each sample in
the perturbed sample and used for local nonlinear fitting.
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Fig. 4. Comparison of time overhead in key generation phase.

4.4.3. Local non-linear fitting of the model

In this part, we have used a decision tree algorithm for prediction.
The decision tree begins at the root and progresses through child nodes
based on the features, eventually reaching the leaf nodes where the pre-
diction is made. Predictive results can be generated as a combination
of judgment conditions. In the interpretability approach, we want to
preserve the linear model output interpretation form, i.e., consisting of
various features and their importance while better fitting the model. To
achieve this, in the current scenario based on perturbed samples, we
compute the weights of the features using the mean square error calcu-
lated for each node in the decision tree based on the data, the number
of samples contained in the node, and the average of the results of all
the samples in the node. Then, we generate a dataset using correlation
sampling to create the perturbation samples and use an autoencoder to
obtain the weights of the perturbation samples. Finally, the samples and
weights are used as training data for the locally fitted model, and the
role of each feature value in the sample instances is calculated to com-
plete the interpretation of the predictive model.

5. Performance evaluation and discussions

The configuration of the platform for the experimentation performed
includes one AMD Ryzen 9 5900X 12-core 3.7 GHz CPU, Nvidia V100
16G accelerator card, 2048G memory, SAMSUNG 870 SATA 3.0 4TB
SSD, 2TB SAS-interfaced 7200 RPM storage, and Ubuntu 20.04 operat-
ing system installed.

The setup of a specific subgroup of experiments includes access con-
trol security results and analysis of healthcare big data, prediction and
analysis of physician trust metrics, and model local interpretability and
analysis.

5.1. Performance comparison of secure data sharing schemes

As shown in Fig. 4, during the pivotal generation phase as data size
increases, Refs. [11] and [12] secure the data by altering key lengths,
which, however, results in increased key generation time. Moreover,
Ref. [13] leads to a significant increase in the time of its key generation
by using more complex encryption methods. The algorithms proposed
in this work can protect the data well without the need to use more
complex encryption methods and longer key lengths, they can protect
the security of the data very well and ensure that the scheme has less
time overhead simultaneously.

Depicted in Fig. 5, the time overhead of other algorithms grows sig-
nificantly as the data size increases in the encryption phase, while the
proposed algorithm has lower time overhead and better stability com-
pared to other algorithms, ensuring that the proposed algorithm in this
work has a more stable and better performance under normal condi-
tions.
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As the complexity of medical staff attributes increases, the amount
of data necessary for decryption grows, depicted in Fig. 6. Ref. [13]
consumes a large amount of time to store the relevant key information
during decryption due to the use of a more complex encryption method.
As a comparison, the algorithm proposed consumes better than all the
other three methods and is more stable.

As shown in Fig. 7, every method requires additional storage as the
complexity of medical staff attributes rises. The storage overhead of the
scheme presented here is significantly less than that of Ref. [11] and
Ref. [12], and it is even half that of the scheme proposed in Ref. [13].
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Table 1
Performance metrics of the model for different malicious behaviors and cross-section access ratios.
Dataset & Accuracy Rate Recall Rate F1
Ours Literature [38] Literature [39] Ours Literature [31] Literature [32] Ours Literature [31] Literature [32]
A 500 0.983  0.92 0.914 0.218  0.187 0.215 0.429  0.413 0.409
1000 0.954  0.853 0.898 0.443  0.411 0.400 0.657  0.622 0.648
2000 0.936  0.871 0.884 0.579  0.552 0.547 0.81 0.797 0.785
B 300 0.925  0.893 0.874 0.274  0.246 0.238 0.36 0.342 0.33
600 0.834  0.812 0.833 0.419  0.385 0.347 0.512  0.498 0.483
1200  0.81 0.787 0.768 0.612  0.548 0.516 0.687  0.67 0.665
c 200 0.85 0.835 0.822 0.249  0.231 0.226 0.415  0.404 0.392
400 0.817  0.804 0.797 0.394  0.386 0.375 0.582  0.566 0.545
800 0.768  0.74 0.751 0.588  0.544 0.541 0.72 0.704 0.696
L . 1.2
5.2. Prediction of trust metrics
In this work, we classify the maliciously accessed doctors through 1.0 ‘
the classifier, the k doctors with the lowest trust value for malicious
access behavior, and compare them with the labels at the time of data 08
generation. The counts of malicious accesses for the three data A, B, and
C are 2000, 1200, and 800 records of malicious accesses from different &
doctors, and all of them are used in this paper with 0.5 times the total 06
number to be the design of the different k-values.
As shown in Table 1, the proposed schemes are better than Refs. [31] 0.4
and [32]. In the model proposed in this work, due to the use of neigh-
bors’ information, when there are fewer malicious doctors, their behav-
ior is assimilated by other doctors. However, the model still demon- 0.2
strates superior results relative to the other models. Relative to the A 0

dataset, doctors in the C dataset have fewer malicious behaviors and
more stable behaviors. The use of information entropy as a basis for
judgment may be biased, and the model in this paper does not show a
significant drop in effectiveness on the C dataset.

The main reference in Table 1 is the F1 value. For an increase in ma-
licious access behavior or an increase in the ratio of cross-section access
in the original section, there may be some decrease in the performance
of the model. This may be because as the ratio of malicious behaviors
increases, the model incorporates more normal information through the
neural network message-passing method, thus reducing the recognition
rate of malicious behaviors. Additionally, an increase in the rate of in-
terdepartmental visits equates to an increase in the background noise,
which can also lead to a decrease in model performance. These factors
collectively contribute to a potential reduction in the model’s precision.

5.3. Explainability

The assessment of model interpretation methods’ stability commonly
employs local fidelity as a key metric, which measures the closeness of
the locally trained model to the black-box model at the vicinity of the
sample points under interpretation and is denoted by R?

TG0y
T e~ 2

Y-y
where y indicates the actual value, y represents the forecasted value,
and y represents the average of the actual values.

In this work, we address the sampling methods: Random Sampling
(RS) and Correlation Sampling (CS), Calculating Weights for Orig-
inal Data Dimensions (CWODD) and Downscaling Data Dimensions
(CWDDD), and different permutations between fitting styles: Decision
Tree Fitting (DTF) and Linear Fitting (LF) are evaluated, including

R*=1 13)

* T: RS + CWODD + DTF

» ST: CS + CWODD + DTF
+ AT: RS + CWDDD + DTF
* SAT: CS + CWDDD + DTF
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Fig. 8. Comparison of local fidelity of different interpretation methods under
different instances.

* L: RS + CWODD + LF

* SL: CS + CWODD + LF
AL: RS + CWDDD + LF
» SAL: CS + CWDDD + LF

As shown in Fig. 8, 26 instances are used, and the R2 values of the
different interpretation methods mentioned above are compared. SL and
SAL have the highest local fidelity when the number of instances is 4.
However, when the number of instances is 12, the local fidelity of T, ST,
AT, and SAT is higher, i.e., the effect of using the Decision Tree Fitting
method is better. For instances of 3 vs. 12, AL and SAL are less effec-
tive, indicating that it is more difficult to obtain high-weighted sampling
points around the instance, yet more difficult to fit this black box model
locally.

From analyses on the performance of security, doctor trusts metric
prediction and model local interpretability for medical data sharing. The
explainable healthcare big data security protection scheme proposed in
this paper for overall access can be securely controlled, timely prediction
of doctor behavior, and can clearly explain the doctor behavior metric
prediction method proposed in this work, protecting the overall security
of the healthcare system more dynamically and securely.

6. Conclusions and future work

To address the challenges in safeguarding security and privacy
within the framework of medical big data, an explainable dynamic
security protection scheme for medical big data is proposed, namely
EHKP-Res, consisting of a secure access control method based on Hid-
den KP-ABE, a behavior prediction method for medical personnel, and
a model local interpretation method based on ResNet. Among them, the
Hidden KP-ABE method reduces the time overhead by 14.95% compared
to other data sharing schemes and achieves 98.34% accuracy when
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predicting the trust measure of doctors, which effectively prevents the
malicious behaviors of doctors. The EHKP-Res scheme can effectively
improve the security of data access, predict the malicious behaviors of
doctors promptly, and provide explainable descriptions for the proposed
prediction methods.

In future directions, our plans of investigation are twofold: (1) to in-
ject the attention mechanism to improve the accuracy of prediction by
using network architectures such as transformer, and (2) to research the
generation of perturbed datasets in conjunction with the comparative
learning domain knowledge to expand the scope of the model explana-
tion.
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