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Design of Information Security Situation Awareness
System Based on Gated Recurrent Unit

ZHU Zhimeng"
(Zhongguancun Hardware Space Group Co. ,Ltd. ,Beijing 100000,China)

Abstract; With the rapid development of Internet technology, the network has deeply affected the social life and produc-
tion mode, but also brought severe information security challenges. In response to the increasingly complex information se-
curity issues caused by network attacks, this study analyzed the information security situation awareness system based on ga-
ted loop units, and designed an information security situation awareness model based on adaptive enhancement algorithms
and double-layer gated loop units. The results show that the attack recognition accuracy of the information security situation-
al awareness model based on double-layer gated loop units has been improved to 94. 01%. It also performs well in the indica-
tors of false alarm rate, false alarm rate, and false alarm rate, with values of 8.35% ., 5.75%, and 3. 14% , respectively. In
addition, the proposed model has high recognition accuracy for different types of network attacks and has good information
security situational awareness performance. The information security situational awareness model based on gated loop units
designed in the research can effectively cope with complex and ever-changing network attacks. and has certain application
effects in protecting network information security.
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