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Output Containment Control of Complex-Valued Multi-
agent Systems Under Time-Delay Attacks
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Abstract: To address the issue of network attacks disrupting the safe and stable operation of
systems, the secure output containment consensus control of complex-valued nonlinear multi-
agent systems under time-delay attacks was investigated from the defender’s perspective. Firstly,
since the states of the followers are difficult to obtain directly, a distributed state observer was
designed to achieve precise estimation. Secondly, data packet transmission was maliciously
delayed by time-delay attacks, whose cumulative effect damaged the cooperative stability of the
system and even caused instability. The time-varying property of the convex hull composed of
multiple leaders and the strong coupling between time delay and nonlinearity further raised the
difficulty of stability analysis. Distinguished from traditional observer-based synchronization
control, a distributed switching control protocol was designed, and the attacked error system was
modeled as a switching system. With the adoption of complex-domain Lyapunov function method
and inequality techniques, sufficient conditions for the asymptotic convergence of the error
system were derived to ensure the realization of output containment consensus against time-delay
attacks, and numerical examples were finally provided to verify the effectiveness of the proposed
method.
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