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A rapid source tracing method for power terminal attack behaviors
based on knowledge graphs
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Abstract: In order to accurately locate the source of power grid attacks, the rapid tracing technology of massive terminals access to power
network attacks based on knowledge graph is studied. Based on the ontology model of power grid attack event traceability, a knowledge
graph of power grid cyber attacks is built and the framework of power grid attack traceability is constructed by using the knowledge graph.
Based on the two types of data obtained from the power grid security threat intelligence and power grid attack event clues after the massive
terminals are connected to the power grid, the automatic feature extraction algorithm of power grid attack events based on graph embedding
is used to extract the correlation feature vector of power grid attack events, which is used as the input of support vector machine. By mining
the classification relationship between power grid attack events and attackers, the grid attackers are classified, and then the network attack
behavior can be traced quickly. The experimental results show that this technology can quickly locate the attack behavior generated by the
terminal accessing to the power grid, find out the source of the threat of the attacked data and send out the attack alarm, and realize the rapid
tracing of the power grid attack behavior through the mining and analysis of the power grid attacker.

Keywords: knowledge graph; power network attack; support vector machine; graph embedding; feature extraction; traceability of network
attacks
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Fig. 1 Attack domain ontology
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Fig.2 Attack atomic ontology
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Fig. 4  Attack attribution framework based on knowledge graph
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