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Abstract: Traditional methods for malicious domain detection based on blacklists and static fea-
tures in the domain name system struggle to effectively address complex attack techniques. To
address this issue, a malicious domain detection method integrating a heterogeneous graph net-
work with large language model reasoning is proposed. Firstly, a heterogeneous information net-
work including domain names, internet protocol, canonical names, and registrants is construc-
ted. On this basis, a meta-path-based multi-head graph attention network is constructed to dy-
namically quantify the weights of neighboring nodes across different semantic spaces, and to mine
the structured associations among nodes through multi-layer aggregation. Finally, a large lan-
guage model is introduced as the inference engine to measure the matching degree between struc-
tural and semantic features, output a decision confidence score, perform reasoning and classifica-
tion of potentially malicious domain names, with a final evidence-based judgment report genera-
ted. The proposed method was evaluated against mainstream graph-based and text-based meth-
ods. Experimental results indicate that the proposed method achieves an accuracy of 92. 58% in

malicious domain detection and an accuracy of 79. 22% in cold-start detection, which demonstrate
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the effectiveness of the proposed method.

Keywords: domain name detection; heterogeneous information network; graph attention net-

work; large language model; collaborative reasoning
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