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Abstract

Metering device fraud has evolved from isolated individual violations into a sophisticated, industrialized battle of attacks and
defenses, posing dual threats to public consumption and tax integrity. Using electronic weighing scales and fuel dispensers as case
studies, this paper establishes a three-layer attack surface analysis framework comprising the Physical Access Layer, Firmware
Logic Layer, and Data Link Layer, elucidating the dynamic interplay between escalating fraud techniques and evolving defense
mechanisms. The study identifies three core regulatory approaches: hardware-based lock-unlocking mechanisms with uniqueness
verification, national cryptographic algorithms with self-lock activation, and blockchain-based evidence storage integrated with
smart platforms, complemented by legal frameworks, standardized protocols, and cross-departmental collaboration. Transplanting
these insights to flue gas CEMS fraud prevention reveals significant similarities in product certification, mandatory calibration
requirements, and lead seal management practices, offering actionable references for standard integration, interagency coordination,
and digital governance enhancement. This work provides a transferable analytical paradigm for cross-sector metrological regulation.
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