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A Review of Vulnerability Detection Techniques Based on Large Language Models
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(Information Engineering University, Zhengzhou 450001, China)

Abstract: Software vulnerabilities remain a leading cause of cybersecurity incidents, and large language
models (LLMs) have shown considerable promise in vulnerability detection. In order to facilitate the per-
formance of LL.Ms in vulnerability detection, the research techniques in this field from 2022 to 2025 are
systematically reviewed. Firstly, the key technologies such as prompt engineering, instruction fine-tun-
ing, and retrieval-augmented generation are analyzed. Secondly, the granularity, scale, and supported
detection languages of vulnerability datasets are sorted out. Finally, the factors that influence the perfor-
mance of vulnerability detection are deeply discussed from 5 aspects, which include model scale, adap-
tation technology, dataset characteristics, model ensemble strategies, and model hallucination. The chal-
lenges faced by current vulnerability detection technologies and future research directions are discussed.
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