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Re—-adjustment of the Cybersecurity Governance

System under the New Network Security Situation
WANG Luyao

China University of Political Science and Law, Beijing 100091, China

Abstract: Cybersecurity posture exhibits complex and dynamic development characteristics driven by
the rapidly iterative progress of digital technologies. Although the Cybersecurity Law was partially amended
in 2025, this does not mark the "endpoint" of the optimization of the cybersecurity governance system. As
both a governance object and a governance tool, artificial intelligence has reshaped the cybersecurity posture,
giving rise to mismatches between the existing cybersecurity system and the current cybersecurity posture in
terms of governance logic, governance tools and mechanisms. Since these changes have not fundamentally
transformed the nature of cybersecurity posture, the response should prioritize "system refinement" over
"dedicated legislation". Against the current backdrop where the infeasibility of achieving absolute security
has become a broad consensus, the concept of cybersecurity governance needs to be adjusted: cybersecurity
risks induced by artificial intelligence should be distinguished from derivative risks arising from technology
abuse, and under the guidance of agile and collaborative governance theories, the cybersecurity governance
system should be endowed with flexibility and scalability. Specifically, the cybersecurity governance system
needs to undergo adjustments at three levels: governance subjects, governance objectives, and governance
tools, shifting from the traditional paradigm, where each governance subject independently fulfills statutory
obligations, to a model where different governance subjects collaborate for governance in specific scenarios.

Key words: cybersecurity law; cybersecurity governance; technical standards; cybersecurity insurance;

market regulation





