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Exploring Research Advancements and Trends in Cybersecurity

Knowledge Graphs via Cross-Platform Toolchains

Liu Qiheng',Li Xuelian'*,Sun Mengna'

(1.School of Foreign Languages, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)

(2.Institute of Information Industry Development Strategy , Nanjing University of Posts and Telecommunication , Nanjing 210023, China)

Abstract: In the digital era,cybersecurity has become a global challenge. With the increasing complexity and variability of
cyberattack methods, research in the cybersecurity field faces heightened demands. This study employs bibliometric
methods, integrate the CiteSpace and SciExplorer-LDGAS toolchains, to conduct a systematic analysis of 343 Chinese and
English literature articles from 2011 to 2024 (including 84 Chinese core articles from CNKI and 259 English core articles
from Web of Science). The goal is to explore research trends, collaborative networks,and the evolution of hotspots in the
domain of cybersecurity knowledge graphs. The findings reveal that; (1) The volume of publications in this field has grown
significantly since 2017, peaking in 2023-2024, reflecting advancements in computer technology and increased academic
attention ; (2) Author and institutional collaborations exhibit regional clustering,with China and the United States leading in
research contributions(27% and 25% ,respectively ) , while European and American countries show stronger intra-regional
collaboration ,though transnational networks remain sparse; (3) Keyword analysis highlights divergent research focuses:

domestic studies prioritize technological breakthroughs, whereas international studies emphasize application optimization.
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Both Chinese and English literature demonstrate significant convergence on core directions such as cyber threat
intelligence , ontology construction,and artificial intelligence ( AT) ; (4) Research hotspots have evolved from early themes
like "situation awareness" and " visual analytics" to " knowledge graph construction" and "attack pattern prediction" ,
underscoring the demand for Al-driven upgrades in defense systems. Based on these findings, this study proposes enhancing
transnational and cross-institutional collaboration, establishing unified knowledge-sharing platforms, and promoting deeper
integration of knowledge graph technologies with multi-source threat intelligence , thereby providing theoretical and technical
support for building a Community of Shared Future in Cyberspace.

Key words: knowledge graph, CiteSpace and SciExplorer-LDGAS, bibliometric analysis, cybersecurity, Community of

Shared Future in Cyberspace, artificial intelligence technology
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Fig.4 Comparison of international and domestic author collaboration networks
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AR B8, Mitra 55 EE T — AN T 3RS 4000 B DS B0 R G0, 0 I 5 4 3R 1 100 45 JaR 195 412
(CTL) —[F) 2 8. X5 BT A 28 22 A MR 3 ( CKG) BB BEAT 1 185, DL AT Hi 01 U155, TR ] U5 ]
5 CKG HHERG . A7 CTIAE B XM IR A RN P 1 RE % D9 MOt B9 N T8 e RGEA AR S A I S A2 Il
WK E WoS V-5 12238 i G VE M 4 A BN %, CNKIL V- & B AR 1 R B AR iz & VE G
F. R ARG I B TEHE S T W 2542 A HIR TS A TR R B, N S 5 AR E R E R,
NESLE 2%

3.4 HMEIEEE

BUAE G AR I3 1 e R R AN R LA Z TR A S A5G R AR AR BB TS 385 v, BILAG & A P 3 48 7s
BYEMZE A VESREE AR B SRR BRI A OCHEBLAG IR 325 B VRS2 MR, HLAE & HIR
P2 15 L AT LA R 0 25 20 A TR A E AL, i B ST DR TR i 7 5 B FIPPAG 5 A A
3 PRI A VERITE B, LSRN FE I A ERL 2

R 3 T/ 2SO SCR AT WL 78 CNKI e 28 P 3 P R SO T il = 1o R B M 4822 4 (6 0 (TR
BB (6 F) VIR AR AR (4 ) . 7E WoS Bdia 14 i, e SO J i — A9 ALAG 23 5l TEEE. Access (16 i) |
Computers & Security (14 5% ) . Electronics (9 Ja ). P 2% %2 4= 1 N T8 BE 4038 19 & W & SC e 28 Y, il
“Collaboration and Internet Computing” 5 “Intelligence and Security Informatics” 25231 )24 51 Hij 5.

*3 HA/SUTIXE

Table 3 Publication counts by journals and conferences
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Fig.5 Comparison of institutional collaboration networks
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Table 4 Publication counts by country

P Kokt P Kokt
United States of America( USA) 70 United Kingdom( UK) 12
People’s Republic of China( PRC) 65 Spain 11
Germany 19 France 9
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Italy 12 Netherlands 8
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Fig. 6 Collaboration network of countries and regions
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Fig.7 Comparison of keyword co-occurrence analysis
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Fig. 8 Comparison of keyword clustering analysis
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Table 5 Keyword clustering analysis of cybersecurity knowledge graphs
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Table 6 Keyword salience analysis of cybersecurity knowledge graphs

KA R H AR TR SRR I B
AR A 1.35 2014 2014 2015 2014—2015
HRALA 1.24 2015 2015 2016 2015—2016
Do) 245 2 4 0.37 2017 2017 2018 2017—2018
AR 0.99 2018 2020 2021 2020—2021
IR0 1.19 2018 2018 2020 2018—2020
N E 1.01 2018 2018 2019 2018—2019
G4 1.58 2018 2021 2022 2021—2022
AL 0.96 2020 2020 2021 2020—2021
At SR 0.68 2020 2020 2022 2020—2022
AR 1.12 2020 2020 2022 2020—2022
ANTH e 0.95 2020 2020 2021 2020—2021
%) 2% ity 0.73 2020 2020 2021 2020—2021
AR A 0.6 2020 2020 2022 2020—2022
WFFE A 0.72 2019 2019 2021 2019—2021
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Table 6 continued
KA SR BB PiR KR LERAE B

8 LR H 0.79 2018 2021 2024 2021—2024
SCHk 1.23 2021 2021 2022 2021—2022
EN NS 0.94 2021 2021 2022 2021—2022
HHRF R 0.81 2021 2021 2022 2021—2022
R 0.7 2022 2022 2024 2022—2024
A 0.63 2022 2022 2024 2022—2024
bR Fati 0.63 2022 2022 2024 2022—2024
NN 0.5 2019 2022 2024 2022—2024
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