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3Mapping: Unsupervised CAN Bus Mapping via Multi-Modal Information Fusion

YAO Weiping, LI Qinghbao, CHEN Zhifeng, JIAO Weihua
(Information Engineering University, Zhengzhou 450001, China)

Abstract: The challenge of controller area network (CAN) bus topology mapping in black-box environ-
ments is addressed in this paper through the proposal of 3Mapping, an unsupervised mapping model
based on multi-modal information fusion. The proposed JointVEM multi-modal feature engineering
method is used to collect voltage and electromagnetic signals synchronously and to extract a multi-di-
mensional feature set comprising voltage derivative peaks, electromagnetic peaks, and their temporal
intervals from both rising and falling edges. Engine control unit (ECU) hardware characteristics and po-
sitional information are effectively integrated, significantly enhancing feature discriminability and ro-
bustness. An anomaly data cleaning mechanism based on isolation forest (IF) is introduced to effi-
ciently remove noisy samples. Feature learning in a latent space is implemented using a variational au-
toencoder (VAE), and unsupervised clustering is performed via a Gaussian mixture model (GMM). Ex-
perimental results demonstrate that the JointVEM multi-modal feature method effectively captures
node hardware characteristics, achieving silhouette scores above 0.95 and Davies-Bouldin (DB) indices
below 0.2. CAN node clustering and bus topology mapping are accurately completed, providing reli-
able and authentic labels for subsequent security detection.
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