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Abstract: Aiming at the high cost and difficulty of obtaining labeled data for power grid companies, and the
difficulty of training an effective electricity theft detection model with unlabeled data, this paper proposes a method
based on CT-GAN (Co-training Generative Adversarial Networks) semi—supervised electricity theft detection
method. Firstly, the principles and structures of generative adversarial networks and semi—supervised generative
adversarial networks are explored. Secondly, it is proposed to replace the JS (Jensen—Shannon) divergence and KL

(Kullback—-Leibler) divergence distance with the Wasserstein distance to solve the problem of unstable model
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training and low quality of generated data caused by the gradient disappearance and mode collapse of the generative

confrontation network problem, and built a multi-discriminator Co—training model to avoid the problem of high

distribution error of a single discriminator. At the same time, it enhanced the ability of GAN to generate label sample

data. By expanding the label sample data set, the model detection accuracy and generalization ability were improved.

Finally, the accuracy and effectiveness of the method are verified using the Irish power grid dataset.

Key words: electricity theft detection; generative adversarial network ; semi—supervised learning; Wasserstein

distance ; discriminator
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Tab.2 U-net structure parameter setting

BRIEPFE RS LR B K stride LeakyReLU 24 IR LRN
Block1 1x48x48 3x3 2 0.2 — 16x24x24
Block2 16x24x24 3x3 2 0.2 0.9 32x12x12
Block3 32x12x12 3x3 2 0.2 0.9 64X6X6
Block4 64%6X6 3x3 2 — — 64x3%3
Block5 64x3x%3 3x3 2 — 0.9 64X6X6
Block6 64X6X6 3x3 2 — 0.9 32x12x12
Block7 32x12x12 3x3 2 — 0.9 16x24x24
Block8 16Xx24%24 3x3 2 — — 1X48%48
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Fig.7 Schematic diagram of discriminator network structure
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Tab.3 Discriminator network structure parameter setting

BRI 3x3
B stride 2
Padding(37¢) 1

AR M Z T 128
2R 0.1

Bt T 5L, S B S iR 19 22 IR =2 ISET A FH B 4
53 HLAT ORI T AR e o AT 55, B P
1o G | IR T L AT HERR PR DEAl LA 35 Tk A DU
D7 A S0 38 R R AN 2R 4 B s TR VA B AR
AR
R P8 2 4 1 1R VAR JE [ 1T 45 0 4 >R (Accuracy,
ACC) = (TP+TN)/(TP+TN+FP+FN) F1 £ % TPR=
TP/(TP+FN) }2 FPR=FP/(TN+FP). % ¥ * FPR #i i
IEH PR F S 5 P S BT I PR L
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1] 5 TPR 1 AR 4G I HH 2090 57 AT P o7 B H P Y
FC . F 1A TPR #1 FPR B9 I ACF- ), 78 hy Fl=
2TP/(2TP+FN+FP). 3Z 1 #AFE #¢ 1 (Receiver Oper-
ating Characteristic, ROC) 1k 73 51| LA FPR #1 TPR 4
R RN, 575 A 245 TPR AT FPR 3K 3 2 1) A
Xt H & .AUC (Area Under ROC Curve) & ROC [ £6 T
(T AR, H DA e PR R I 25 P e, AUC 2|
7 e, I A K AR R B F P AR TR [
AT B/ N A AR IR T P R BT
=4 RIBERE

Tab.4 Confusion matrix

il LoRlIpSEG LN D Aer Ay 1E T
SEPRGT P TP (True Positive) FN (False Negative )
SEBRIEH P FP (False Positive) TN (True Negative)
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Fig.8 CT-GAN electricity theft detection model

generator loss change curve
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Tab.5 ACC of each semi—supervised learning method for

data samples with different label ratios %

eil/% ST CT  GBM GM S3VM SGAN CT-GAN
025 2537 2446 2431 2555 24.89 3896  56.87
2.5 39.86 37.17 36.15 4147 3812 61.02  70.25
6.25 4935 4727 4511 5266 4833 68.18  81.42
125 5896 5637 5442 60.17 57.58 7232  87.15
25 6543 62.08 6476 71.62 6343 7847  89.13
50 7812 7611 7775 82.86 77.07 8447  91.29
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Tab.6 Model performance at different proportions of

training samples %
el bR
AUC ACC FPR TPR F,

10 92.68 90.64 3.79 89.04 86.69

20 93.02 90.83 3.86 89.96 88.78

40 93.24 91.03 2.65 90.42 89.55

60 93.33 91.29 2.97 90.96 89.64

80 93.45 92.21 3.15 91.22 90.31
100 93.47 92.23 2.36 90.36 90.66

kg 53 AT AN ST A R o A TR R Y R ), AR S
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20% F1125%. LR 45 R a0 7 fir7n , ACC R AUC i 1]
MACEE R E 11 (b)) iR, vl F W 2455 A L]
TE 5% VAL S REARAS Al R 1S, {0 AUC (B
FEARAAS 3 24 Ho i) A 25% [ % 5% B}, FPR .\ TPR & F1
BIFREL 2%, T ACC A L TF (A4 FR bR b /)N
Zi Lk Bl B L LU BTG, B ) AR AT B AR Ak
BN R G AR LA S v e
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Tab.7 Model performance on imbalanced data with

different ratio samples %0
PN TR
ER 1]
AUC ACC FPR TPR F,

5 93.33 91.29 2.97 90.96 89.64
10 93.68 91.08 3.29 91.63 90.39

15 94.23 91.05 4.36 91.98 91.03
20 94.32 91.01 4.78 92.54 91.69
25 94.38 90.92 4.69 92.89 92.42
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