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Automatic Defense Implementation of ARM MTE Against Data Attacks
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Abstract: To address the challenges of high performance overhead and the difficulty of defending
against certain advanced attacks in software-based protection mechanisms, a method for enhancing
memory security is proposed using ARM memory tagging extension (MTE). The low level virtual ma-
chine (LLVM) compiler is leveraged for stack-call analysis, and the MTE mechanism is employed for
tag management. Experimental evaluation using benchmark programs and 50 vulnerable applications
demonstrates significant defensive capabilities of the method against data-oriented attacks, with an av-
erage runtime overhead of 52.8% and a file size overhead of 17.7%. This research has made advances in
the defense against data-oriented attacks, achieving a favorable balance between security and performance
efficiency.
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1. struct passwd { uid_t pw_uid; ...} *pw; ...

2. int uid = getuid();

3. pw->pw_uid = uid;

YEE /v RO (1998—) , I i1, FEWF5 7 0] Wi AU Z 4. E-mail: siyuanliang98@163.com
BASEE XBREE(1977—) ) BIEEZ , W, EEHF7 1 A AN Z 4, E-mail :fxliutm@163.com



551 eI A T ) B T 1Y ARM MTE H 3l 95 750 52 20 121
4. lformat string crror A8 R 3 3 O S0 AT 45 [ 5 B 25 0 AL

5. void passive (void) {

6.

7. setuid(0);

8. setuid (pw->pw_uid);
9.

10. }
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7 bl pretl int main(...){ 17 o
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mentation
[*Initiate MTE*/
1. for Each I in entryBlock do
2. Iflis Allocalnst then
3. lastAlloca = &I;
4. If lastAlloca is not null then
/*Insert a new basic block*/
5. BasicBlock (MTE_init_BB);
/*Set the new insertion point*/
6. SetlnsertPoint (MTE_init. BB) — getFirstNon-
PHI());
/*Insert the inline assembly code*/
7. getFirstNonPHI «— initTagAsm;
/*Memory Allocation Extraction®/
8. For Each BB in F do
9. For Each I in BB do

10. If Tis Allocalnst then
/*Get the allocated memory size*/
11. allocaSize( );
/*Resize and align the memory*/
12. newSize = (allocaSize + 15)& 15;
/*Tag Generation and Insertion*/
13. SetInsertPoint( Alloca —
getNextNode(());
14. insertTagAsm();
15. getNextNode <— buildtagAsm;

/*Runtime Monitoring and Enforcement*/
16. For Each BB in F do

17. ForEach I'in BB do

18. If I'is Calllnst then

/*Load tags for arguments*/

19 For Each &arg in Calllnst do

/*Insert the inline assembly code*/

20. SetInsertPoint(CI);
21. checkTagAsm();
22. CI <= checkTagAsm;
/*Tag Cleanup*/

23. For Each BB in F do
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24. For Each I in BB do

25. If I is Returnor LongJump or Interrupt then
26. SetInsertPoint(i);

/*Insert the inline assembly code*/

217. cleanTagAsm();

28. i < cleanTagAsm;
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// dnstracer_broker.h

#ifndef NS_MAXDNAME
#define NS_MAXDNAME 1024
#endif

/I dnstracer.c

int main (int arge, char **argv)

{

char * server_name = “127.0.0.1”;
char * server_ip = ...;

char ipaddress[NS_MAXDNAME];
char argv[NS_MAXDNAME];

int server_root = 0;
strepy (argv0, argv[0]);

}
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