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Abstract: A resource recovery strategy based on evolutionary game theory was proposed to
address the high risks of network attacks and the challenges in recovering from failures in spatial
information networks. The strategy first defined network efficiency and demand satisfaction rate
as performance indicators and introduced a method for calculating network elasticity to assess the
recovery capability of a failed network. A resource allocation strategy was then developed for the
competitive recovery of resources in local networks, along with a probabilistic approach to
resource recovery. By using these strategies, a network elasticity model was constructed.
Finally, evolutionary game theory was applied to the interactions between faulty network nodes,
utilizing a ternary public goods game, an adaptive strategy selection mechanism based on success
or failure, and Fermi dynamic updating rules to guide the allocation of recovered resources. The
evaluation of network elasticity demonstrates that the proposed allocation strategy achieves
optimal recovery outcomes and network elasticity in both fully and partially failed networks.
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Fig. 1 Elasticity model of spatial information network
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Fig. 4 Load distribution process of faulty edges

7 [ S 19 285 ot Bl ML B o A AR e 9 IR DT BE
T ARTR AT 532 B B9 7 T U0y B AR R X oA
JEE O 26 A AR R BB IR . AR S e DR A i
Gy el ST QIR RS AR AN T -

1) ARG — R R BB, 32019 R TS £ 2%
Jei A R 2 M R 2 A S AR T 5

2) 3 3 bR A TR A B EORT L 20T AT
RIS Y R AR , 78 00 45 v M 53k dox 2 7 o e G

LR35
3) i Py b —F Y I L, R 2% g
A At R

4) EE AT 2L 328, BRI RO
AN B A R Ao R
2.3 MRS R

B3 A3 (A5 B WMk LA AT 42 R BT R T
B PRYIRGE— € S AL TCARIE R 45 Hh 24541 1
A —E WP HR IR S TR, 19 R R R AR
A B AR T AT DR JEE S B . s (] R R
PRI B IR R/ NG T G d IR L, BRI 45
TR R IR S B IR

r,=hd?. (12)
Ao n EBENLEL, 7 €[0.5,1.5].
2.3. 1 JayR e IR R e

52255 I 45 (K 2 300 1 o e 0 BB il e A6 2
32401 W0 25 HEAT I, AR B AT W R A 1 RUIR S
Tt BAR B BT O3 BE A



46 AR FFR(A RAFR)

% 47 %

BRI RN T BRI TR, 2 R BT IRy
TC 275 A BRE ) &8 0 AR5 A R IE R AU 7,
AH AR 5T 5 5 2K R e, AT R A M B Ry
o BORE a, TR e OB ISR,
B4R T AU RAT R B TRy
ec,p
A B Ze./’c.f + 2 €;Cy .
jeB ey

S B A0 s B i I B4R
A B ORI B VAR L B g,
O SRR e, 52 L4 T4 45 A 3 M
FUATBIOE S B e, = 15 T j B SN 725
PR AP B e, = e, ARl M BOBEAR I A
W U

r (13)

e.c;
_ i“i
Ar,= .
S Zejcj + 2 e;c;
jeB! a,cE]

W R 2 SRR, Horb/ N Sl T
8 A IR I G IR IR A T 5 B RO SR G N L SR
AR R R B S T 2 50T
GEUR LB, 0 <p < 135 B A1 1 g e i Pk &2
TR UR A3 L 25 2 T ASORI S R  a  E SUK
BT AR AR ORI BE U5

Ar;= 2 T

! z ejcj l
A, B R BB T R A R 2R 3 Y
£5.
2.3.2  FRRERAYIE A

I 5 e 2 A R S R B 7 hy T IR S
SR GERFCRLRAS 1 SR S R R

v (14)

(15)

rt

o AEREALIK EMERE S50, 0.5</<2;c AR
VRS MESE 5 5 AR B XE B ¢,y

¢, =fd, (17)
1 a, O EEAAR A ¢, o
c,=1(d,+d). (18)

S 72 [ X B 2R 0, R 3 R D 2 s AR
5 AN — A B ROCR: . 2T IR E R p,
p o, 1]

B S 0 5 A 2 B BIRAS AR
IEERES 76T — B [a) 20 AR 3 11 0 5 oy
TS 5 W X6 AR B[] 25 o7 FH A% B YR R A 7 40 . T e s
IR IE W 5 2 L b s X IR, LK Bk
AN A SR I EOIRAS 10 T o 1 350 4 o R R & 9

A5 A — 1 S s e U [ 32 i 1 e 7% 4 TR
SR, T S e VR ORI BROOK IR EL TR 1 3
M, 7SR TR R 800

3 ST EALIESE A PRI s

b AR AR A YT SR A RR A
G R SN SRR, TR SR R R
PAEG , X Fh 7 v LA H3 T s X W 4 MBIk 2
()RR ARNT, 56 T [0 0 4e 9 1 4 Wy T
OGP FE AR R TR AL N AR [ TE
PRIZ A SCHRE M B T T AR SR B K A SR s A A
XoF DX 4% VIR 5 SR e A T M0 B A b T B 2
PRGER 53 BE PG S BE A I o e
3.1 =xrfymiEIFEIt

AN ZE R AA Z NS5 AR R
2 5% 2SRRI 4T S HAR Y
NAEAMIE S 58 ALY IR R R
W&, AR R A — B E B4, R R
T G 30 o P8 AR R AR et rh Y A3 T B 4
R FERA NS5 E TR, S 55 N0G %
G0 b, BB I 2, B BB g R XA AR
P A A (U B /N7 B P B R
Sl ARG AR 1 B A 2

N
. Z,'
Aw= qz]\']l =z (19)
AN B A, R4 N — W IEFR e ih
oy
N
. Z,’
Wb+ qzj\']‘ - (20)

i PH 2 3L il T B AR 2 T A2 2% M 2465 4%
AL SR 5 R 3 R T X T B U
ARt SRSB4 PSR R A 53 1 SR 3 s X
ARBCBTI AR Se 2 s IS AR 7 X AR
FIRA Lk

{EZIE W) Gl TE 5 B R S RS R A H B —
PSR 5 4 T A8 75— PSR (917 B0 O ELALFA SR ms
AFEAE , AR SCR ) =028 3Ly ah TR R ik
AR A IAPRE B B SRR, 2
B Al GG A S GRS — i B 4
3.2 IFEFBEMEFAMM

AR SR T8 A R 2 > T 8 R U R A 3R
W ST LI . A AL AR rp 2 e S R R T A
BRAh A, DR I A F 52 Hh R FH A W 1 SR AL
WU Fermi 2y 25 ST LU T L8] 6 46 568 1, 3



% 4 1 )

FAH R TR T g 2 913 8 M TR M AL R 47

T AL 2 2% Fermi o)) 25 SR KL A Y 2542
W 2 QD) IR R LR A B R R
AR Sy FERERLE PR A S8 /B0 SR

1

-ilg-g)’

pi= @)

1+e
K :0>0, JRVEBER A, KA BRI 4% H AR
PR S F T MR 7S 1 5 ) R B, R T A AR I i
PRI REHLYE 5 g, F0 g, 2050 i A0 WL 4
3.3 BHENMNmEFHTIRIFEEIE
Al A I A 0] 36 e e AL 3 3 AL o ok ok
B 3 B JR F R DL A T 00, , (L K i o 1 2 TR 2%
FRA LN, ANAEAE ™ F1 1) Jmy 05 B A T) R A ot B
B0 AT 3 FH B B g P A SO AL R R AT
E| o) PSR 1] 1 N = N e NI B e
— P 38 B 4 ek A7 § A2 (win stay and lose shift,
WSLS) i 45 BEHL ] . 35 7F FEZR 4R Uk ¢ E A7 1 2%
RS TR AT 05R 0, TR G R i, 2% 2 X
SN R, i WS S 0 g Rl g, H I Y
WSLS ffi {F SR AL an T -
1) AR i B4 LA A B2 I X4,
WIAEA A § NFLAR Y 55 4R B, T BEMLIE B — 15 48
JYERHC I 4.
2) WA AR R AR Y a5 R 2 2Tkt
G M A i ARSI 25 g, (¢) A L — 38 U2 (£ —
D). 102R g,(¢) > g(¢—1), T f i ARSFF 2T X ZA
AL R(t) =R(t=1); R g.(¢) <g(¢e—1), 1 i 5k
M40 5 4E B,— R(t— 1) P REHL L — AT
FAERIRR IR (1) =j.j € B.—R(1-1).
FEX — i FE R 05 i T 245 A Fermi g A H
BRI e R 7 A A SRR
R(t) =jx<p, (22)
R(t) =i, x>p, (23)
o, x HBEPLEL, x € (0,1).
3.4 ETHEWEFTRN R ERE
T Ak T 0 R 28 I 52 A5 R 43 Sk i Ak
TR B 9% IR o3 IC B B R B B B B
FIk PR A5 4 5T PR A 73K 3 4> B
3.4.1 R TEZRSRE G P it e
T AL TR [ Be i B = B A B[R] 25 B
HC T R ) SR MK R, AT A I SR IR BN
AT TR 5 AR w2 R JR 3 I 4% R A
V5 TSR R BE L R e B> s [R] 2P R i A T —
Ut & 2R R A R . AR
e

1) ARFE I P I n O R B AT A
HA TR AR S AT n 5 A LW 3R 1597
LEAY B RPN I e

2) WHEAN T AR E—5 5 a2
AW AFE ] E ISR WSLS SR W SRR AIL i i o 3219
ENIDD LS R POE ST d Al g e /AW (I

n+1
W= ZAgx—(n +1)z. (24)

K o+ URZ SN0 A LY g 5K
Ag, JE 5 x TR A 0F RS 5 2 e MR B SR i k%
LR E Y ININ

3) PR AR SRR IS 2 TR p, AR
e p FHTERE 1T S 0 SR e

4) O S BE PR AR TR A R A 5 R, R £
IR IR A E A MU Sh, RIA R sh
i, U025 ST A T R AR I i AT SR
75 DU B 4 T SR M e B AN 4 W, Bk AL IR 1)
.
3.4.2 LT AR 04 IR 43 E SR

BT AR 0 9 IR 0 T ORI 5 R 5 9 U
Sy TR R M AR AL, 322 X BIAE T« 3 T AL R
VR T SR WS 3 e T R M S AN R 5
B 31N P R i S S A R L T
JE ST Y A543 e P P Y A 1) R R i
VRS B8R 5 7 AL AR B B, K79 A S e
M2 5 RS SR W, 76 WU 2 T B B
TH A AR A3 E T 2R A S A
S €{5e, 84,5, ), HeH s s, M s, 3B AAE L AR
FIE A (1AL R

EH 05 A PR % TR 4 R 0 2 A R A8 Y A5
FNRST B8 5 T3 s Bl RS 2 A 3R AR P A2
N

Mrj= S35, (25)
2 €S;Cy
keB!

TR — UM BCIT, by sl /N1 A5 58 SR B2 E
PRAL T 95 3 HLRE B VR SR 1Y s 45 1 172 K 2 5%
U, BSR40 Y /AR S BT, T8 HOR i A
26 IR SR G AR S RIS A A 45 R A
GEIR I 40 F By SRR AR B S IS 1Y A e
GEUREC ARy, , U0 RH 08 Bk 15 9IS a5 3RAT R 1

Ay — €5,¢;

.
J iri
2 €8¢y

keB+j

S RO IC S B IR SR IR S, R

(26)



48 AR FFR(A RAFR)

% 47 %

SEFY T PR 140 23 A S S DR A S A L L 1]
TABRE 3 5 L5 TE W1 5% R A A T AR B
A% 7 B AL AR A 24 . AR EE T 5 4T A
55 R RO AR s A, B A A

A
Ary= n+l—1

o 2 A BRI A R AL

HAAR 1 43 B 3 (R A2 G Uk

1
Ary= nti—1 "

3.4.3 WK SRS

WA A2 B B 45 A T R AL AR R R T S
PR A Ty i B AR ] L AH 3 T3 A 2 A
Wk A2 TR G A AT MK AR 58 B T I T 4T i
JE TR, SR 2 A A R DU T AR SR
ST A WUZ T R AR A IE R A T
FPRASEEAE QR 5 R

-7 (27)

(28)

WA

WRIKEIER, R TRIKEER, R
SHRENEFRTR B RPLT R
BIEEHR IR
AR R SRR R

B5 HESEMESET RREEE
Fig. 5 State transition of faulty node in resource
allocation stage

4 PiESVERE T

AL AE eclipse [ Agent fjf ELifi /7 Repast
AR T Javaili 5 RS BT M T S =
300 Y TCHRJE [ 45, 91U Y 423 12 1 265755 1 8 m,
WU 3, 50— 5 i R I3 I e e m=2,
e BT W28 A 2n-3 45301, AR 28 (B Aw B MY
A W ARFE A 2.0 5 i AR A
TR R TR 2 B 5E I 45 AU 1 W) A
A PR A s )5 2 A 5 T b T 1) 7 22 S PR A2
P00 245 A B ST 221 PR REE A7 2 A7 AR B R 2 O
JIT AR IR A B /), T T A R Y 2 Y

FESEN R 1 H0.5, 10 5 HEBE 22Kk
0.01 1 0. 1. S5 56 Hh B 15 G I B AR AR 5 42 R R4
IF L RE A [ S 80 52 56 2 A 58 S 360 v 8 P ] —
AR AR A TR

4.1 AHEYBREENREEERE

VAT S BRI AR BT A R R AR R
P VAR 4 B A ERIE A 0.5 A 38 42,
PR AT S Sl B T oo =4t
Yy R 05 L2089 AR T At SR s
(1) BA A% 0, 45 21 SR 2 1% 1) 155 O G 1 Fn e 2
B .

—In S IR SR T A 63% IR A
VRS 5 T R H, A 34% B9 UCE SRR G
b TR, TR S Lok s
P AHEE T —ongE £ M AT E M, =00
Ny b T R 0 A T LA AR M 5 R A
BEFEGIERIE E SRR T KT 25K
W1 o L, BB 2 fiff 5 T SR I R (R HLAt SR s 114 1
BT LA =50 A L) i TR T A R T B T a5
PR FEIR T RAE B , 75 710 s E TR A

R1 ZXAHYREIERIERE

Table1 Strategy selection of ternary public goods
game
LR ESUe AfEE CEAEE TR
Gx(s 63 223 54 23
FalE 34 57 205 38
GES 3 30 73 197

®2 ZrRAHYGIEERIEE
Table2 Strategy selection of binary public goods

game

EFEME  EFWE HTERL e
G1E 55 279 21
GEN 45 52 248

4.2 MERSEEEHFESH

PO 265 (141 SRR 1 R B KN S R T
(A 104Y) R AAT A5 OIS 304 ) FI/hTT
AR TF 200 ). 5256 43 3 45 FH 24 43 Wk A ¢ R OR
M e 8 0 R i SR AR g A O T T AL T 2R Y
i S0 T R W T 2B L X 4 A TR SR A
4.2.1 SEAHE 245 B A3 B

FETCHR B IR 45 e (i — 7 5B, AL 2 Ik
AT FR AT 1) e o O 4% . B A5 31 7Y T 2 A2 48
PEBE #h X FL & 6 BT/, F I 4 BE il 4 3
T2 [ 2 s [ 7 s . el B AT R AR R IR
43 5 W ARAS A HT 100 BF ] K & HL AR 2 18 | M



% 4 1 b

FAH R TR T g 2 913 8 M TR M AL R 49

2Bk R 22, ZE S 100 BR8] 25 B R 2 38 45 — 35 4
AR 0 R A B Ry 5 3 U i O s B S A
F 253 M, FE R 20 25 BEAS Pk Pk 52 G HET 25
A 58 4 IS B30 I I 4% W] A B AR T g
2 J L RB PR AR e iy P A2 I 4 PR i TS T
TR TR 1 B U5 0 P R A B S I AR A T
Je 8 % R 43 SR ek R A% B A b A R R AR K A g
7RIS SR, DT o5 Do 245 A

1.0
0.8

= 0.6

#

&

E 0.4
R I L

/ — RTINS A
o 20 20 60 80 100
e

El6 5TLwRE M 4k S HA W 45 i Ak
Fig. 6 Network performance of a completely failed
network during recovery period

0.7 0.6359 0.6720

0.5332

YR TR
pla-taie
Pt

E7 TEMEMSTRE Mg
Fig. 7 Network elasticity of a completely failed

0 B

network during recovery period

4.2.2  F5THCR N4 £ B AT b

TE TR BE 19 26 Hf A — U R AU e, A2
KR 5ot R A 300 40 ke e X 45 e AR B Y )
25 A2 PR RE I 2T e an 8] 8 i, TR 21
o 265 s G ] 9 T

R A B A A 2 5 B 2% (135 43 2k
B, AE 05 401 D 1R S AT 2 D) 286 1% A2
SR T R 8 N 9 BT/, HE YR KT a5 4%
KRR I A R A B R N 4% L, 45 T TR FE IR B W)
301 0% P R i £ R AR HLAE 8 TR 45 |, 3X
2 DKL SRy 08 A A 5 ) 4 %) e 5 2 A e /D B, E A PR

GEUR R0 BE I RE 015 3 22 BEIR. 50 A ] 28 i
T 3 Aol 52 SRS 790 3 S BB I 2% L 1 REAS 2]
BRI ROR | JRy B B IR 23 B SR A K A 3 R
EOE TR S B T AL TR I A B U O3 I SR
ARG oo IE T WS BEUR, A 0 45 R K &, A
PEREIK S R _ L0 T 73 S P AR IS , £ 50 /> [
N 28 A TR

1.00
0.95 |
0.90 |
0.85

3 0.80

Hogst

= 0.70 |
0.65F /)
0.60 | /.

0.55 ¢ — ETFEIBER S TR

0.50 - : -

0 20 40 60 80 100
i 7] 2

8 o b ) 4% ik 55 HA I 4 14 B
Fig. 8 Network performance of partially failed
network during recovery period

1.0
0.9
0.8173 0.8345 0.853 2
#H o038
g
£
= 0.7
0.6 |
0.5 s . .
saor e REER  ETEAEER
SYRCHEWS SV
S HE SR

B9 AR M 45 1 5 HA W) 4% 3 1%
Fig. 9 Network elasticity of partially failed network
during recovery period

25 LI, JCI 40 A S 58 4 i 11
W 265, o Ak T2 1) 9 U 43 i 5 s AR BE 6 A &L
b O TR RO A S B A A, 2 T 4R v
I 2451 B AR A5 e A ) P 246 38
4.3 EZENH

DR S SR ek 1) B[] B2 24 2 B ol Sy 6 ¢
VB4 HC , F2 HE R 5 RN 3 T3 Ak TR 2 A A1 1k S s
HRAE S R T IR A e 5 Kl D AR S IR RN R
S PE R O k) ¥ MR R 1 5 24 0 O(n).
Rl R R R D /A o 7 BT T
Fermi 2f) 25 58 A & W WSLS HL , 4546 1 g
(4 52 2% BE R O k), Be R WL 8L 2 B 20



50 AR FFR(A RAFR)

% 47 %

O(Tn k), Horp T RW S Y, 0 B /N T n. Fe 2
RS2 R O(nlk)).

5 % 7

1) B0 A8 (A5 R A R ) AL S P e
A BRI Y B T A SR R AR Y ]
3 BEAR S 5 A JR3 v T DA 1 TC SR A 45 g e 441
(ERiRRSUE L R SVR U

2) itk P S 1 B I 2 B AR SC Al
FHTEE A T 23 S W 10 28 IS e 1 s X R A2 W R Y 5
SRART G, VoA Sy R I o3 BE S ms . M =2y
Sy A T ZER S8 VLAY WSS 5 W B AL 6
S VR S ST I 18] 2 B8 I3 i R IS 1 A £ 5 i
e AL T T AL R B K SR LAY
TR AL IR IR BC AN Rt 5 3 B BL

3) (5 HA R AT, 2 T AL IR A B I3 i
MR BRI -, PR I 248 LR A s

SE 3k

[ 1] X% 730, B4, 5% 5 T oot st e ik my 25 s B

WO A e [T ] AR AL I 2 i CH AR B2 hi) |, 2021, 42
(4):524-530.
(Liu Jun, Yang Qing-wen, Wang Jin-tao, et al. Spatial
information network recovery strategy based on improved
genetic algorithm [J]. Journal of Northeastern University
(Natural Science) , 2021, 42(4): 524-530.)

[2] Diro A, Kaisar S, Vasilakos V A, et al. Anomaly detection
for space information networks: a survey of challenges,
techniques, and future directions [J].
Security, 2024, 139: 103705.

[3] Wang X S, DuY, Fan T, et al. Threat analysis for space
information network based on network security attributes: a
review [J]. Complex & Intelligent Systems, 2022, 9(3) :
3429-3468.

[4] WuYP, ChenZL, Zhao X D, et al. Propagation model of
cascading failure based on discrete dynamical system [J].

2021, 209:

Computers &

Reliability Engineering & System Safety,
107424.
[5] AlbertR, Jeong H, Barabasi A L. Error and attack tolerance
of complex networks[ J|. Nature, 2004, 340: 388-394.
[6] YangY H, Huang W C, Xu A H, et al. Syncretic K—shell
algorithm  for identification  and

node importance

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

invulnerability evaluation of urban rail transit network [J].
Applied Mathematical Modelling, 2023, 120: 400-419.
Boccaletti S, Bianconi G, Criado R, et al. The structure
and dynamics of multilayer networks[J]. Physics Reports,
2014, 544(1): 101-122.

RS R AL e B S i Y X (S| R AR A |
RGOSR [V ] R EAAI, 2023, 6(12): 1-11.

(Li Shu-qing, Song Yi-xiao, Zhong Guo-jian. Destruction
resistance study of urban rail network considering the sum
of nearest neighbor degree values [J]. Journal of System
Simulation, 2023, 6(12): 1-11.)

Lam C Y. Resilience of logistics network: analysis and
design [C]// 2016 World Congress on Industrial Control
Systems Security (WCICSS). London, 2016: 1-5.

Wang Y H, Wang LY, Xiao X S, et al. Distributed elastic
recovery strategy of AC/DC hybrid microgrid under false
data injection attack [J]. IET Cyber-Physical Systems:
Theory & Applications, 2023, 8(4): 280-288.

Liu H, Chen X, Huo L, et al. Impact of inter-network
assortativity on robustness against cascading failures in
cyber-physical power systems| J |. Reliability Engineering &
System Safety, 2022, 217: 108068.

Yue M, Zhang H L. Recovery strategy of virtual power
plant with resilience improvement under cascaded failure
scenarios [ J]. International Journal of Electrical Power and
Energy Systems, 2023, 148: 108918.

Zhang L, Zhou J, Ma Y Z, et al. Resilience improvement
of cyber-physical supply chain networks considering
cascading failures with mixed failure modes[J]. Computers &
Industrial Engineering, 2024, 187: 109812.

O’ Neil R, Diallo C, Khatab A, et al. Enhancing critical
network infrastructure resilience through optimal post-
disruption maintenance and routing decisions[ J]. Reliability
Engineering and System Safety, 2025, 257: 110717.

Yu Q, Wang J C, Bai L. Architecture and critical
technologies of space information networks [J]. Journal of
Communications and Information Networks, 2016, 1(3) :
1-9.

Du J, Jiang C X, Guo Q, et al. Cooperative earth
observation through complex space information networks
[J]. IEEE Wireless Communications, 2016, 23 (2) : 136-
144.

Liu S, Wang H M, Wang S T,
information integrated network technology and performance

et al. Space-based

analysis based on cognitive radio [C]/ International
Machine
Communications. Cham: Springer, 2016: 201-208.

Zhong J L, Sanhedrai H, Zhang F M, et al. Network
endurance against cascading overload failure[J]. Reliability
Engineering & System Safety, 2020, 201: 106916.

Conference on Learning and Intelligent



