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Abstract: Quantum computing has the capability of parallel computing and is superior to classical computing in solving some specific
problems. Once a large-scale quantum computer is developed, the security of classical cryptographic algorithms and protocols, which
is based on the assumption of computational complexity, will be severely challenged. Quantum cryptography is a new cryptosystem;
its security is based on the principles of quantum mechanics, and can resist the attack of quantum computing. This paper focuses on
the nearly 40 years development of quantum cryptographic protocols, including quantum key distribution (QKD), quantum secure
direct communication, quantum secret sharing, quantum identity authentication, two-party secure computation, and quantum private
query, and summarizes the problems in the process of development. The analysis shows that the quantum cryptographic protocols are
in an unbalanced state: QKD is far ahead of other protocols and other protocols are difficult to achieve breakthroughs. In the future,
practical quantum protocols for digital signature and two-party secure computation are core issues that needs to be addressed urgently.
Therefore, research on quantum and post-quantum cryptography should be conducted synchronously, cross-over study and talent
cultivation for the quantum science and cryptography disciplines should be strengthened, and the examination and evaluation
mechanism of relevant basic research needs to be optimized.
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QKD [471#&H T —/NQPQ WX (IO [48]. Eff
B () QKD HEAR SR SL I, S I AE FE 15 248 1
B, HAEWw R A GEERE, KL NQKDZ
AN SE R 8T B — R . s A
AR R4 H AR R TG REE, EALZAH T
PRI BHE E 2e Atk, BA > S BUR O R 1K
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JE A S AT IS A B . FE N B TS5 T, 2019 4,
MRS IS T —FhiE T 2 R M4 1 QPQ /7
&, IR LEF RURI IR S5 4 R R e S A
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FIE S, HETQPQRER A M AR L (#7 S
BUR T3 2 4% WAE R [54]) .

J\s REHMRTFE

RFTRE L, R AR D 2 2 e
BT PEIE B . BEE QKD MM B H 3 4 AE B AL
AERWwRet, | TEWBIZEH BT HTE T
SR — A RS B A ) — A E LRI

FEL WY, T AFAE B I SR AT B AR
A, R R B A PN SR ORI B P
P I S DA S SR LR AIE ¥ S5 1) 5 48 1 ok 5 RTS8
PEy P B 2OROMEN B AT SRS, Xk
H & 2 R D BE A AR AT BRI K 1 — A 2 38 1Y
At (ED, "B —ME B RGER 2% M %
BT I 2 48T

%T QKD W E K% a&VEIL s, &6 2
SHEE, @ SINETEARREmIRTT &R
i Z e, FR&EE - “EEREE” 1
iR R, tBAFNLA R mRTHE B RGHER
KB T EI AR 22 At o SR AR R 1 S 5
BEERE, HAHE RS AR E T i
E/E QKD, &A@ Frin iy “ & imE",
EARORYL, BT EATA T QKD 3 1 4
Joo HAMPPBCAFF R FAFAPIRE, sl
A CHARPBCEPLRBL” BRSNS . B,
LI T IRTHE B R G L e Hir, BTN
PRI FEE A AR A IR B 2 E

AR, BT EM Y IURA R IEA 1 2 B
ARG PLUNEROIR T, AR E B 4T
S IE MR S R B R, JF SO E TR T E Y
R R T R AT 55 AR, ARG 2
RE T AP ENH R, RHEEE
T -G WM S MR R . T ioH R L
AN SRR ] R I 1o R DRI L [ TR AE R 14

(1D AHEEM SR . £E TEEK
BT BRI AT B R S R A R A DL
I BRI —Hr o, BT a6 IR A £
Wri b B B R TSN E L RS H
WUIRASHILLEL, RIRFIRA,  HEI A 2 75 7772 23
W BRI AT . ARPITJE RN, (I8 M P A B ook
—E MR IR A, 1B AT AR R R (T T SRS

151



ETERMUMRIKRSRER

o ARE IR G . R, N T X B EE s,
BTEMGT R ES - ANE s AR, |
(0 A2 A B R 45 Ml 2 ARVE BT S 005 B . X RS
Ab FE T e AR B T R B e A P I — AN G
B, AT AU HME ST o BT AN R B I 22
SRR, WA A 5 22 3 A T T N S 1T B
W, SRR TR YNE 1] S I R S T AR R I G
i)

(2) LR F BT B S B S I 2T 5
FERTHMEP IR, AT LE B i
(ThEeA H bR RS E L. SR E T E A
M) e E AR X S, ®THLES
S 2D 2 AT 25 T R 5 & USRS IR KA A . X a]
e IE 2 A THE IR 2 BB RS P il H AR B h & 1 250
PR E B A  E . RE, AE xR T RS R
M AR A R 2 A B bR (R IR
AR HAMED, SE R E TS, &
P BB EUAS S B O I 90 JEL I o T A SR BUAS R Th 1
QPQ WS mh & 31X J7 I () — AN LB ] 7. e A
“ZIW—" A @ e @ ar B s sch “ K
BUR” BA, BEIOE T BTN, NFFESL
BRMFH 7oK, O R & TIRIFMISEHE .

(3) ETFAYPIEMER, NN MAERY, &
THM P T S TR A B s
LR T AR BT H R RE Mg T BT
o ANATEUEY, 5 R A ST A B P I
AR, Wi ERLE B P DR R b 5 AT B A .
LT, BB MPTT 2t RS R
B ARSI R ORI . 1 H BT AR KR B
TAMENEFAHEL. kL, &FFED
“UERIREAE” MHIERE AHEN <5 TH#E -
PER T B PEAR B G, BN A AN 20
BB TE 7 iR T T A DR AT RE R AT AN E
1. BETFAHEN, Rt —MARETZuAH
Y, (HAESLILA LA HHE I IhRE I AL, A
oi

/|

=

U, RS . R T R URSEILA B
TR B, R AR R B3 P ) R R
ZH,

n Eprid, B A E R R A S A
B, AT DA R A P15 05 IR 2 AL Aty A5 287 22 4
AWy A ST R Bk, ol vk A s e
B E TR REFS T no-go & BN T

152

AT RO — P g v D

(4) BT -GBS HAR. BTk
F, mTEMH— L RSOk FRIB RS, HE A
WG ERE LMK WAE
FRIIRERIE B RS, RAEH A MERRY H 2
2tk WHEY, RABKEHET -KHMLEE
IR, A EHE TR, mMFEE4
(BFNEAE LSRN E B0 HE.
W K CHRTAT D 2 FEE IS & %
PSS &N, Bt FEE F %8
RKEME (eanxt T ER A% T QKD Myge {5 &
A4, HAETIHEREIMBEERE SR v] DS 2%
4 WA FRELRAREE R RS PAF % A2
HED . EXTX R, BIS YT e] BT %
Pl QKD MQPQ), H [ 1# it 2 MIER ML
RS, T OR B TR A B A R A Al R
DSy RE HE— e RS B et s, &—
FhATAT (A S B . X A W SO EL I ) A
OF A LaTT R T IIRE, Rl HtLbs i
A R AR B AR T ? @ Wik e BL, X
B2 AT 8 L2 ) AP H I 2 BT & T
T2 D) R 2 T S LA 23X WA XS 1 TE A S 25 1
BEMARAEZENSEME. @ efiEd sy
RIBOEE =T Thee, Kb rEsa. ™
7SR T EM B RN ? S,
WERAERT TR AR, BT HEIBARE “MEIT
KRG, MARMRILIK, W Aedh 4 ds i i ok
ST RIS B2 R A IS SR

Ly MERERXHFTRIZEINL

wnbprid, ERER|EERIHE R R G L etk
HISEHIAE B bR, BT3Pl hib A i 2 ) i 2
. REMWIL, &7 HEERMES2eEe NE
R FERRIR b, R AR SR A R R ok
SR AR AIME R R R LK e RS
Tt R, EESTUSEI N AA AR
REMT . FEICLEI 3 T A BN g i, nsh
REBED MRS ( “DIfeZ” EEEWE T 2t
ARG Bie 2 a4 B, TIX e 0 <
BRAIE S RG22 AREERI R 7%
POpTIESKRE “Em et ). BT EMNAR L&



PETIZRIS 20024 $24% B4

THE TR R E S S s, kR IE A
ZAURME T T, BAIE B LT Ll

(=) EFERNSRETEEMRNEL TR

BT H AT T T RIE SOV OB B s
(et £ &, Hash, Ffd%% 8D af LU TE
NS, XM AR e R T (TR T
). RERBETHEMEEAIEER RS, HH
PR ISR C 23K 12, JEE
HAGMENELE . St Bk, BraEim
JE BT EM S RS, PEERESTE T RS
W E BRI % H AT A AL Z
ERPE, AR P TR R ORI TR R E T e

R R, AR H AT s ke
A5, EHXEMEEIR A RN EEE AR R
Mo BTEMBARMPT TR —MEKIERE,
ANBE PR B AR v B i 0 18 SR S PR A AR ALAT
NTMSEK. — I, BEESRARNAWARE, &7%
B35 B A A IR 2 T B, T BRI e vl i
AR R (LIS TEE AR S,
P SUE ARER O XE AR 2 B2 KR B . 53—,
BIAE e 78S (RO SR JoErm M, &
THEMAEARRI T REA 2, B RE X iE
T ST B B A S ]

(Z) fnsg “SFRHR M “ERE BNER

R XRAEXRH AT 1555

FERTEM T, BEFCE T -GS 5 1S
W RBAELAT; EFRTHEES, PATH T
o3BT B 7 U SR O A L “ B e ek
FREE, XA EH T A 7 X LA
FRIFRABRITALNA -SRI H TP A 22 B B
Sy Rl EsE, HAZXWRFCHER R T, A
ERESRMBT AN FOARELZ, AR AR 0T
T EAMALIE A AN ZR . Hik, W7 BLEEE
EXTARRL ) AE X TR B 745 T4R4F -

(=) AR R BRI A E BTN HLE

PR TSR 0 FR) 2 i 2 A0 H AT Ak T e i
TROR R BEAR B FY BL, HR G B G 3 R L
My R SRTL HAR CRRREET MRS, HETE
PR AL b ) — L 2R A 2 K A R TR

KIS 8K AR TFAZTIRET . W, 7
“RTLME” T L 4 SR L HE 0 9T R R
PrbLl, EiE B S i J K8 o
FORVEFRRES, HZTUSAHT LA AT MR -

+. %5

ARICEBE T TR TEAS K. BT ReHEK
WE. BETMELTE. BT SmALE. BTHTE
Y BT # AT E SR TR K B UL
W, TR AT E TS S P OE AT QKD 3 3 9
g HABBCE R REL” BAFEDIRES, PR
LA SR PSR RIS KR AR B, 7
Feah b, MO AR RS T RRE T
TR RIS 5 S AR PR SR ) R SR T 1

BEM R A, RS i e
Ve 1, BRI RA ST T . ARSI A Rk
Y, BETEMIFAR SRR, KeSaiE
MR &AL L AR R . 45 B ARG
BRI, AN HEELSEE, W
T B AT SE ALK &R T R i BOE R A, AR T
LA SE e D e B R IR 4% . LLJE R S &
T P VORI 22 A E B 22 BB RS BOR H ok 5E
H, ETERATREA ) RN 2

Bigt
R FOHTEE . BRIRRK. R, BRI, RER. BA
MR VREZE B RO AR B IR T ) o

SE K

[1] Bennett C H, Brassard G. WITHDRAWN: Quantum cryptogra-
phy: Public key distribution and coin tossing [C]. New York: Pro-
ceedings of the IEEE International Conference on Computers Sys-
tems and Signal Processing, 1984.

[2]  Christandl M, Ferrara R, Horodecki K. Upper bounds on device-
independent quantum key distribution [J]. Physical Review Letters,
2021, 126(16): 1-6.

[3] Schwonnek R, Goh K T, Primaatmaja I W, et al. Device-independent
quantum key distribution with random key basis [J]. Nature Com-
munications, 2021, 12(1): 2880.

[4] Woodward R I, Lo Y S, Pittaluga M, et al. Gigahertz measurement-
device-independent quantum key distribution using directly modu-
lated lasers [J]. npj Quantum Information, 2021, 7: 58.

[5] Zeng P, Zhou H'Y, Wu W J, et al. Quantum key distribution sur-
passing the repeaterless rate-transmittance bound without global
phase locking [EB/OL]. (2022-01-22)[2022-05-10]. https: //arxiv.

153



ETERMUMRIKRSRER

—
=)
[}

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

(23]

[24]

(23]

154

org/abs/2201.04300.

Chen Y A, Zhang Q, Chen T'Y, et al. An integrated space-to-ground
quantum communication network over 4600 kilometres [J]. Nature,
2021, 589: 214-219.

Feng Z, Li S B, Xu Z Y. Experimental underwater quantum key
distribution [J]. Optics Express, 2021, 29(6): 8725-8736.

Wang S, Yin Z Q, He D Y, et al. Twin-field quantum key distribu-
tion over 830 km fiber [J]. Nature Photonics, 2022, 16: 154-161.
Liu X, Hu J, Li Z F, et al. Heralded entanglement distribution
between two absorptive quantum memories [J]. Nature, 2021,
594: 41-45.

Long G L, Liu X S. Theoretically efficient high-capacity quantum-
key-distribution scheme [J]. Physical Review A, 2002, 65(3):
1-10.

Deng F G, Long G L. Secure direct communication with a quan-
tum one-time pad [J]. Physical Review A, 2004, 69(5): 1-10.

Long G L, Deng F G, Wang C, et al. Quantum secure direct com-
munication and deterministic secure quantum communication [J].
Frontiers of Physics in China, 2007, 2(3): 251-272.

HulY, Yu B, Jing M Y, et al. Experimental quantum secure direct
communication with single photons [J]. Light-Science & Applica-
tions, 2016, 5: 1-10.

Qi Z T, LiY H, Huang Y W, et al. A 15-user quantum secure
direct communication network [J]. Light-Science & Applications,
2021, 10(1): 183.

Hillery M, Buzek V, Berthiaume A. Quantum secret sharing [J].
Physical Review A, 1999, 59(3): 1829.

Chou'Y H, Zeng G J, Chen X Y, et al. Multiparty weighted thresh-
old quantum secret sharing based on the Chinese remainder theo-
rem to share quantum information [J]. Scientific Reports, 2021,
11: 1-10.

Bell B, Markham D, Herrera-Marti D, et al. Experimental demon-
stration of graph-state quantum secret sharing [J]. Nature Commu-
nications, 2014, 5(1): 1-12.

Zhou Y, Yu J, Yan Z, et al. Quantum secret sharing among four
players using multipartite bound entanglement of an optical field
[J]. Physical Review Letters, 2018, 121(15): 1-6.

Liao Q, Liu H, Zhu L, et al. Quantum secret sharing using dis-
cretely modulated coherent states [J]. Physical Review A, 2021,
103(3): 1-10.

Dusek M, Haderka O, Hendrych M, et al. Quantum identification
system [J]. Physical Review A, 1999, 60(1): 149.

Gottesman D, Chuang I L. Quantum digital signatures [EB/OL].
(2001-05-08)[2022-05-01]. https: //arxiv.org/abs/quant-ph/0105032.
Barnum H, Crépeau C, Gottesman D, et al. Authentication of
Vancouver: The 43th Annual IEEE
Symposium on Foundations of Computer Science, 2002.

Puthoor T V, Amiri R, Wallden P, et al. Measurement-device-

quantum messages [C].

independent quantum digital signatures [J]. Physical Review A,
2016, 94(2): 1-10.

Thornton M, Scott H, Croal C, et al. Continuous-variable quan-
tum digital signatures over insecure channels [J]. Physical Review
A, 2019,99(3): 1-10.

Zhao W, Shi R, Ruan X. High-efficiency continuous-variable

[26]

(27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[43]

quantum digital signature protocol for signing multi-bit messages [J].
Laser Physics Letters, 2021, 18(3): 1-6.

Qiu L, Cai F, Xu G. Quantum digital signature for the access con-
trol of sensitive data in the big data era [J]. Future Generation
Computer Systems-The International Journal of eScience, 2018,
86: 372-379.

Singh S, Rajput N K, Rathi V K, et al. Securing blockchain trans-
actions using quantum teleportation and quantum digital signature [J].
Neural Processing Letters, 2020, 52: 1-10.

Lo H K, Chau H F. Is Quantum bit commitment really possible?
[J]. Physical Review Letters, 1997, 78(17): 3410-3413.

Mayers D. Unconditionally secure quantum bit commitment is
impossible [J]. Physical Review Letters, 1997, 78(17): 3414-3417.
Ng N, Joshi S, Ming C, et al. Experimental implementation of bit
commitment in the noisy-storage model [J]. Nature Communica-
tions, 2012, 3: 1326.

Lunghi T, Kaniewski J, Bussiéres F, et al. Experimental bit commit-
ment based on quantum communication and special relativity [J].
Physical Review Letters, 2013, 111: 1-10

LiuY, Cao Y, Curty M, et al. Experimental unconditionally secure
bit commitment [J]. Physical Review Letters, 2014, 112: 1-10.
Mochon C. Quantum weak coin flipping with arbitrarily small
bias [EB/OL]. (2007-11-26)[2022-05-01]. https: //arxiv.org/abs/
07711.4114.

Berlin G, Brassard G, Bussieres F, et al. Fair loss-tolerant quan-
tum coin flipping [J]. Physical Review A, 2009, 80(6): 1-10.
Chailloux A. Improved loss-tolerant quantum coin flipping [EB/
OL]. (2022-01-22)[2022-05-10]. https: //arxiv.org/abs/1009.0044.
Chailloux A, Kerenidis I. Optimal quantum strong coin flipping [C].
Atlanta: 2009 50th Annual IEEE Symposium on Foundations of
Computer Science, 2010.

Bozzio M, Chabaud U, Kerenidis I, et al. Quantum weak coin flip-
ping with a single photon [J]. Physical Review A, 2020, 102(2):
1-10.

Pappa A, Jouguet P, Lawson T, et al. Experimental plug and play
quantum coin flipping [J]. Nature Communications, 2014, 5: 3717.
Crépeau C, Kilian J. Achieving oblivious transfer using weakened
security assumptions [C]. White Plains: 29th Annual Symposium
on Foundations of Computer Science, 1988.

Shimizu K, Imoto N. Communication channels analogous to one
out of two oblivious transfers based on quantum uncertainty [J].
Physical Review A, 2002, 66(5): 1-10.

Damgard I B, Fehr S, Salvail L, et al. Cryptography in the
bounded quantum-storage model [C]. Pittsburgh: 46th Annual IEEE
Symposium on Foundations of Computer Science, 2005.
Pitalta-Garcia D. Spacetime-constrained oblivious transfer [J].
Physical Review A, 2016, 93(6): 1-10.

Chailloux A, Gutoski G, Sikora J. Optimal bounds for semi-honest
quantum oblivious transfer [J]. Chicago Journal of Theoretical
Computer Science, 2016: 1-16.

Amiri R, Starek R, Reichmuth D, et al. Imperfect 1-out-of-2 quan-
tum oblivious transfer: Bounds, a protocol, and its experimental
implementation [J]. PRX Quantum, 2021, 2(1): 1-10.

Gao F, Qin S, Huang W, et al. Quantum private query: A new kind



hETIERIE 20224 $£24% F 45

[46]

[47]

(48]

[49]

[50]

of practical quantum cryptographic protocol [J]. Science China
Physics, Mechanics & Astronomy, 2019, 62(7): 1-10.

Giovannetti V, Lloyd S, Maccone L. Quantum private queries [J].
Physical Review Letters, 2008, 100(23): 1-10.

Scarani V, Acin A, Ribordy G, et al. Quantum cryptography proto-
cols robust against photon number splitting attacks for weak laser
pulse implementations [J]. Physical Review Letters, 2004, 92(5):
1-10.

Jakobi M, Simon C, Gisin N, et al. Practical private database que-
ries based on a quantum-key-distribution protocol [J]. Physical
Review A, 2011, 83(2): 1-10.

Liu B, Gao F, Huang W, et al. QKD-based quantum private query
without a failure probability [J]. Science China-Physics Mechan-
ics & Astronomy, 2015, 58(10): 1-10.

Wei C, Cai X, Liu B, et al. A generic construction of quantum-

[51]

[52]

[53]

[54]

oblivious-key-transfer-based private query with ideal database
security and zero failure [J]. IEEE Transactions on Computers,
2018, 67(1): 2-8.

Gao F, Liu B, Huang W, et al. Postprocessing of the oblivious key
in quantum private query [J]. IEEE Journal of Selected Topics in
Quantum Electronics, 2015, 21(3): 98-108.

Chan P, Lucio-Martinez I, Mo X, et al. Performing private database
queries in a real-world environment using a quantum protocol [J].
Scientific Reports, 2014, 4: 5233.

Li N, Li J, Chen X B, et al. Quantum wireless network private
query with multiple third parties [J]. IEEE Access, 2019, 7: 33964—
33969.

Wei C, Cai X, Wang T, et al. Error tolerance bound in gkd-based
quantum private query [J]. IEEE Journal on Selected Areas in
Communications, 2020, 38(3): 517-527.

155



	目次
	新时代、新态势下“互联网+”行动计划发展战略研究
	智慧物联网系统发展战略研究
	新型网络架构发展研究
	内容与地址双驱动网络研究
	透明电网理论框架与关键技术
	“互联网+”现代种业发展战略研究
	工业互联网生态系统模型研究与应用
	我国智能机器人核心芯片技术发展战略研究
	我国后端电子制造装备及其关键零部件发展研究
	我国信息显示关键材料发展战略研究
	绿色高能效数据中心散热冷却技术研究现状及发展趋势
	我国智慧法院体系工程的模式框架和创新实践
	面向金融场景的下一代数据库测试基准研究

	量子信息技术工程化应用发展战略研究
	量子计算研究现状与未来发展
	量子密码协议研究现状与未来发展
	量子地球物理深部探测技术及装备发展战略研究

	流程制造工业软件发展战略研究
	钢铁行业工业软件发展探讨
	建材行业工业软件发展研究
	有色金属工业智能模型库构建方法及应用

	工程管理
	我国增材制造技术与产业发展研究
	我国锅炉装备绿色低碳发展路径研究
	航空发动机关键核心技术攻关的组织策略研究

	工程前沿
	航空发动机下一代适航规章制定策略和技术路径
	深空安全研究现状与未来发展
	重大基础设施非核强电磁脉冲威胁与防护策略研究


	Contents
	Column
	Development Strategy of Smart Internet of Things System
	Development of Novel Network Architectures
	Dual-Meta Network Architecture Driven by Content and Address
	Theoretical Framework and Key Technologies of Transparent Power Grid
	Development Strategy of Internet Plus Modern Seed Industry
	Research and Application on Industrial Internet Ecosystem Model
	Development Strategy for the Core Chip Technology of Intelligent Robot in China
	Back-End Electronics Manufacturing Equipment in China and Their Key Components
	Development Strategy of Key Materials for Information  Display in China
	Research Status and Future Development of Cooling Technologies for Green and Energy-Efficient Data Centers
	A New Pattern Framework and Innovative Practices in the Smart Court System-of-SystemsEngineering Project of China
	Next-Generation Database Benchmark for Financial Scenarios
	Current Status and Future Development of Quantum Computation
	Current Status and Future Development of Quantum Cryptographic Protocols
	Development Strategy of Quantum-Based Deep Geophysical Exploration Technology and Equipment
	Development Strategy of Industrial Software for Iron and Steel Industry
	Development of Industrial Software for Building Materials Industry
	Intelligent Model Library for Nonferrous Metal Industry: Construction Method and Application
	Development of Additive Manufacturing Technology and Industry in China
	Green and Low-Carbon Development Path of Boiler  Equipment in China
	Organization Strategies of Innovation Forces for the Breakthrough of Key Core Technologies in Aero-Engine Industry
	Formulating Strategy and Technology Path for Next-Generation Airworthiness Regulations of Aero-Engines
	Research Status and Future Development of Deep Space Security
	Non-nuclear Electromagnetic Pulse Threat of Critical Infrastructures and Protection Strategies



