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Fig. 1 Conceptual model of entropy evolution driven intelligent cybersecurity for multi-domain fusion
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Fig. 2 Illustration of the attack/defense composition and

entropy
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Fig. 3 Cross-domain uncertainty dynamics model (from defender’s perspective)
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Entropy Evolution-driven: A New Paradigm for Multi-domain Fusion Intelligent Cybersecurity
RAO Zhihong', ZHANG Zhiyong', CHEN Wi, HE Jianhui®, XU Ruoyu’, LI Zhucheng', ZHAO Xin®, CHEN Jianfeng'
(1.The 30th Research Institute of CETC, Chengdu 610041, China;
2.School of Cyberspace Security, Northwestern Polytechnical University, Xi’an 710072, China;
3.Electronic Science Research Institute of CETC, Beijing 100041, China)
Abstract:
Objective The essence of cyberspace security lies in attack-defense games under uncertainty, and the outcome of such games depends on the capabil-
ity to characterize and control uncertainty. As cyberspace confrontation has extended from the network information domain to the physical domain,
electromagnetic spectrum domain, and social cognition domain, uncertainty has increased significantly. The coupling among heterogeneous domains
introduces new uncertainty sources and leads to cross-domain propagation and cascading amplification of uncertainty, making confrontation modeling
and decision-making increasingly challenging. Traditional single-domain confrontation models are insufficient for characterizing such cross-domain
uncertainty propagation. However, existing studies lack a unified uncertainty quantification framework that supports integrated modeling, reasoning,
and decision-making for multi-domain fusion confrontation. This paper aimed to establish an entropy-evolution-driven intelligent cybersecurity para-
digm, in which multi-domain fusion attack-defense games were characterized as dynamic entropy control processes.
Methods Within this framework, entropy was introduced as a unified mathematical metric for quantifying heterogeneous uncertainty across multiple do-
mains, and entropy evolution was employed to characterize the dynamic variation of uncertainty states driven by attack-defense interactions. The attack and
defense processes were modeled as bidirectional entropy control mechanisms, where both sides attempted to regulate entropy evolution toward favorable
states by reducing their own entropy while increasing the opponent entropy. To characterize the uncertainty states underlying entropy evolution, the attack-
defense game was modeled from a probabilistic perspective, where the cognitive states of both sides were represented by belief distributions over uncertain
environments and opponent strategies. A dual entropy metric framework integrating attack entropy and defense entropy was constructed, where Shannon
entropy and relative entropy were incorporated to quantify cognitive uncertainty and characterize attack-defense strategy effectiveness within a unified
entropy-based metric framework. The resulting entropy representation provided a common state space for describing the uncertainty evolution of both at-
tack and defense processes, enabling subsequent dynamic analysis and strategic reasoning. Based on the entropy metrics, a cross-domain uncertainty dy-
namics model was constructed to describe the propagation and amplification of uncertainty among heterogeneous domains under attack-defense interac-
tions. A stochastic difference equation was formulated to characterize entropy evolution, where cross-domain coupling effects were incorporated to capture
the cascading transmission of uncertainty. A formal criterion for attack-defense strategy effectiveness was further established through Lyapunov stability
theory to evaluate the convergence and stability of entropy evolution under different strategies. This criterion provided a theoretical basis for distinguishing
effective strategies from ineffective strategies according to their influence on entropy evolution trajectories. The entropy control logic was further embedded
into a game-theoretic reasoning framework to support adaptive attack-defense strategy generation. A hierarchical game-theoretic reasoning model was em-
ployed as the underlying reasoning environment, integrating a macroscopic stage-transition model based on Markov decision processes and a microscopic
behavior reasoning model based on dynamic Bayesian networks. Based on the dual entropy representation, a belief-driven multi-agent strategy generation
method with symmetric opponent modeling was incorporated to characterize both-side cognitive states and generate adaptive strategies under uncertain con-
ditions, forming a closed-loop process among belief updating, entropy evolution, and strategy generation. Through this mechanism, uncertainty quantifica-
tion, game-theoretic reasoning, and adaptive strategy generation were integrated into a unified computational framework.
Results and Discussions Numerical reasoning simulations were conducted in a multi-domain security protection scenario of a regional power grid control
center to validate the proposed entropy-evolution-driven framework. The results showed that attack entropy and defense entropy transformed heterogeneous
uncertainties from the physical, electromagnetic spectrum, network information, and social cognition domains into comparable entropy representations. The
analysis of cross-domain coupling effects demonstrated that ignoring uncertainty propagation among domains could lead to pseudo-convergence and mis-
judgment of strategy effectiveness. Compared with the uncoupled reasoning approach (Baseline A), the proposed method effectively captured the cascading
amplification of uncertainty caused by cross-domain interactions and avoided the misjudgment of locally effective but globally ineffective strategies. Com-
pared with the conventional single-domain threshold-based alerting approach (Baseline B), the proposed method enabled more effective defense decisions
by integrating multi-domain information fusion, entropy-control objectives, and symmetric opponent modeling. Furthermore, the scenario reasoning demon-
strated the closed-loop coupling mechanism between the microscopic-level reasoning process and the macroscopic-level stage transition process in the hier-
archical game-theoretic model. The microscopic layer performed belief updating, opponent mirror modeling and reasoning, entropy evolution prediction,
and strategy selection within the current confrontation stage, while the resulting entropy evolution provided quantitative criteria for macroscopic-level stage
transition. This mechanism enabled the transformation from uncertainty quantification and strategic reasoning to decision-making and stage evolution, form-
ing a unified computational loop for multi-domain fusion confrontation.
Conclusions The proposed paradigm establishes an entropy-evolution-driven framework for constructing multi-domain fusion cybersecurity architectures.
Under this paradigm, defense evolution from kill-chain-oriented operations to kill-web-oriented architectures was interpreted through entropy control, where
defensive effectiveness was achieved through coordinated regulation of uncertainty across multiple domains. By integrating entropy-based uncertainty quan-
tification, dynamic modeling, and game-theoretic reasoning, the framework provides a mathematical basis for transforming cyberspace security decision-

making from experience-dependent approaches toward computable paradigms. Future research will focus on improving the parameterization of belief distri-
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butions and the tractability of entropy computation, advancing the structural identification and parameter acquisition of cross-domain uncertainty dynamics

models, and enhancing the real-time scalability of game-theoretic reasoning with large strategy spaces.

Key words: cybersecurity; multi-domain fusion; entropy evolution driven; entropy control theory; attack/defense entropy; multi-agent game
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