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Video content tampering identification technology based on key
frame extraction and DBSCAN

REN Fei
(State Information Center, Beijing 100045, China)

Abstract: To solve the problem of a large amount of human resource consumption caused by tampering
with video content review and screening, a technique for identifying tampered content in videos is proposed
in this paper. First, key frames are extracted by calculating inter—frame differences. Then, the locations of
tampering are determined through differential analysis between the key frames and the original frames.
Subsequently, based on the phenomenon of location association and semantic aggregation, the problems of
location dispersion and semantic dispersion are solved by the DBSCAN algorithm, which is caused by the
randomness of tampering with location and content structure. Finally, optical character recognition (OCR)
technology is applied to decipher the specific content that has been altered. Spatio—temporal position and
content identification of tampered video content are achieved by the proposed method, providing a solid
technical foundation for video content inspection in fields such as public safety, media, and business.
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Fig. 2 Schematic diagram of morphological transformation
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Table 2 Table of test result

M e ks mEsy
Rl [d] /min

F ' 1630 165 96.55 90.21 56.84
SeviE: 2419 1701 65.12 54.20 171.67
MSSIM @ 3103 869 91.87 74.25 185.36
®HRu 2521 226 93.33 91.60 68.68
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