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CONV-BiLSTM Intrusion Detection Method Based
on Mask Self-supervised Learning

WU Shiju+ , LIU Yi
(Department of Computer Science ,Guangdong University of Technology , Guangzhou, Guangdong 510006 ,China)

Abstract; A CONV-LSTM intrusion detection method based on mask self-supervised learning is proposed to address the
issue of imbalanced classification in intrusion detection datasets. Firstly, some labels in the training set are masked to im-
prove the predictive performance of the model. Then, convolutional attention autoencoder is used to reduce dimensionality
and reconstruct data features, extracting spatial features from the data. Combined with dual layer Bi-LSTM to extract tem-
poral features of data, achieving learning from coarse to fine granularity. At the same time. in response to the situation
where the number of attack types in the dataset is too small, it is proposed to use the balanced loss v2 loss function for train-
ing to increase the weight of a few types and improve their prediction recall rate. The experimental results on the UNSW-
NB15 dataset show that the accuracy of this method in binary and multi classification tasks reaches 96. 57 % and 86. 46 % ,
respectively. Compared to other methods, the method proposed in this article performs better in accuracy, detection rate,
false positive rate, and recall rate for various categories of data.
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