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Table 1 Improved GraphSAGE-MGAT algorithm
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Weight matrix: W* ; Nonlinear activation function: o ; Differentiable
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Fig. 3 Model structure diagram of GraphSAGE-MGAT algorithm
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Fig. 4 Intrusion detection model flow chart of GraphSAGE-
MGAT
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4.2 EHrIgtR

ASCE 3 DV R AR R FIWT R A B PR RE . A
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B, JHAPE A (FL) 2K W B AERI G EE, F1ER

# 2 SWaT Mrali e
Table2 Types of SWaT attack

Type of attack Attack times

Single Stage Single Point(SSSP) 26
Single Stage Multi Point( SSMP) 4
Multi Stage Single Point(MSSP) 2
Multi Stage Multi Point(MSMP) 4

i, RN PEREBUEF, AR A THE AT

TP
P= TP + FP (19)
TP
R= 2
TP + FN (20)
2XPxXR
o 23 EXR 1)
P+R

Horr, TP IR S BRI 1], FU 2 1E 47 FP 36 7m 52
BB A7), TN A2 1E 815 N 7R SEBRE B, 002 ) 3]
43 ELWHEREHWH

43.1 GraphSAGE-MGATH &Mkt NI IEA
SC Rk SR 0 P RE L K 0E IR T A 0 AL
GraphSAGE-GAT 5. ik Al fit H 2 3k i & 1 ALl 1y
GraphSAGE-MGAT #. % 5 SVM B ik | MLP 53k |
GCN %% . GraphSAGE -1k F 47 111 45 Bisf [ i 7 5
PG o FE YN ZRrr, AR A 200 ¥k, LUk RE R
32, %2 R 0.001, FE PRECR H softmax, FEAHL R
FEBORN B K . Zad SEg A3 0, Y REALR R o
5 I, BEAE 7E KL I R R AN AR P L R i A5 B AR 1 2
e, WA YRS B SR A B R [ S S, M Ak AR 1
Adam, B & T B R dropout £ AR B 1k L&, 1
2K oA 28 SURIG pRERC, 2% B30 A I 2 B T AR A
VAL TRARME AN 3 s .

12 3 AT, AR GON B3k HLAT H o A 2 off o6
(98.81%), b SVM vk T 3.43%, o MLP 5 5
th 2.34%, (HH AR 25 fr £ 1 I AH L SVM Bk £
2432 s, FERFHE AN T 85.12%; H MLP 3555 T fE i} R £
3525 s, FEATHE /N 199.8%. GraphSAGE %% 7 JIl 45
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F 3 ALY RET E] R 25 2R

Table 3 Training time and detection results of each algorithm

Algorithm Training time/s P/% R/% F1/%
SVM 2857 95.38 90.58 92.92

MLP 1764 96.47 93.03 94.72

GCN 5289 98.81 9726  98.03
GraphSAGE 246 89.85 91.32 90.58
GraphSAGE-GAT 285 97.89 95.28 96.57
GraphSAGE-MGAT 296 98.13 96.85 97.49

BOR AR TR KA, A GON Bk, B[] 47
FET 5043 s, FITRERT[AIIE > T 95.35%, {HH AR fE R
B 89.85%, MK T 8.96%, #1158 T 45 £ MY e i K .
GraphSAGE-GAT 575 7 I 2R 350R LRI RE AR 242 T,
H It GraphSAGE 5.1 Z #E 9% 39 s, XF b GCN 5%,
TEMERREE F HAE T 0.92%, miflifH 7 £k KiEEh
ML il # GraphSAGE-MAGT % 7% , 7£ GraphSAGE-
GAT S ALl |, SRR T T 0.24%, F1{EE T
T 0.92%. SEERFRMY, A SCEIEARGF AR T AR
I 22 5 Jr 7 1O 5503 1 R HE AR M, BN A AT AR £k
PN 2 il IV S

432 GraphSAGE-MGATH 5 R R H ks
S S T S T N V= N 7~ O i R A
GraphSAGE-MGAT %. 7% 5 SCH#k [16] H ) CrossFuN
Bk SCk [17] H A9 Time2Event 2vE . SCHk [18]
) TPAD % 4k . SCHk [19] " 9 Kohonen-IDS 5 75 i
TR, DL RSB T4 EdR4E SWaT bifffT 15
BRIGUE, X L5 RN 4 PR

F 4 RFIERAE TSRS SWaT LRI 45 5T 2 Xt Lt
Table 4 Comparison of detection results of different algorithms
on industrial control data set SWaT

Algorithm Pl% RI% F1/%
CrossFuN 96.49 94.22 95.34
Time2Event 92.41 71.20 80.43
TPAD 92.52 92.00 92.26
Kohonen-IDS 96.26 98.82 96.18
GraphSAGE-GAT 97.89 95.28 96.57
GraphSAGE-MGAT 98.13 96.85 97.49

i 2 4 7M1, A 3C GraphSAGE-MGAT 8. i
F1EAR L H A S A5 8] 7 W 48 v, Aok Uk, #
. CrossFuN B yE 425 T 2.15%, #H b Time2Event 3
B T 17.06%, [ TPAD B4R & T 5.23%, Lt

Kohonen-IDS 3% 5 T 1.31%, B IZA EEANEZ
R 7 T H AT A PR RE

5 #FRIE

AR SR X Tl ARSI o B8 0 o K, R 2 I i)
Ko, Bdim 42 FRAE RIS 22, 52 i G 0 o 0 B Y I, 42
T —Fh 3T GraphSAGE Fll GAT 45 & 1955 . F)
FHBEAL S ASCRAE 0 J7 2, BRI R 40, S THI ZRak
R gl AT BRI LS, 82 2] 05 8 AL
T, i AN B A b A R B S AR AE M
SBo AT R T R VAN R, B SR SRR
BRERIARE T, 38 T2k . fa A
SCEETE TR AE SWaT b #FFT 5210 0 iF, £ W%
SR A R WG B 8 A I 2 3 1y [ ), TR R LA e
YRG5
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Intrusion Detection Method of Industrial Control System Based on
GraphSAGE-MGAT

HU Yuming, WANG Huazhong
(Key Laboratory of Smart Manufacturing in Energy Chemical Process, Ministry of Education, East China University of
Science and Technology, Shanghai 200237, China)

Abstract: By integrating Graph Sample and Aggregate(GraphSAGE) and improved Graph Attention Network
(GAT), a neural-network-based industrial control intrusion detection is proposed to deal with the complex
characteristics of data features in industrial control intrusion detection. Firstly, the intrusion detection traffic data is
constructed as a graph structure, and GraphSAGE is used to sample and aggregate neighbor node information to obtain
the embedding vectors of nodes, reducing the spatial complexity of the graph structure and improving the efficiency of
processing large amounts of data. The improved multi-head attention mechanism is used to enrich the captured feature
information, calculate the correlation and importance between nodes, assign corresponding weights to each node, and
improve the classification accuracy. This method is verified on an industrial control data set, and the experimental
results show that it has better time efficiency and higher detection accuracy.

Key words: industrial control system; intrusion detection; GraphSAGE; GAT; graph structure
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