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With the rapid development of Artificial Intelligence of Things (AIoT) technologies, the security of Industrial 
Internet of Things (IIoT) data faces increasing challenges, particularly in time series anomaly detection. IIoT 
data are typically scarce in abnormal samples and noisy, making unsupervised learning a common solution. The 
security challenges of IIoT data in AIoT environments require robust unsupervised anomaly detection methods. 
While Variational Autoencoders (VAEs) excel in noise resilience, they face two critical challenges in IIoT data: 
difficulties in single-variable time-series modeling and conflicts between static prior assumptions and dynamic 
temporal features. To address these challenges, we propose the Greater Cane Rat Algorithm-enhanced Fourier

Wavelet Conditional Variational Autoencoder (GCRA-FWVAE). Our method introduces a time-frequency dual

branch architecture that synergistically combines wavelet transforms for localized transient feature extraction 
and Fourier transforms for global spectral characterization. These complementary representations jointly regulate 
the Conditional Variational Autoencoder (CVAE) reconstruction process, effectively preserving critical anomaly 
signatures while suppressing noise interference. The architecture is further optimized through bioinspired Greater 
Cane Rat Algorithm (GCRA) to improve adaptive learning capabilities. Extensive validation on the Yahoo 
benchmark indicates state-of-the-art performance, achieving an F1-score of 93.6% (an improvement of 4.5% 
over baseline VAEs) and a precision of 95.1%. These improvements significantly increase anomaly detection 
accuracy and robustness, particularly in the AIoT environment, where it effectively handles more complex and 
dynamic industrial data.

1. Introduction

With the development of AI technology and digital communication 
and networks infrastructures, the IIoT heavily relies on stable and re

liable transmission, collection, and processing of time-series data. The 
frequency domain analysis methods in digital communication and net

works provide valuable inspirations for time series anomaly detection by 
extracting periodic features, which increases the robustness of anomaly 
detection. Moreover, the development of digital communication has led 
to the unprecedented growth of industrial time-series data [1]. Unde

tected anomalies in industrial settings such as equipment malfunctions 
and process deviations may cause cascading failures with substantial 
economic losses and safety hazards. Because of the characteristic large

scale and periodic nature of the IIoT time series, and that existing 
anomaly detection methods cannot effectively use both periodic char
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acteristics and transient changes, the development of effective anomaly 
detection methods remains challenging.

Anomalies are outliers deviating substantially from the domi

nant distribution in magnitude, statistical properties, or inherent pat

terns [1--3]. The evolution of time series anomaly detection has evolved 
through three distinct phases: (1) Statistical Process Control (SPC) with 
threshold-based rules; (2) machine learning models employing Support 
Vector Machines (SVMs) and Isolation Forests; (3) deep neural networks 
that capture complex temporal dependencies. As a fundamental safe

guard for IIoT systems, these methods identify operational deviations 
that may indicate critical equipment failures or cyber-physical attacks 
[2].

Recently, numerous anomaly detection methods have been proposed 
in the field of IIoT. Informer [4] reduces the computational complex

ity to 𝑂(𝐿 log𝐿) through ProbSparse self-attention, enabling effective 
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capture of long-term dependencies in sequences. Additionally, Informer 
employs self-attention distilling to compress the sequence length pro

gressively while preserving the most representative features. However, 
because ProbSparse self-attention is based on the long-tail assumption 
of attention distribution, it may overlook critical information in sce

narios with uniformly distributed dependencies. TimesNet [5] employs 
the Fast Fourier Transform (FFT) to extract multiple periodicities from 
time series, folding the one-dimensional data into two-dimensional ten

sors and thereby capturing spatio-temporal features both within periods 
(short-term variations) and across periods (long-term trends). However, 
TimesNet’s reliance on the FFT to identify prominent cycles entails high 
computational requirements, and its 2D transformation may fail in the 
presence of random fluctuations, resulting in degraded performance. 
Anomaly Transformer [6] uses a dual-branch attention mechanism to 
capture both local and global dependencies through prior-association 
and series-association. However, the prior-association branch relies on 
a unimodal Gaussian distribution assumption, which limits its ability 
to handle anomalies characterized by multi-periodic superposition or 
abrupt changes. Moreover, the dual-branch attention design incurs a 
high computational cost.

The inherent rarity of anomalies in industrial time series [7] cre

ates fundamental challenges for data annotation and supervised model 
training [8]. This situation results in the prevalence of unsupervised 
methods [9--11]. Contemporary deep learning approaches primarily 
use two strategies: prediction-based methods use prediction errors as 
anomaly scores by forecasting future values [12], and reconstruction

based techniques that detect deviations through input reconstruction 
[9,11,13,6]. However, prediction-based approaches have inherent lim

itations in anomaly sensitivity and often misclassify deviant instances 
as regular prediction residuals. Moreover, these methods exhibit in

sufficient adaptability to periodic patterns inherent in industrial time 
series and limited robustness to data distribution shifts. In contrast, 
reconstruction-based methodologies address these constraints by estab

lishing latent distribution representations, thereby enhancing feature 
adaptability while effectively mitigating noise interference. This mecha

nism significantly increases detection accuracy through comprehensive 
distribution modeling. Reconstruction methods such as VAEs encode 
time-series data into latent representations through joint optimization 
of the reconstruction loss and the Kullback-Leibler (KL) divergence. By 
decoding these representations to reconstruct the original input, VAEs 
effectively capture intrinsic data structures, enabling anomaly detection 
through reconstruction error analysis or latent space probability diver

gence.

While the reconstruction-based VAE has theoretical advantages for 
industrial anomaly detection, their practical implementation in IIoT 
environments face three fundamental challenges that existing studies 
inadequately address:

Challenge 1: Single-variable time series in IIoT systems present 
unique modeling difficulties compared with their multivariate 
counterparts.

The absence of cross-sensor correlations increases the sensitivity to 
noise interference while reducing the amount of available contextual in

formation. This approach requires specialized architectures capable of 
extracting robust time - series features without over-relying on hand

crafted feature engineering.

Challenge 2: Static prior assumptions versus dynamic temporal pat

terns. 

Industrial time series inherently exhibit non-stationary characteris

tics due to evolving operational conditions, such as equipment degrada

tion and production demand fluctuations. Conventional VAEs impose a 
static Gaussian prior 𝑝(𝑧) = (0, 𝐼) over the latent space, enforcing an 

artificial stationarity constraint through the KL divergence term in their 
objective function:

𝑉 𝐴𝐸 = 𝔼𝑞𝜙(𝑧|𝑥)[log𝑝𝜃(𝑥|𝑧)] − 𝛽𝐷𝐾𝐿(𝑞𝜙(𝑧|𝑥)‖𝑝(𝑧)) (1)

Consequently, this formulation fundamentally conflicts with the dy

namic nature of industrial processes where the optimal latent repre

sentation 𝑧∗
𝑡

should evolve over time 𝑡 to accommodate shifting data 
distributions.

1. Periodic pattern drift: Gradual changes in signal periodicity result 
in increased reconstruction errors for normal samples.

2. Amplitude non-stationarity: Baseline shifts exceeding 2𝜎 of the 
training data distribution cause false positives.

Challenge 3: Hardly capturing long-term periodic patterns and 
short-term trends simultaneously.

Despite the demonstrated efficacy of VAE in reconstructing tempo

ral patterns for anomaly detection, the existing architectures includ

ing CVAE variants face inherent limitations when industrial univariate 
time series characterized by multi-scale temporal dependencies are in

volved. A critical challenge is capturing long-term periodic patterns and 
short-term trends deviations simultaneously within a unified latent rep

resentation. The reconstruction capability of the model is constrained by 
insufficient granularity in temporal feature extraction to preserve high

frequency local trends, and limited receptive fields that fail to encode 
sustained periodic dependencies spanning extended operational cycles. 
This dual-scale modeling deficiency becomes particularly pronounced 
in IIoT scenarios where both machinery periodicity and transient equip

ment degradation patterns must be precisely characterized for reliable 
anomaly identification.

In this paper, the GCRA-FWVAE method for unsupervised anomaly 
detection in univariate time series. First, we decompose time-series data 
from a time-frequency perspective, extract the time-frequency domain 
features, and use them as the conditional input for the CVAE. Second, 
in the training phase, we use the GCRA [14] to adjust the parameters of 
the CVAE adaptively using frequency domain features. After the training 
phase, we use the optimal FWVAE to detect anomalies. The applicabil

ity of the model extends beyond the IIoT, suggesting the potential for 
broader domain adaptation.

The main contributions are outlined as follows:

• We propose a dual-domain feature fusion framework. The frame

work combines Fast Fourier Transform and Discrete Wavelet Trans

form (DWT) to jointly capture global periodic patterns and localized 
trends anomalies in industrial univariate time series. The frame

work effectively addresses the multi-scale characteristics of indus

trial fault patterns and the conflict between static prior assumptions 
and dynamic temporal patterns.

• We use the GCRA to optimize the network parameters of our FW

VAE model. The algorithm simulates the foraging behavior of the 
greater cane rat during both mating and non-mating seasons. In the 
training phase, the GCRA can tune the parameters of the FWVAE 
and adaptively minimize reliance on manual intervention.

• We propose a time-frequency domain anomaly detection method 
for univariate time series based on the FWVAE in an unsupervised 
study. We also provide corresponding theoretical analysis. The re

sults indicate that the GCRA-FWVAE method is more effective than 
other methods.

2. Related works

Unsupervised time series anomaly detection has become a critical 
research field for industrial cyber-physical systems. Particularly in IIoT 
environments, the application of unsupervised time series anomaly de
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tection to univariate sensor data monitoring has proven to be indis

pensable for maintaining operational continuity [15]. Undetected equip

ment anomalies may cause cascading failures, resulting in production 
downtime, compromised product quality, and operational safety haz

ards [16].

2.1. Statistical methods

SPC forms the foundation of conventional anomaly detection frame

works. Zheng et al. [15] pioneered a hybrid approach that integrates 
statistical hypothesis testing with fuzzy set theory, increasing detec

tion robustness through probabilistic-fuzzy decision boundaries. How

ever, SPC-based methods fundamentally rely on Gaussian distribution 
assumptions, a condition frequently violated in real-world industrial 
data streams. This limitation becomes particularly pronounced in non

stationary processes. These processes have time-varying statistical prop

erties, which often yielding elevated false-positive rates during distribu

tion shifts.

2.2. Machine learning methods

The advent of IIoT big data has catalyzed the adoption of machine 
learning techniques. As a density-based method, the Local Outlier Fac

tor (LOF) [16] has enabled neighborhood-aware anomaly scoring via 
local density comparisons. Owing to its increased sensitivity to con

textual anomalies, the LOF has three inherent limitations for industrial 
time series: (1) Quadratic computational complexity that hinders real

time deployment; (2) Sensitivity to neighborhood parameter 𝑘 selection; 
(3) Inadequate handling of temporal dependencies between successive 
measurements. Subsequent improvements through ensemble variants 
partially addressed these issues but remained constrained by shallow 
feature representations.

2.3. Deep learning methods

Recently, deep learning has been widely applied in anomaly de

tection and has significantly increased detection performance. Siffer 
et al. proposed the SPOT [17] method, which implements an adap

tive detection framework for streaming data based on Extreme Value 
Theory (EVT), to address the limitations of traditional methods that 
rely on static assumptions and human intervention. However, the SPOT 
method is based on a strong distribution assumption. In the context of 
the industrial internet, the data distribution is often complex and non 
- stationary. Ren et al. proposed the SRCNN [18] model by integrating 
the Spectral Residual (SR) analysis with Convolutional Neural Networks 
(CNN) [18]. The methodology extracts the logarithmic amplitude spec

trum from input signals. It then computes spectral residuals to highlight 
anomalous patterns. Finally, it uses CNN-based classification to increase 
anomaly detection accuracy through hierarchical feature learning. How

ever, the performance of this method heavily relies on the manual se

lection of thresholds and the configuration of sliding windows. Zhang 
et al. proposed a decomposition-based framework TFAD [19] based on 
time-frequency analysis. By integrating time-frequency domain informa

tion, introducing a time-series decomposition module, and employing 
multi-type data augmentation, the framework enhances the detection 
performance in complex time-series anomalies. However, the fixed win

dow size is inadequate for handling anomalies of varying lengths, and 
the frequency-domain sharing, which relies solely on DFT, may result in 
the loss of the local frequency-domain information, such as short-term 
anomalies. Zhou et al. proposed the Informer method [4], which re

duces the time complexity through the ProbSparse self-attention mecha

nism and compresses sequence length layer by layer using self-attention 
distilling. Moreover, they retain dominant attention features and sig

nificantly reduce memory consumption. However, the ProbSparse self

attention mechanism relies on the ``long-tail assumption of attention 

distribution'' and fails under scenarios with uniform sequential depen

dencies. Xu et al. proposed the Anomaly Transformer model [6], in

troducing an attention mechanism comprising two branches designed 
to model prior associations and sequential dependencies. The method 
can capture both local and global relational information effectively. 
However, the mechanism relies on self-attention to capture associations 
within time series data, which may have limited robustness to noise in 
industrial environments. Kieu et al. introduced the Variational Quasi

Recurrent Autoencoders (VQRAE) model [20], which employs Quasi

Recurrent Neural Networks (QRNNs) to capture temporal dependencies 
within time-series data. The model uses 𝛼, 𝛽, and 𝛾 divergences as ob

jective functions, leveraging their insensitivity to outliers to increase 
robustness when training data are contaminated.

The methodological evolution reveals distinct suitability across 
data regimes: traditional statistical approaches exhibit efficacy for sta

ble processes with Gaussian assumptions and limited-scale industrial 
data; machine learning methods, particularly density-based techniques 
achieve moderate success in contextual anomaly detection for low

dimensional temporal data but struggle with high-dimensional nonlin

ear dynamics. Deep learning architectures excel in large-scale, high

dimensional industrial scenarios with complex temporal dependencies. 
Furthermore, adaptive streaming techniques from extreme value theory 
and noise-robust training paradigms provide critical insights for han

dling non-stationary distributions and contaminated sensor data. These 
cross-domain advancements collectively inform the design of industrial

specific anomaly detectors.

2.4. Swarm optimization algorithms

Recently, swarm optimization algorithms have been widely used 
to optimize model parameters. These algorithms search for parameter 
combinations by continuously optimizing the combinations via the in

dividuals in the population to obtain the optimal configuration.

The Particle Swarm Optimization (PSO) [21] is distinguished by its 
simple underlying principle and the small number of parameters needed, 
enabling comparatively rapid convergence. However, PSO has limited 
local-exploration capability; as a result, it is susceptible to premature 
convergence, and its performance is highly sensitive to the parameter 
configuration. The Sparrow Search Algorithm (SSA) [22] emulates spar

rows’ foraging and anti-predation behaviors, dividing the population 
into three functional roles to search for a global optimum. Owing to its 
strong global-optimization ability, the SSA is unlikely to be trapped in 
local optima. However, the computational cost of the SSA is high, and it 
is highly sensitive to the quality of the initial population. The Kepler Op

timization Algorithm (KOA) [23] emulates the elliptical trajectories of 
planets orbiting the sun and couples gravitational attraction with ve

locity updates to facilitate vast exploration of the search space. The 
global-search capability of the KOA is strong, and it converges rapidly. 
Its parameters possess clear physical interpretability. Nevertheless, the 
algorithm is susceptible to premature convergence, and its theoretical 
underpinnings remain insufficiently analyzed.

3. Theories and definitions

In this section, we introduce the fundamental theories required of 
the GCRA-FWVAE. First, the VAEs and CVAEs are introduced. Second, 
we will describe the frequency feature extraction step. Last, the GCRA 
are introduced.

3.1. VAEs and CVAEs

Variational autoencoders are generative models that aim to maxi

mize the log-likelihood of the observed data log𝑝(𝐱). However, due to 
the infeasibility of direct computation, variational inference is used to 
approximate the true value 𝑝(𝐳|𝐱) from the posterior distribution 𝑞(𝐳|𝐱). 
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Fig. 1. The global-local feature extraction module. 

The Evidence Lower Bound (ELBO) is obtained via Jensen’s inequality, 
it is presented in Equation (2).

log𝑝(𝐱) = log𝔼𝑞(𝐳|𝐱)
[
𝑝(𝐱, 𝐳)
𝑞(𝐳|𝐱) 

]
≥ 𝔼𝑞(𝐳|𝐱)

[
log 𝑝(𝐱, 𝐳)

𝑞(𝐳|𝐱) 
]

(Jensen’s Inequality)

= 𝔼𝑞(𝐳|𝐱)[log𝑝(𝐱|𝐳)] −𝐷KL[𝑞(𝐳|𝐱)‖𝑝(𝐳)]
(2)

where 𝔼𝑞(𝐳|𝐱)[log𝑝(𝐱|𝐳)] represents the expected log-likelihood of the 
data given the latent variable [24], which corresponds to the recon

struction error. The mathematical essence of the Kullback-Leibler (KL) 
divergence is distribution alignment, which acts as a regularizer during 
model training and prevents the VAE from degenerating into an ordi

nary autoencoder. Additionally, it helps avoid posterior collapse [25].

In VAEs, the prior distribution is typically chosen to be a standard 
normal distribution. The variational distribution is parameterized by the 
encoder network and is often assumed to be a diagonal Gaussian with 
the mean 𝝁 and variance 𝝈2. The equation of the two distributions of 
KL divergence is shown in Equation (3).

𝐷KL =
1
2

𝑑∑
𝑖=1 

(
𝜎2
𝑖
+ 𝜇2

𝑖
− 1 − log𝜎2

𝑖

)
(3)

where 𝑑 represents the dimension latent space dimension. This expres

sion quantifies the difference between the approximate posterior and 
the prior, penalizing deviations from the standard normal distribution.

The reparameterization trick is used to enable backpropagation 
through random sampling. Let 𝐳 be the latent variable and 𝝐 be the ran

dom noise, with the reparameterization formula presented as follows:

𝐳 = 𝝁+ 𝝈 ⊙ 𝝐, 𝝐 ∼ (0, 𝐈) (4)

The original random sampling process is transformed into standard nor

mal distribution sampling and derivable linear transformation, which 
makes the sampling process and model parameters decouple, and then 
model parameters can be optimized through back propagation. Here, ⊙
denotes element-wise multiplication. This formula facilitates the opti

mization of the ELBO during training.

CVAEs extend the VAE via conditioning data and latent variables 
under extra conditions 𝐲. Similar to the VAE, the CVAE uses an ap

proximate posterior 𝑞(𝐳|𝐱,𝐲) and apply Jensen’s inequality to derive the 
conditional ELBO:

log𝑝(𝐱|𝐲) ≥ 𝔼𝑞(𝐳|𝐱,𝐲)
[
log
𝑝(𝐱, 𝐳|𝐲) 
𝑞(𝐳|𝐱,𝐲)

]
= 𝔼𝑞[log𝑝(𝐱|𝐳,𝐲)] −𝐷KL[𝑞(𝐳|𝐱,𝐲)‖𝑝(𝐳|𝐲)] (5)

In CVAEs, the conditional prior 𝑝(𝐳|𝐲) is independent of the original 
data and is a standard normal distribution,  (𝟎, 𝐈). Under this assump

tion, the KL divergence equation is presented as follows:

𝐷KL[𝑞(𝐳|𝐱,𝐲)‖𝑝(𝐳)] = 1
2

𝑑∑
𝑖=1 

(
𝜎̃2
𝑖
+ 𝜇̃2

𝑖
− 1 − log 𝜎̃2

𝑖

)
(6)

where 𝜇̃ and 𝜎̃ represent the parameters output by the conditional en

coder network. This form mirrors the VAE KL divergence but incorpo

rates the conditioning information 𝐲 into the encoder’s parameters.

The structural differences between the VAE and the CVAE can be 
formalized using probabilistic graphical models:

• VAE: 𝐱↔ 𝐳 (undirected conditional dependence)

• CVAE: 𝐲→ 𝐳↔ 𝐱 (explicit conditional dependence)

3.2. Global-local feature extraction

Variational autoencoders are commonly used in anomaly detection 
because of their reconstruction and generative capabilities. However, 
like other anomaly detection models, they often struggle to capture ef

fectively both global periodic features and local transient characteristics 
in an industrial context. Additionally, the core assumptions of VAEs are 
based on stationary data, which conflicts with the non-stationary na

ture of data affected by equipment aging or temperature changes in an 
industrial context.

The condition information, denoted by variable 𝑘, is typically de

rived from raw data or measurements thereof. However, the raw data 
features are vulnerable to industrial noise and may not adapt well to 
dynamic changes, making it challenging to capture evolving trends 
effectively. This paper proposed a novel method for extracting time

frequency domain features from condition information and inputs it to 
the CVAE. Our main idea is as follows: During anomaly detection, in 
the condition extraction phase, a frequency-domain method is employed 
to simultaneously extract both the global and local features from time

series data. Then, we combine the features as condition information and 
input condition information into the VAE. This approach overcomes the 
limitation of the VAE in capturing global periodic features and local 
transient characteristics inherent in time-series data within the IIoT con

text. Furthermore, the approach improves the ability of the model to 
handle the non-stationarity and multi-noise issues commonly encoun

tered in the IIoT context.

The structure of the condition information extraction module is 
shown in Fig. 1.

In Fig. 1, the parameter 𝐗 represents the raw time-series sequence. 
The first step in the process is condition extraction, which involves di

viding the time series into overlapping subsequences using the sliding 
window approach. Specifically, the size of the window is 𝑘, and the win

dow moves with a stride of 1, meaning that the window shifts by 1 unit 
for each step. Mathematically, the sliding window principle can be de

scribed as follows:

𝐗𝑠𝑤 = {𝑥[𝑖 ∶ 𝑖+ 𝑘] ∣ 𝑖 = 1,2,3,… ,𝑊 − 𝑘+ 1} (7)

where:
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Fig. 2. The global features extraction. 

• 𝑥 ∈ℝ1×𝑊 represents the original time series with a length of 𝑊 .

• 𝐗𝑠𝑤 ∈ ℝ𝑛×𝑘 represents the subsequences extracted from the raw 
sequence, where 𝑛 =𝑊 − 𝑘 + 1 represents the number of subse

quences (because the window slides by 1 unit for each step), and 
each subsequence 𝑥[𝑖 ∶ 𝑖+ 𝑘] ∈ℝ1×𝑘 has a length of 𝑘.

Here, 𝑛 refers to the number of subsequences that can be extracted 
from the original sequence based on the sliding window, and the length 
of the subsequence is denoted as 𝑘, which is defined by the window size. 
The sliding window divides the time series into 𝑛 overlapping subse

quences, and each subsequence contains 𝑘 consecutive data points. The 
window shifts by 1 unit at each step, ensuring that the subsequences are 
highly overlapping. If the total length 𝑊 is not divisible by 𝑘, padding 
techniques will be applied to ensure that the last subsequence can be 
extracted.

3.2.1. Global frequency features extraction

When the subsequences 𝑓𝑋𝑠𝑤 are obtained, the global frequency 
features are extracted from each subsequence using a global frequency 
feature extraction function 𝐿𝐺 . The global frequency features capture 
the frequency components from smaller segments of the time series. The 
global frequency feature extraction can be expressed mathematically as:

𝑓𝑔𝑙𝑜𝑏𝑎𝑙 =𝐿𝐺(𝐗𝑠𝑤) (8)

where 𝑓𝑙𝑜𝑐𝑎𝑙 ∈ℝ1×𝑑 represents the feature vector for each subsequence, 
and 𝑑 denotes the dimension of the extracted local frequency features.

The specific structure of the global frequency domain feature ex

traction module is shown in Fig. 2. In this process, we utilize the FFT 
to extract global features from the time-series data [26], which is ex

pressed by the following equation:

𝐹 (𝑋)[𝑘] =
𝑇−2∑
𝑡=0 
𝑋[𝑡] ⋅ 𝑒−2𝜋𝑖𝑡𝑘∕(𝑇−1), 𝑘 = 0,1,… ,

⌊
𝑇

2 

⌋
(9)

In Equation (9), the complex exponential term 𝑒−2𝜋𝑖𝑡𝑘∕(𝑇−1) repre

sents the projection basis function of the frequency components in the 
time-frequency space, with 𝑘 denoting the normalized frequency index. 
The complex spectrum output by the FFT encodes the amplitude and 
phase information of frequency components through its real part and 
imaginary part, respectively. The amplitude is calculated as the modu

lus of the complex number, and the phase is determined by its argument. 
For a real-valued signal of length 𝑁 , the number of effective frequency 
components is 𝐾 =

⌊
𝑇

2 
⌋
+ 1.

To construct a comprehensive frequency domain representation, we 
establish a dual-channel feature fusion mechanism:

𝐹global = Concat[Re(𝐹 (𝑋)), Im(𝐹 (𝑋))] (10)

This approach overcomes the limitation of conventional spectrum anal

ysis, which disregards phase information, thereby preserving the full 
Hilbert space characteristics.

The feature embedding process employs a parameterized nonlinear 
projection:

𝑓global = tanh(𝐖emb ⊙𝐹global + 𝐛emb) (11)

In Equation (11), 𝐖emb represents a learnable frequency domain fil

ter bank, 𝐛emb denotes the bias term, and the tanh activation function 

Fig. 3. The local feature extraction. 

is used for feature normalization. The experimental results show that 
this frequency domain embedding strategy effectively decouples the pe

riodic components of the signal, capturing long-term dependencies and 
global periodic features in time-series data. Furthermore, its spectral en

ergy focusing property uses a constrained prior for variational inference, 
providing essential global contextual information for subsequent con

ditional variational autoencoders. The proposed method exhibits two 
salient advantages:

• Physical consistency: Strict adherence to Parseval’s theorem guar

antees time-frequency information equivalence.

• Anomaly discriminability: Combined amplitude-phase features 
sensitively detect both energy mutations and precursor phase dis

tortions.

The global frequency features are extracted via the FFT not only reflect 
the frequency composition of the signal but also reveal the energy distri

bution of the time-series data across different frequencies. This informa

tion is particularly vital for anomaly detection tasks, because anomalies 
often present as significant changes in frequency domain features. By 
combining the real and imaginary parts in the feature representation, 
the model gains a more comprehensive understanding of the frequency 
characteristics of the data, thereby increasing the robustness of anomaly 
detection.

3.2.2. Local frequency features extraction

In addition to the global frequency features extraction module, the 
local frequency feature extraction module captures the detailed fre

quency trends across the sequence. The local frequency feature extrac

tion is mathematically represented as follows:

𝑓𝑙𝑜𝑐𝑎𝑙 =𝐿𝐹 (𝑥) (12)

where 𝑓𝑙𝑜𝑐𝑎𝑙 ∈ ℝ1×𝑑 represents the local frequency feature vector, and 
𝑑 denotes the dimension of the local frequency features. This extraction 
is performed by applying the DWT to the sequence:

In the local frequency domain feature extraction module, the de

tailed architecture is shown in Fig. 3. We apply the wavelet transform, 
leveraging its time-frequency localization and multi-scale analysis to 
capture the multi-scale local frequency domain characteristics of time

series data and use a linear function after the DWT to obtain the deeper 
important frequency information that can reveal detailed trends. 

Specifically, the decomposition details of the wavelet transform are 
shown in Fig. 4. We perform 𝑗-level wavelet decomposition on the input 
sequence 𝑥, and the mathematical expression is presented as Equation 
(13):

𝑐𝐴1[𝑛] =
∑
𝑘 
ℎ[𝑘]𝑥[2𝑛− 𝑘]

𝑐𝐷1[𝑛] =
∑
𝑘 
𝑔[𝑘]𝑥[2𝑛− 𝑘]

𝑐𝐴2[𝑛] =
∑
𝑘 
ℎ[𝑘]𝑐𝐴1[2𝑛− 𝑘]

𝑐𝐷2[𝑛] =
∑
𝑘 
𝑔[𝑘]𝑐𝐴1[2𝑛− 𝑘] (13)
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Fig. 4. The condition information extraction model. 

⋮

𝑐𝐴𝑗 [𝑛] =
∑
𝑘 
ℎ[𝑘]𝑐𝐴𝑗−1[2𝑛− 𝑘]

𝑐𝐷𝑗 [𝑛] =
∑
𝑘 
𝑔[𝑘]𝑐𝐴𝑗−1[2𝑛− 𝑘]

where 𝑐𝐴𝑗 and 𝑐𝐷𝑗 denote the approximation coefficient and detail co

efficient respectively at the 𝑗-th level and ℎ[𝑘] and 𝑔[𝑘] represent the 
low-pass filter and high-pass filter. We choose Daubechies 8 (db8) as 
the mother wavelet due to its excellent localization properties and fre

quency resolution. The decomposition level, denoted as the level, is 4.

To fully leverage the multi-scale features, we concatenate the coef

ficients obtained from each decomposition level, {𝑐𝐴𝑗 , 𝑐𝐷𝑗 , 𝑐𝐷𝑗−1,… , 
𝑐𝐷1}, into a single feature vector. The proposed method effectively cap

tures both the low-frequency trend of the sequence through the approx

imation coefficients 𝑐𝐴𝑗 and high-frequency details at various scales 
using the detail coefficients 𝑐𝐷𝑘 . Additionally, to facilitate subsequent 
calculations, we adjust the length of the concatenated feature vectors 
according to the following formula:

𝑓local =

{
coeffs[∶ 𝑇 ] if len(coeffs) > 𝑇

repeat(coeffs,⌈ 𝑇

len(coeffs)
⌉)[∶ 𝑇 ] otherwise

(14)

Compared with traditional methods, the wavelet transform excels at 
preserving local time-frequency domain information, making it particu

larly effective for analyzing non-stationary time series in the industrial 
IoT context. Wavelet-based feature extraction methods can effectively 
capture time-frequency domain features of time series at different time 
scales, providing a rich local feature representation for anomaly detec

tion.

3.2.3. Fusion of local and global features

The fusion of global and local features is achieved through a dual

stream concatenation mechanism:

𝐟fused = [𝐟global; 𝐟local] ∈ℝ𝐵×1×2𝑑 (15)

In Equation (15), 𝑑 denotes the condition embedding dimension. This 
type of fusion has three advantages: The mechanism effectively cap

tures global periodic patterns and long-term dependencies while pre

serving local transient responses and time-frequency domain details. 
Additionally, the computational advantages of FFT (𝑂(𝑁 log𝑁)) and 
DWT (𝑂(𝑁)) ensure the real-time processing capability of anomaly de

tection. The multiresolution property of the wavelet transform enables 
the model to adapt to patterns at different scales.

The fused features will be input into the CVAE as condition vectors:

𝜇,𝜎 = Encoder(𝐗⊕ 𝐟fused) (16)

𝐗̂ = Decoder(𝐳⊙ 𝐟fused) (17)

where 𝑧 ∼ (𝜇,𝜎2) is sampled using the reparameterization trick.

3.3. Greater cane rat algorithm

In the training phase of the FWVAE network, numerous parameters 
must be tuned to fully extract the time-frequency domain features of 
the data. However, the large number of parameters in the FWVAE makes 
manual tuning both labor-intensive and time-consuming. Therefore, this 
paper proposed a parameter optimization method based on the GCRA 
to determine the optimal parameter settings for the FWVAE network.

4. GCRA-FWVAE anomaly detection method and realization

In this section, we present the GCRA-FWVAE method model and im

plementation process, and then we will analyze the time complexity of 
the FWVAE.

Recently, numerous optimization algorithms have been proposed, 
each exhibiting unique advantages and limitations. Compared with es

tablished the PSO [21], the SSA [22], and the KOA [23], the GCRA [14] 
demonstrates superior applicability in optimizing the multi-layer 1D 
Convolutional Neural Networks (1D CNN) structure within the encoder 
and decoder of the VAE. The PSO follows the current optimal solu

tion during the search and update process, with information flowing 
in one direction. While it is effective for continuous parameter opti

mization, it is prone to premature convergence on local optima and 
provides limited flexibility in handling inter-layer constraints. The KOA, 
inspired by physics, shows strong global search capabilities and main

tains parameter relationships, but it is computationally expensive and 
lacks special consideration for hierarchical structures. The SSA strikes a 
balance between exploration and exploitation through high population 
diversity, effectively avoiding local optima. However, the SSA requires 
complex parameter tuning, incurs significant resource overhead, and ex

hibits slow convergence. In contrast, the GCRA has distinct advantages 
in optimizing hierarchical structures. As a nature-inspired metaheuris

tic optimization algorithm, GCRA adapts well to hierarchical neural 
architectures. Its escape mechanism helps avoid local optima, and its 
computational efficiency ensures fast convergence while simplifying the 
parameter adjustment process.

In this study, we chose the negative value of the F1-score as the fit

ness function in the training phase of the FWVAE anomaly detection 
method. The dimensions of the 1D CNN layers in both the encoder and 
decoder are used as optimization objectives, followed by parameter opti

mization. This approach is suitable because of the unsupervised learning 
nature of FWVAE and the typically imbalanced data classes in anomaly 
detection tasks. In such cases, accuracy alone does not effectively reflect 
model performance. As the harmonic mean of precision and recall, the 
F1-score provides a more comprehensive evaluation of anomaly detec

tion performance. The realization of the GCRA is as follows:

• Initialize the optimization parameters and fitness function: Set

ting the population size and maximum number of iterations, and 
defining the fitness function as the negative F1-score of the CVAE 
model:

𝑓 = −𝐹1FWVAE(𝑋,𝑌 ) (18)

where 𝑋 denotes the input data and 𝑌 represents the ground truth 
labels.

• Initialize the population: The dimensional sizes of the two 1D 
CNN layers in the encoder of the VAE are defined as the objective 
function for optimization, and the search space is established ac

cordingly.

dim1 ∈ [𝑑𝑖𝑚1min, 𝑑𝑖𝑚1max]

dim2 ∈ [𝑑𝑖𝑚2min, 𝑑𝑖𝑚2max]
(19)

• Update individual positions using the foraging and escaping 
behaviors: In the exploration phase, when the rats leave their bur

rows in search of food, they follow traces of previous food sources 
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Fig. 5. The architecture of the FWVAE. 

or search for new food sources. The dominant male retains trail in

formation, whereas the psition of the other rats were adjusted on 
the basis of these data. During this stage of the motion simulation 
of the GCR, if the objective function value of another rat exceeds 
the current best value, it will become the new best value, and the 
positions of the other rats will be updated accordingly. If the ob

jective function value does not exceed the current best value, the 
rat will deviate from the position most suited for the GCR. The fi

nal step of the exploration phase reveals that the rat will migrate 
to a new location only if a better fitness value is found; otherwise, 
it will maintain its original path. The equation is as follows:

step =𝐴(2𝑟1 − 1)(𝑋best −𝑋𝑖) + 𝛽(2𝑟2 − 1) (20)

where 𝐴 = 𝛼𝑒−𝑡∕𝑇 represents the adaptive exploration coefficient, 𝛽
represents the development coefficient, and 𝑟1, 𝑟2 represent random 
numbers.

• Implementing group interaction: By simulating social behavior 
and information-sharing mechanisms of the GCR, the collaboration 
and position updating among individuals in the population are pro

moted, enabling efficient search and optimization of the problem.

𝑋new
𝑖

=𝑋𝑖 + 𝑟(𝑋best −𝑋𝑖) (21)

where 𝑟 represents the learning rate and 𝑋best represents the best 
solution found thus far.

• Updating the population based on the following criteria:

𝑋𝑖 =

{
𝑋new
𝑖
, if 𝑓 (𝑋new

𝑖
) < 𝑓 (𝑋𝑖)

𝑋𝑖, otherwise
(22)

• Checking convergence conditions:

– Early stopping if fitness improvement < 10−6 for 5 consecutive 
iterations

– Maximum number of iterations reached

– Optimal F1-score achieved

The optimization algorithm iteratively refines the FWVAE. When a con

vergence condition is met, the optimization process will terminate, and 
the optimal parameters of the FWVAE model will be returned.

4.1. The proposed framework

Anomaly detection is a critical component of industrial internet secu

rity. The VAEs, with their strong noise resistance and generative capabil

ities, have been widely applied in anomaly detection tasks. This paper 
proposed an anomaly detection method based on the GCRA-FWVAE, 
which effectively extracts both global and local features, as well as 
time-frequency domain information, from the data. The extracted time

frequency features are then incorporated into the VAE as condition 
information. During the training phase, the GCRA is employed to op

timize the model parameters, ensuring that the model achieves optimal 
performance. The architecture of the FWVAE is shown in Fig. 5.

The FWVAE performs the FFT on time-series data for frequency

domain analysis, thereby extracting frequency features to capture the 
global periodic patterns of the sequences. Simultaneously, the model 
applies the DWT to conduct time-frequency domain analysis, decom

posing the time series into sub-sequences of different frequency bands 
to capture local and multi-scale time-frequency features. Compared with 
pure time-domain analysis, time-frequency analysis provides a more 
comprehensive representation of a time series’ frequency composition. 
Time-frequency analysis can also provide better identification of peri

odic patterns and has stronger robustness to noise. In contrast to pure 
frequency-domain analysis, time-frequency analysis can retain local in

formation. It is allowed to analysis non-stationary signals and detect 
transient changes. The FWVAE can provide multi-scale analysis of uni

variate time series. By integrating the FFT and DWT, this time-frequency 
domain framework merges global frequency features with localized 
time-frequency features. The model offers a more comprehensive and 
powerful signal analysis approach for effectively processing time-series 
data.

Digital Communications and Networks 12 (2026) 405–416 

411 



X. Tao, H. Liu, W. Zhao et al. 

Fig. 6. The flow chart of the GCRA-FWVAE. 

4.2. Method design and implementation process

The flow chart for the GCRA-FWVAE anomaly detection method is 
presented as follows.

According to Fig. 6, the process of the GCRA-FWVAE anomaly de

tection method is outlined as follows:

1. The original data, such as filling missing, standardization data aug

mentation, are preprocessed.

2. The processed data are divided into a training set, a validation set 
and a test set. Then, the training set and validation are used in the 
training phase of the FWVAE for the next step.

3. The parameters of the GCRA, such as p and max iteration, are ini

tialized. The negative F1-score of the FWVAE model is defined as 
the fitness function of the GCRA. The GCRA optimizes the hyperpa

rameters of the FWVAE according to minimize the fitness function. 
After multiple iterations, the fitness function converges to its opti

mal value, and the best hyperparameters for the FWVAE model are 
identified.

4. The optimal hyperparameters will be selected as training parame

ters for the FWVAE model to obtain the best-performing FWVAE 
model.

Algorithm 1 presents the pseudocode for the anomaly detection 
method based on GCRA-FWVAE. In Algorithm 1, 𝑋 denotes the train

ing set, 𝑋𝑉 represents the validation set, 𝑋𝑆 indicates the test set, and 
𝑚 denotes the iteration of the GCRA, 𝑓 represents the fitness function 
of the GCRA, and 𝑝 indicates the variable determining the exploration 
or exploitation strategy.

4.3. Time complexity analysis

Time complexity is a fundamental metric for evaluating algorithm 
efficiency. In this section, we analyze the time complexity of the pro

posed FWVAE method.

In the encoder, the 1D CNN layers are employed. The computational 
complexity of the 1D CNN layer is determined by the formula 𝑂(𝑚 ×
𝑘 × 𝑐𝑖𝑛 × 𝑐𝑜𝑢𝑡), where 𝑚 represents the input length, 𝑘 denotes the filter 
size, 𝑐𝑖𝑛 indicates the number of input channels, and 𝑐𝑜𝑢𝑡 indicates the 
number of out channels. In the decoder, the architecture mirrors that of 
the encoder, which uses transposed 1D CNN layers. The computational 

Algorithm 1 GCRA-FWVAE anomaly detection method.

Input: Training set 𝑋(𝑥1, 𝑥2,… , 𝑥𝑙) , Validation set 𝑋𝑉 (𝑥𝑣1, 𝑥𝑣2,… , 𝑥𝑣𝑖) and 
Test set 𝑋𝑆(𝑥𝑠1, 𝑥𝑠2,… , 𝑥𝑠𝑗 )
Output: Optimal FWVAE architecture parameters 𝑃 (𝑑𝑖𝑚1, 𝑑𝑖𝑚2)

1: Initialize the parameters of the FWVAE and GCRA.

2: 𝑓 ← −𝐹1FWVAE(𝑋,𝑌 )
3: Select the fittest parameter combination as the domain male GCR

4: Update the global best solution

5: Update the remaining GCRs on the basis of the position

6: for 𝑖 = 1 to 𝑚 do

7: Determine behavior:

8: if 𝑟𝑎𝑛𝑑() > 𝑝 then

9: Exploration phase

10: else

11: Exploitation phase

12: end if

13: Evaluation of the fitness of each GCR on the basis of a new position

14: Update search agent

15: Update global best solution

16: Select a new parameter combination as the domain male GCR

17: end for

18: return Optimal FWVAE architecture parameters 𝑃 (𝑑𝑖𝑚1, 𝑑𝑖𝑚2)

complexity of each transposed convolutional layer can be expressed as 
𝑂(𝑚× 𝑛× 𝑘× 𝑐𝑖𝑛 × 𝑐𝑜𝑢𝑡), where 𝑚 denotes the input length, 𝑛 represents 
the output length, 𝑘 represents the size of the convolution kernel, 𝑐𝑖𝑛
indicates the number of input channels, and 𝑐𝑜𝑢𝑡 denotes the number of 
output channels. The expression of the total number of operations is the 
addition of 𝑇 (𝑖× (𝑛+1)×𝑚× 𝑘× 𝑐𝑖𝑛 × 𝑐𝑜𝑢𝑡), where 𝑖 represents the total 
number of layers of the encoders of the FWVAE [27].

In the global-local feature extraction module, the FFT is employed 
as the global feature extraction method, the computational complexity 
is determined by 𝑂(𝑁 × log𝑁). To analyze the input data at multiple 
scales, we apply the DWT to decompose the data up to its maximum 
feasible level, and the computational complexity of the DWT can be ex

pressed as 𝑂(𝑁 × log𝑁). The total number of operations in the module 
is 𝑂(2 ×𝑁 × log𝑁) [27].

As discussed above, the computational complexity of the GCRA

FWVAE is 𝑂(𝑁 ×log𝑁 +(𝑛+1)×𝑚×𝑘× 𝑐𝑖𝑛× 𝑐𝑜𝑢𝑡). The GCRA-FWVAE’s 
total number of operations is 𝑇 (2×𝑁 × log𝑁 + 𝑖× (𝑛+1)×𝑚×𝑘× 𝑐𝑖𝑛 ×
𝑐𝑜𝑢𝑡).
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Table 1
Software and hardware environment configuration infor

mation table.

Device name Configuration 
CPU AMD EPYC 9754 128-Core 1.5  KMHz 
GPU NVIDIA RTX4090D 24564  MiB 
Operating system Linux 
Python version 3.8 
VScode version 1.97.2 

5. Experiment

In this section, we provide the experimental results of our GCRA

FWVAE method.

5.1. Experimental environment

The experimental software and hardware configuration information 
is shown in Table 1.

5.2. Dataset

In our experiments, we use the Yahoo dataset for time series anomaly 
detection. This dataset was released by Yahoo LABS. It is a collection of 
various domains time-series data with different trends, noise and sea

sonality. The domains included are as follows:

1. Server and network performance metrics: time-series data such 
as CPU usage, memory utilization, network bandwidth, latency, and 
packet loss rates.

2. Sensor data: Continuous measurements from IoT devices, includ

ing temperature, pressure, and acceleration sensors.

3. Production process data: Time-ordered data that capture equip

ment operating parameters, product quality indicators, and produc

tion efficiency metrics within industrial manufacturing processes.

To maintain the temporal integrity of the time-series data and en

sure comprehensive experimental analysis, we use the entire dataset. In 
alignment with common practices in time-series analysis, we divide the 
data into training, validation, and test sets, allocating 70%, 20%, and 
10% of the data, respectively.

5.3. Performance measure

In this experiment, we evaluate the anomaly detection performance 
of the FWVAE using the 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛, 𝑅𝑒𝑐𝑎𝑙𝑙, and 𝐹1 𝑆𝑐𝑜𝑟𝑒 indicators to 
evaluate the effectiveness of our method.

• True Positive (𝑇𝑃 ): The number of positive samples correctly clas

sified as positive [28];

• False Positive (𝐹𝑃 ): The number of negative samples incorrectly 
classified as positive [28];

• True Negative (𝑇𝑁): The number of negative samples correctly 
classified as negative [28];

• False Negative (𝐹𝑁): The number of positive samples incorrectly 
classified as negative [28];

Precision: Ratio of true positives to predicted positives.

Precision = 𝑇𝑃 
𝑇𝑃 + 𝐹𝑃

(23)

Recall: Ratio of true positives to actual positives.

Recall = 𝑇𝑃 
𝑇𝑃 + 𝐹𝑁

(24)

Fig. 7. Comparison of anomaly detection performance after optimization with 
different algorithms.

Fig. 8. Evaluation of the FWVAE performance across different encoder layer 
depths.

F1-score: Harmonic mean of precision and recall.

F1_score = 2 × Precision × Recall

Precision + Recall
(25)

5.4. Experimental result

In this section, we evaluate the effectiveness of the proposed GCRA

FWVAE method.

The F1-score, defined as the harmonic mean of precision and re

call, provides a comprehensive assessment of anomaly detection perfor

mance. Fig. 7 shows the F1-scores of various models, including GCRA

FWVAE, KOA-FWVAE, SSA-FWVAE, and PSO-FWVAE.

As depicted in Fig. 7, our GCRA-FWVAE model achieves the high

est F1-score among the evaluated models, demonstrating its superior 
performance in anomaly detection tasks. In the condition information 
extraction stage, we employ time-frequency domain feature extraction. 
To preserve the integrity of these features, we select the 1D CNN over 
traditional Recurrent Neural Networks (RNNs), such as Long Short-Term 
Memory (LSTM) networks in the codec. Integrating LSTM could disrupt 
the extracted time-frequency domain features. Therefore, 1D CNNs are 
selected to extract deeper time-frequency domain features effectively. 
In multi-layer networks, the GCRA offers distinct advantages because it 
adapts to hierarchical neural architectures better. Its escape mechanisms 
effectively avoid local optima, increasing computational efficiency and 
ensuring rapid convergence.

Furthermore, in this study, we evaluate the performance of the pro

posed GCRA-FWVAE method by analyzing the F1-scores of models with 
various the 1D CNN layers. Fig. 8 presents a comparison among mod

els with 1, 2, and 3 layers, all trained using parameters optimized by 
the GCRA. As shown in Fig. 8, the F1-score of the 2 layer architecture 
is higher than that of the 1 layer and 3 layer architectures. This result 
suggests that employing a 2-layer 1D CNN in this study effectively cap
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Fig. 9. Comparison of convergence iterations and time consumption across dif

ferent optimization algorithms.

Table 2
Comparison of the effectiveness of different methods on 
the Yahoo dataset.

Method Precision Recall F1-score 
SPOT 0.572 0.328 0.417 
SRCNN 0.7638 0.8655 0.7657 
DONUT 0.6670 0.8791 0.6702 
TimesNet 0.8744 0.9247 0.8745 
DCdetector 0.2743 0.7089 0.3045 
FCVAE 0.9698 0.8531 0.9077 
Anomaly Transformer 0.358 0.7121 0.3054 
Informer 0.7470 0.6170 0.7070 
VQRAE 0.7060 0.3990 0.5100 
AutoEncoder 0.7124 0.7992 0.6740 
TFAD 0.8840 0.7390 0.8050 
LOF 0.6227 0.7870 0.5981 
OCSVM 0.5224 0.7814 0.5002 
LSTM-based VAE-GAN 0.8752 0.9067 0.8907 
GCRA-FWVAE 0.9510 0.9217 0.9361 

tures deeper time-frequency domain features, improving the anomaly 
detection performance.

5.4.1. Convergence performance and computational efficiency

Fig. 9 compares the convergence iterations and total training times 
of four models: the GCRA-FWVAE, KOA-FWVAE, SSA-FWVAE, and 
PSO-FWVAE. The analysis reveals that the PSO-FWVAE exhibits the 
longest training duration, requires the most convergence iterations, and 
achieves the second-lowest F1-score in anomaly detection. The KOA

FWVAE, while achieving the lowest F1-score, converges rapidly in only 
7 iterations, resulting in reduced overall training time. The SSA-FWVAE 
achieves the second-highest F1-score. However, it incurs a higher to

tal training time and convergence iteration count, outperforming the 
KOA-FWVAE but ranking below the PSO-FWVAE. In contrast, the GCRA

FWVAE not only achieves the highest F1-score but also exhibits effi

ciency by minimizing both total training time and convergence iter

ations, ranking second in convergence efficiency. Collectively, these 
findings position the GCRA-FWVAE as the optimal model, balancing ex

ceptional performance with computational efficiency.

The performance of the GCRA-FWVAE and several baseline methods 
on the Yahoo dataset is presented in Table 2. Those marked in red1

are the highest in this metric, those in blue are second, and those in 
yellow are third. Our method outperforms all the baselines on the Yahoo 

1 For interpretation of the references to color please refer to the web version 
of this article.

Fig. 10. The ablation experiment of the GCRA-FWVAE. 

dataset. The F1-score of our method is 2.84% higher than that of the 
second-place method and 63.16% higher than the lowest method.

SPOT [17] performs poorly because it treats transient changes and 
extreme values as anomalies, although outliers do not always exhibit this 
behavior. SRCNN’s [18] anomaly detection is less effective compared 
to other models due to the difficulty of extracting abnormal features. 
TimesNet [5] achieves a high F1-score, but its approach is limited be

cause it only models the time domain. While it employs a dual-domain 
method for feature capture, this single-view analysis often misses cross

domain anomalies. The FCVAE [29], which focuses on the frequency 
domain, achieves a high F1-score of 0.9077 but has low recall because 
of its disregard for the time domain, resulting in many missed anomalies 
despite high precision. The FCVAE achieves a precision of 0.9698 and a 
recall of only 0.8531. The Anomaly Transformer [6] detects anomalies 
on the basis of proximity to nearby points, but it captures correlations 
effectively only when the anomaly is centered within the window. Be

cause the characteristics of the dataset do not align with this assumption, 
its F1-score is low. The LOF also performs poorly because it considers 
only spatial density and disregards time-dependent features. Further

more, the LOF lacks time-series feature engineering, which limits its 
ability to capture periodicity and transient changes, especially when it 
is processed without a sliding window. The Informer [4], a prediction

based method, is more effective for detecting anomalies represented by 
sudden jumps. However, in this dataset, anomalies are often character

ized by frequency changes, resulting in poor performance. The OCSVM, 
which relies on a hyperplane to separate normal data, struggles with 
the extreme sparsity of outliers in univariate time series. This shortcom

ing, combined with insufficient feature engineering and a lack of time 
series dependence, results in misclassification of contextual anomalies, 
lowering its F1-score.

Furthermore, our method outperforms constraint-based approaches 
such as DONUT [30], VQRAE [20], and LSTM-based VAE-GAN. While 
both VQRAE and LSTM-based VAE-GAN optimize the VAE framework, 
however, they still rely on RNNs to capture temporal dependencies. This 
finding highlights the crucial role of incorporating key information to 
increase the effectiveness of anomaly detection.

5.4.2. Ablation studies

The ablation experiment results are shown in Fig. 10, which demon

strate the significant effect of the global-local time-frequency feature 
extraction mechanism on model performance. The F1-score for global 
feature extraction using the FFT reaches 90.43%, with a precision of 
96.21%, both of which are the highest values. The recall for local time

frequency domain feature extraction using DWT reaches 92.17%, plac

ing it in the lead. However, when no time-frequency domain feature 
extraction is applied, there is a notable decrease in both the F1-score 
and the recall, highlighting the importance of time-frequency analysis.

According to the ablation experiment, employing only the DWT re

duces the precision by 0.509 relative to the setting without any time

frequency feature extraction. The DWT makes the model more sensitive 
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Table 3
Comparison of the effectiveness of different decomposi

tion levels.

Decomposition Level Precision Recall F1-score 
level = 1 0.9000 0.9314 0.9154 
level = 2 0.9573 0.8783 0.9161 
level = 3 0.9254 0.9189 0.9221 
level = 4 0.9510 0.9217 0.9361 
level = 5 0.9528 0.9035 0.9275 
level = 6 0.8717 0.9315 0.9006 

to anomalies. The DWT detects more abnormal samples, but it also 
produces more false alarms. As a result, the recall increases and the pre

cision decreases. The decrease in precision stems from the multiscale 
decomposition of the DWT: some normal samples display anomalous 
characteristics at certain scales, causing the model to misclassify them 
as outliers. Hence, although the DWT broadens anomaly-detection cov

erage, it should be combined with other features (such as the FFT or 
raw time-domain attributes) to obtain a more favorable balance between 
precision and recall.

The global analysis of the FFT effectively captures the periodic ab

normal patterns in industrial internet data. However, due to its inherent 
limitations in temporal resolution, the recall rate for transient anomalies 
is relatively lower (85.31%). In contrast, the DWT provides a time

frequency localized representation through multi-scale wavelet basis 
functions, which improves local feature extraction and yields a higher 
recall rate of 92.17%. Combining the FFT and DWT complement each 
other to demonstrate excellent feature extraction capabilities, and the 
F1-score reaches 93.61%.

In this paper, the decomposition level of the DWT in our proposed 
method is 4. As shown in Table 3, the F1-score increases as the decompo

sition level increases from 1 to 4, but decreases when the level exceeds 
4. Consequently, we use a decomposition level of 4.

6. Conclusion

With the beginning of the artificial intelligence era, securing in

dustrial internet data faces significant challenges. This paper proposes 
an unsupervised time series anomaly detection method based on time

frequency domain analysis, which extracts multiscale time-frequency 
features from time-series data using a global-local two-stream feature 
extraction mechanism. The GCRA is used to optimize the model param

eters. The proposed method outperforms existing approaches, achieving 
an F1-score of 93.61%.

Additionally, comparative and ablation experiments were conducted 
to validate the effectiveness of our method. The proposed method is 
more suitable for univariate time-series data. In the future, we plan to 
further explore anomaly detection for multi-feature time-series data in 
the industrial internet context and construct a data fusion framework 
for multi-source heterogeneous data in large industrial equipments.
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