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Classification of technical focus areas

Ref. Year  Challenges and considerations addressed Resource System Safety Multilayer Energy
management integration protection cooperation consumption

[16] 2018  System modeling, protocol optimization, J — N — —
resource acquisition and allocation

[17] 2020 Resource constraints, integration, V N v v —
real-time and reliable communications

[18] 2021 System optimization by blockchain, effective N N — N —
and secure communications

[6] 2022 Security constraints from multilayer cooperation — N — N —
and open communication

[19] 2022  Cognitive spectrum use, secure communication, N — N N N
energy efficiency

[8] 2023  Resource constraints such as latency, throughput, — — N — —
capacity, and operation cost

[20] 2024  Conflict between trust and privacy J — — N N
protection in the architecture

[21] 2024  Data transmission obstructed by barriers, N N — — —
signal errors, signal fading

[22] 2025 Traditional communication no longer N — N — —

This study 2025

applicable for limitations such as dynamics
Topology maintenance, network routing, J N N N

and orchestration transmission
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Methods Restrictions

Type Ref.  Objectives
Connectivity and [37]  Provide reliable communication
stability
[38]  Ensure the topological connectivity
of satellite systems
Security and privacy [39]  Enhance the security of satellite

communication systems
[40]  Achieve smarter and more secure
6G systems
[41]  Enhance the security and privacy of I
oT systems
Resource management [42] Achieve efficient resource scheduling

and efficiency

[43]  Ensure optimal utilization of interplanetary

link resources
[44]  Meet the diversified needs of users
for satellite ranging
Scheduling and task [45]  Handle real-time dynamic tasks better
management
[46]  Maximize the total reward in satellite
distance scheduling
[47]  Total profit from scheduled requests +
average image quality
[48]  Achieve efficient inter-satellite
link scheduling
[49]  Implement efficient planning for
multi-satellite coordinated observation

[50]  Achieve efficient scheduling of satellites

Bandwidth and [51]

transmission

Bandwidth aggregation and
redundant backup
[52]  Maximize utilization and

ensure user QoS

Explaining LEO systems and Connectivity + stability + mobility
services for support
Investigating security threats Periodic movement and intermittent
and challenges visibility of satellites
Investigating security threats Increased attack surface
and challenges + reduced security
Identifying open issues to Various security threats
inspire further research
Introducing quantum computing System heterogeneity +
and federated learning resource constraints
A fitness-based task-resource Resource scarcity
matching algorithm

A highly effective sequential Miniaturization + cost reduction
two-phased heuristic algorithm
Differential evolution with spatial ~ Task profit + load balancing + timeliness
partitioning and adaptive selection
An algorithm for improved Limited number of satellites
task allocation and scheduling
A deep reinforcement learning- Increased number of satellites +
based heuristic scheduling method increased customer demands

A knowledge-transfer-based Multi-target scenario +
multi-objective framework real-time arrival request
A data-driven parallel adaptive Number of satellites + constellation size
large neighborhood search
Decomposing and allocating tasks ~ Increase in on-orbit satellites
to satellites for effective execution
A reinforcement-learning-based Many factors affecting
genetic algorithm electromagnetic detection
An integrated multipath network ~ Long delays + frequent failures +
coding transmission scheme poor resource use
Time-varying traffic demands Time-varying traffic demands +
maximizing utilization +

ensuring user QoS
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' 6. Orchestration transmission technology

Queue control
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transmission
50 Scheduling
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(D) BETEME, 02 TEMSERHIMIE, A
SE LA REE B N S R, R N 45 R E
Wang 55 [57] 5 £ B M Bl & 1 R i s Ak, S T 9RAT
PiELAN, SRR R4, HAZ O O s SR VT
L. BT I R o BE IR () B, KRR
FET U RERCE, ST BRI B ik . Korgak Al
Alagdz [S8]EF X g (AR T FR S8 i) 4 H 44 2 e Tt
7, Fel T ZIREELIME (MSVN) 488y, fiftfLsif
AT R TTVERIER I, MR T 2R AL 45 1 B AR
HE T BB pLE] . SEIRLE R, BT 2REE
A28 1K) RGAH LUAE G B 11T i R G B RE S .

Q) ZRILEM%. SRENEAR, 22 TREM%
MG T ZHUEEN A, RBIRIHEE. MRS MM
HILARIE, (HFNIPIEZ WA R T HPig, BRI E
WAFEPGER B A, PREE)ZE IR R%E . Chen55[59]

Type Multilayer Ref. Objectives Methods Restrictions
Node management No [54] Enhance caching effectiveness A hybrid caching strategy based High-speed satellite movement +
on node classification dynamic topology
No [55] Secure communication with low latency Constructing a key buffer using Network model coverage area
trusted satellite nodes
Yes [56] High delivery rate + low latency + A routing algorithm based on A large number of satellite nodes

low network overhead

Topology construction No [57] Improve simulation efficiency of
satellite network
No [58] Enhance satellite handover efficiency
Yes [59] Maximize data transmission from
LEO satellites
Storage and No [60] Provide computing services in
computing remote areas
No [61] Enhance sensing + communication +
computing
Yes [62] Higher task-completion rate and
reward rate
Monitoring and No [63] Improve the robustness of
warning satellite networks
No [64] Traffic engineering + fast rerouting
Yes [65] Enhance network topology robustness

node clustering

Parallelism through network
topology partitioning
Polymorphic virtual network
architecture based on topology
A partitioning method based on
interlayer relationships
Deploying mobile edge
computing servers

Processing sensor results at
the edge or cloud via satellite

A novel edge computing framework
Local-state routing algorithm
Effectively recoverable

segment routing

Various optimization algorithms

Computer hardware capabilities +
software performance

High mobility of network nodes

Short satellite—terrestrial
communication time
Limited battery capacity

of ground terminals
Balancing between resources
and performance

Extensive solution space

Constellation size

Rapid satellite movement

Scalability + resource

constraints + security issues
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Type Multilayer Ref.  Objectives Methods Restrictions
Location-based No [69]  Improve efficiency + reduce Adjusting satellites based on Expanded distribution range +
operational costs customer location and demand urban development
No [70]  Minimize total costs A heuristic method that considers Multiple trips + multiple visits +
satellite storage locations synchronized loading
No [71]  Reduce overall routing costs A study on the impact of instance Parameters including
parameters on global costs satellite positions
Yes [72]  Reduce management overhead A solution for location Dual mobility of satellites and users
and latency management technology
Multipath No [73]  Improve transmission efficiency A multipath routing strategy based Network congestion +
on software-defined networking transmission delay
No [74]  Improve load balancing + A multipath routing algorithm Network scale expansion
enhance QoS
No [75]  Reduce energy consumption A computational dependency Latency
multipath routing paradigm
Yes [76]  Reduce the number of A multipath routing algorithm QoS requirements
interlayer link switches based on ant colony optimization
Hierarchical No [77]  Promote the forwarding An information-centric Satellite mobility
efficiency of constellations routing scheme
No [78]  Reduce packet loss + lower latency A load-aware hierarchical Topology dynamics +
routing protocol continuous traffic variations
Yes [791]  Meet diverse QoS requirements A local info-based multi-objective Ultra-dense + high-dynamic +
reinforcement learning strategy large-scale
On-demand No [80]  Provide high-performance A new paradigm called “demand islands”  Transient high-rate changes
bandwidth services in network topology
No [81]  Help data routing from the A location-assisted on-demand Variations in link costs
source to the destination routing protocol
Yes [82]  Reduce convergence time and An on-demand routing-based protocol Search area + computational cost
end-to-end latency
Energy-aware No [83] Balance energy usage An energy-aware routing algorithm Service delay requirements
No [84]  Avoid excessive discharge of Adding energy routing planning Battery charge and
satellite batteries and energy routing methods discharge amount
Yes [85] Maximize network energy An efficient heuristic method Complex traffic load +

efficiency and user acceptance

QoS requirements
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Type Multilayer Ref.  Objectives Methods Restrictions
Data compression No [87]  Minimize satellite-to-ground Introducing mixed-integer Different satellite energy
station download time linear programming + buffering constraints
No [88]  Improve satellite bandwidth utilization A novel data collection Time-varying characteristics
and monitoring scheme
Yes [89] Increase efficiency and Data link elements connect Demand for next-generation
reliability of data transmission via the SpaceFibre data-intensive missions
Fragmented No [90]  Reduce end-to-end latency A fragment forwarding method Limited maximum transmission
transmission in named data networks unit of the link
No [91]  Improve transmission control A segment-based transmission Severe damage to ground
protocol performance protocol with majority decoding ~ communication systems
on GEO satellites
Yes [92]  Improve handover success rate + A method for batch ephemeris Signaling overhead
reduce handover frequency updates and fast handovers
Queue management No [93]  Increase packet transmission success Markov chain model considering  Airborne resources
queue length
No [94]  Reduce latency between Comparing delays in Packet arrival distribution
source and destination retransmission and encoding
Yes [95] Investigate the relationship between Model the acquire-store-forward ~ Intermittent connections of
link inactivity and buffer status process as a queue satellite links
Yes [96]  Accurately evaluate satellite Queueing analysis of SDSNs Coarse control + long delays +
network performance low efficiency
Scheduling No [43]  Ensure data integrity A new heuristic method called Miniaturization + cost
mission residual volume factor
No [97]  Improve satellite integration A model considering Limited satellite data
scheduling efficiency data transmission storage capacity
Yes [98]  Improve work efficiency and A model considering data Growing data transmission
task completion rate breakpoint transmission demand
Error control No [99]  Reduce positioning error caused A delay parameter-leading Time-varying parameters of
by the simulator simulation control method the transmission channel
No [100] Minimize wireless errors on transmission A threshold-based transmission Misinterpreted as
control protocol performance control protocol congestion loss
Yes [101] Lower the packet error rate Error model used for Interaction among coding,

simulation purposes

framing, and reconstruction
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RT AHIAELE PSR A%
Type Name Ref. Category Description

Framework DCOOL [117] Resource management  Dynamic computation offloading and resource allocation for LEO satellite-assisted
(DCOOL) edge computing in a ground—space integrated framework
PTMB [118] Resource management  An online satellite task-scheduling framework for multi-task scenarios

leveraging a pre-trained Markov-based (PTMB) model

DLSDN [119] Network control A novel dual-layer SDN (DLSDN) in-band control framework
StarCross [120] Data sharing A secure data-sharing framework for satellite IoT using redactable blockchain
Platform CAST2000 [121] Satellite platform A versatile small satellite platform for high-precision control and
efficient management
DFH-3E [122] Satellite platform A small GEO all-electric propulsion satellite platform
MODIS [123] Satellite platform An Earth observation platform on the Terra and Aqua satellites for multi-spectral

data including a moderate-resolution imaging spectroradiometer (MODIS)
GREAT [124] Software platform The high-performance Global Navigation Satellite System Research, Application,
and Teaching (GREAT) software platform
Mini-Savi [125] Software platform A simulation platform for large-scale satellite constellations, combining mininet

and satellite constellation visualization (Mini-Savi)

PINOCCHIO [126] Software platform The Platform Integrating Navigation and Orbital Control Capabilities Hosting
Intelligent Onboard (PINOCCHIO)

SEACOP [127] Software platform The SatEllite Application Capability Open Platform (SEACOP) based on
Docker and Kubernetes

Simulator DASE [128] Dynamics simulator The Dynamic Attitude Simulator Environment (DASE) for real-data-based

onboard flight code simulation

LAPAN-ITB [129] Dynamics simulator A micro-satellite simulator developed by the National Institute of Aeronautics and
Space together with Institut Teknologi Bandung (LAPAN-ITB)

GISTDA [130] Operations simulator The Geo-Informatics and Space Technology Development Agency (GISTDA)

simulator for validating satellite operations in development tools

TTC-RF [131] Functionality simulator ~ The telemetry, tracking, and command-radio frequency (TTC-RF) satellite
simulator emulating the radio frequency function of a transponder

SATSIM [132] Functionality simulator =~ The MATLAB/Simulink satellite simulator (SATSIM) for spacecraft hardware

and environments

R NG (MODIS) F2& M )2 1 P2 EYIE BB 12 E

&, HRKEHTEMMYS NS S EN. REHE * PINOCCHIO: Sabatini Z5[126]#ff & T # % A1 5 HUIE
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BRI SER ARE, Bt 56 B A FE BV TE A0 B 2 J:F Docker fll Kubernetes £ A, A AT i TR
E, SEILECR R E R SRS — RS AT IAEE, P A3 I 9 i S e
* Mini-Savi: Tang & [125]42 H TiEH T E 3 T E B2 B N APIRAS, SCRREE TR BRI 1) 2 A s FH 51
[I4)i BF- & Mini-Savi, I8 5 () 5% B FRAR AL S 2E FHi .

ST HOR B RIS IESE KR, %7 SRR S T (3) MR, RS 2% )RR B AP R



e BUA R e, e DASR I B () B SR Eidls, M
HAR AR A B, T I IERE SR e AT AR RE, A
DMUNHIE Sl A /T

* DASE: Yavuzyilmaz Z5[12811F & T 8h & & &5 H IR
i (DASE), H T Mulfi K & & AT 3AF,
ZA) E AR BRI TR IE s AT AR, A RGE ELY
fEREHME S, £ R RS AT E s f 28 3k . B9
Wit THMIEIT Y5 PR G LT e A
B EEIDPN AT
LAPAN-ITB: Triharjanto %5 [129] 2% T- MATLAB #11 C
BEWIR T LAPAN-ITB i LR Ha%, XFFTER
GERE R AN ERAE N SRR, o 7 A B AT 56 i v e
HE, KR BEARRI A AR o X A5 B B Fr i 45 2R
T, i ARG = AN IEAS AR R RS R T
BB,
GISTDA: Saroj % [130]3& T 25t & 2 A & W K 1) T
BT ATHASIMTG, 8 7 REMEE S 5T
RKRES (GISTDA) TR H 2. SimTG K HHi#EH
X G SRACEE S (A AT B 7 e, (B AR
SECEREREAE . R UZ I, BT BB R
FIH BB\ BE M S i m goh i fE, LLIRIR RS
ik 8
TTC-RF: Gupta % [131]2% T % F ¥ & 1 Labview &
P, RABAEE XTELBEAR, Wk TEN. RS
R4 54 (TTC-RF) R4ufh 45, Bl iR
PES1E4A (TTC) MENLIIATA S ATIGE, NP ARSL
Bl A PR e e AR SR A mT I I 6
SATSIM: Bodin Z£[132]4fF i} T sEif £ T2 A H 48
SATSIM, FJfE(; ELM P IsuE DR KH S, MR
GAE BT, RERML RS . AT FINIR 3830 /)
SRR, SRR TR RPN
SR A A S HIAESE . V- &R AR IR T
BIsAT RO Bhr, SHESEEAFE AT A
PR D, HZH i bR A . (A&

R MR
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FKWEBAAFAE R E Z R B0, 7 [RIAE ZETH )45 1 (1 B
A, DCOOLMEAL AN H, PTMBAESLNE X} 2
EEWEE: P& UARTAIEDRIEZT, 2R TE
AR A G 17 HA8 WAHEZL AN & $2 a4
W, ERPRAE AT SR LR BE .

8.2. HiHitE

HAlooF & T 28, Wi, HAWNSEAH A4
W 0 & S E R 4, 070 5 4 [ A<M B e 1 R 3
P (CASID) RSN, HANMWE H bR N5
PRIE . X SEHR S NI T8N LSS IE T3 77 5 A RS A
TEEYE, MXER A% RS [133-139].

* WetLinks #0#54£[133]: ZHIREN AT AL, @

R RE TR M2 14 73 20 2508, B o s A

WS s Jimf 6 4 RS, s L/ NTE g, fiRE

T FaE, BHBESZOMESE, FNEST

IERUER® ST O & e/

* VehSat £#5 52 [134]: 3& A T T2 BUE A (9 49k i

A MATANE TR A XEURAEN 4544 7k TLE K

B R, WA S ARG PR T 3.6 JiRHE

AT T ARV

* SAT-MTB-SOS ¥4t 4 [135]: J& T H #5421 1
SRR, BE 13 BT A, 13 500w &M
Tas WAL KB EWL. MR, @K EARE,
WA RS BB AERIE AR SRR, TH
TPl - RIS I e
iVision MRSSD ##E££[136]: 15 11 590 18 & i FLA%
TIEEMGEY . BIKER I 2N 512 x 51248 %,
PRVE T 27 885 /MEANH bR, HdE RIE T 6 1~ LR ALK
#, BHC. Lo X=ANHEBHEB, %7020 1HEA)
KI5y RIS . SAEEEAIREE, AT A AR I 5
VR R R 2
* GAZADeepDav U 4E[137]: 45 & H B M2 H T
RIS, ST R EN AR, Hh,

Name Ref. Category Description

WetLinks [133]

VehSat [134] Object detection

SAT-MTB-SOS [135] Object detection

iVision MRSSD [136] Object detection

GAZADeepDav [137]

S1S2-Water [138]
[139]

CASID 139

Environmental monitoring
Environmental monitoring

Environmental monitoring

Communication and tracking A large and publicly available track-based Starlink measurement dataset

A large-scale dataset for vehicle detection in satellite imagery

A satellite video single object segmentation benchmark dataset

A multi-resolution satellite based synthetic aperture radar ship detection (MRSSD) dataset

A high-resolution geotagged satellite image dataset for deep learning-based damage assessment via vision
A global dataset for semantic segmentation of water bodies using Sentinel-1 and Sentinel-2 imagery

A large-scale climate-aware satellite image dataset (CASID)
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7264 K V) AR AR, 6196 Tk U) FARE A
IR R R AE B A b R R Rk
98.95%, RN KA HAIZ 2 fa, #ER R — 0
P2 99.10%.

S1S2-Water U4 £E[138]: 7% 65 4 &FRCRAE MM k1
SR 25 TR K S, R ITEL A KR
FERE, REAS G B 32 B M 78 o5 SRR K AR 20 A 1
DUFE, A RS T n R AR O e BT s AR R £
W, IEHTUIZR BE AR R K AR o B R 2
X%

CASID Z#4E[139]: A7 I 30 A4 X 35k 1) 980 i T2
B EME, Bk BB #1308 5000 x 500014 %, &
PUANSET,  B ORI A I R T 5 U BT
Mt
PEEARMICEAR LA TR,  SL[RIHEZ) & AT 7t
KRg, FABIREMIARE NS, WEE. Bk
D FREEIEIAE . 40, WetLinks $rd 8 TR @15 Mk fE
W 50 32 it £ 4% 32 #% . VehSat. SAT-MTB-SOS. iVision
MRSSD #f 45 £ 58 £5 H A5 4% Il 47 8, GAZADeepDav.
S1S2-Water. CASID 4 5 M) 43 7 T 9¢ FH 4 8. /KA
TR 5 A B MR R T . R S SR E I S E A
[, {EL35 DA Bh T2 A DA 7R S R R AL [R] B A

9. WL SRRMFTHE

ARTTRE B S RS R R I 2508 HE S TSR S,
JE T3 HTAZ AT ) A P S M AR T T 1], 9 R R A
SRR K RIS

9.1. B MRk 2% (KI5

AR SR A~6 710 i 1R 2 b Rl R 4 Bk I ) = R0 5
ARHEAT T 5pRANRGS, AR IR 2 3 £ X 208 K
AREEM . ZEEHORIRSITE MR & W 2% SELETE, (HAE
W I EA 2 PR /R B R

(1) FEPRFEM o 2 R A X 28 D AN ] 0 246 S Ak 8] 4
AR it 1A LR, SEIL TR B MTESERE, 3C
DA TN s Z JEEE AR, $27T 7SR
AT R AIBAT B o I SR R R Bl A B AL, {2
TR ME S PR, PRI T RSB ERE
sEAh, R R KITERE o R S A ik A A m] 52
PE), S TREESNEIAET T 2R G S i B ) S

(2) ZERMEM . LA R 20 & BRI B AR
MR T RAFTAFAEZE R W THRIMEEOR, Bt

A P ORI 1B ERERR R E Ik, HESh 2R S M Bh A&
o, XM SRR s i R th R R IR R G s X T
ZERHEOR, R E 2R R i R AR AR A A0 S
5, FARIRE 17 8 BORFE A DR Pt Hhy R SR B DL IR RIS 5
XHF R fBoR, 2R 2% G T B 25 R 4 SEARTR]
e, OERE IR T SEE,  FRRAR I 4E .

9.2. 5AHICAIE AL Xl A

A RS NS BER B, HIRIEE RS
R MU RA X 28 R R BRAE 7 SCHE, AR 0T K A 5G4
BTN A

() B, (ERHER G %, PIE S T2
RIERLE, N 6G I AR A BRI 48 BR 55 1A% O S0 8%, 1%
AlA VR T P0E N B 45 TR N F 37 5%, 8 At 4% it Y 553 11
W XA RE . YN RS HE B0, s
WAL TR Haida v), 2 bl o 9 28 Ik 1 5 it 1
FasE TSR B, A R T iz 3 X ()38 5 MERR[140]
IRFCIRPL TR, bl A 25 5B T Pk X 15 2% 1 S 4
WA H, YRR EAER ML, XREART T ™
ZERIEEVE, HES) T I AR R T ST Dzt b X (74

(2) NTHRe. A\ LE AR 7 Ik w15 4 Al
R R B R RE, RS Mgt 7 E IR AE,
FLEVERE ST P sk . ARAL BRI . T AR
ISR TH i AR AR E MR . R H ar i g 2
Phik, (HANTHEeE B2l & M rms, BERA T
AP EEVE, DN TH In) IR 45 A% A 0 R Re LR I BE R SR T
A

) mitESR%IHE. K LE ST A E., 4
ZITHERGRIRE, A T IRSERE ). it EIR LR
oA AL B RS 77, (ERT S R 57 AR R s I
W FRRE ) R YT M, A BRI . FUEL St
LT BRI, RO T IBE RS, PRt
TR PERE[141].

(4) MgRa, BHEE ML T, Bl e e & &
5 TR, Mg REE, Ff R G M4 TE
BN PN H T2, R R e 1) 2 A B
Pk R, (RS 2 B E e, B A m
RFHAZ AL ZMEEE M SRRZE, T U 1)
LRI, R R N 4% 22 A TR I RS A K Y B it
RIER T ] AE LIRS S BEAT A @R 2 4
BCRIN A, 5 Hh kA 0 25 B R B S0 Fr) e 1 A A
FRaRL, MR A PSRN IE T I,



9.3. ARHFF I

BRI G AR IBATIEBN ST, RGusEHAT 2
HFERE ISR THREEE, IR g
ML b B, AN TR RIS AR TR (RIS
N T RESBISRNG . FRAIRE2E ) . AR5 20) 23
2RV, IXRER R T RAAE BB & N RE
[11-14]. Utb4h, BEEH DG EMN THRERE R RE,
PG IS AL 7 vk O C IR L H 3 RG0S S a3
PRI ZE 753K o PRIk, W] 354 5 B v 55 2% 1T A it 7 #4
m HERIR TS FA B W 2 I 2 AR R, TEE B
22 AT (1) B T 100 R BB [142-143]) IR SRR K
R, WAUT P, REEGRTTERNRR, ®%
BT T R, IR T P BERLRE 1. RN T
BREALAY A s PR RS

10. &g

AR 6G AR B il A I 28 45 A 1) 5 F 9 3 e A
RIEMEHAT T RGs5ik. Hh, AT EHRE MWL H
DR 5. MRS O WA AR 328, R T AR 1 1%
OB FERE A ——SAGIN H kT2 ) 28 AT [ [ 26 7
N, B TOAET R R B I RS, AR
W28 R A, o T Rl X 4% B R AT T A THI R Ry
2, KeIEE TR A AN X% s A g R AL i =
KITI, HARYEZEA Z AR, A A T7 it — 24 5y
FEREMKEMZZE RN o, AR 7 A
R DR 2% 1) SR VRN, F 3 5 AR S X ek s, g T
LA B FE A B A OGS IR AESE . T & R LA
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