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Abstract: This paper proposes a distributed estimation algorithm integrated with a dynamic encryption mechanism under bit rate constraints
for wireless sensor networks ( WSNs). Sensors deployed at disparate geographic locations communicate via wireless networks, which
inevitably brings about two challenges: data privacy leakage and limited bandwidth resources. To tackle the above issues, a distributed
estimation algorithm embedded with a dynamic encryption mechanism under bit rate constraints is developed in this work. To prevent
sensitive information from being eavesdropped during transmission, a lightweight encryption scheme based on dynamic encryption matrices
is devised. Meanwhile, fine-grained bandwidth allocation is performed for each communication channel subject to bit rate constraints, which
simultaneously guarantees transmission privacy and complies with network bandwidth limitations. On this basis, a novel distributed
estimation framework is constructed. Rigorous mathematical derivations are provided to prove the boundedness of estimation errors and the
asymptotic boundedness of error variance, and the feasible interval of iterative step sizes is explicitly determined to stabilize algorithm
convergence. Finally, numerical simulations are carried out to validate the efficacy of the proposed algorithm. The mean square deviation
(MSD) is adopted as the performance metric for comprehensive evaluations. Simulation results verify that the proposed algorithm achieves
outstanding performance in practical scenarios.
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