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A Design of Low—cost Automatic Monitoring System for Power Communication

Security Based on the Critical Chain Method
FU Weiwei, GU Si, LIU Jian, MEN Baoxia
( Chengde Power Supply Company, State Grid Northern Hebei Electric Power Co., Ltd., Chengde 067000, China )

Abstract: To solve the problems of traditional communication security automatic monitoring systems in use, a low-cost power communica-

tion security automatic monitoring system based on the critical chain method is proposed, and the system hardware and software
are designed in detail. In hardware design, a hardware structure framework is designed that includes functional modules such as
sensor module, signal acquisition module, data processing module, and human-machine interaction module. In software design, a
low-cost power communication channel model is established, critical paths are found through the critical chain method, reason-
able resource scheduling sequence is set, and real-time monitoring of the power communication network is achieved by combin-
ing various communication protocols in the power communication network, and it applies it to practical engineering. The system
performance test results show that the designed low-cost power communication security automatic monitoring system based on
the critical chain method has consistent eavesdropping non interruption probability curves with the ideal monitoring scheme un-
der changing parameters such as self interference link channel gain, interference link channel gain, and suspicious link channel un-

certainty relationship, verifying the effectiveness of the system in application.
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