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A Fast Classification Method for Encrypted Traffic Based on

Multi—feature Fusion

TAN Yanghong, LUO Qionghui’,ZHONG Hao
(College of Electrical and Information Engineering, Hunan University, Changsha 410082, China)

Abstract: Network traffic recognition is the foundation of network management and security services. With the
continuous expansion and increasing complexity of the Internet, traditional rule=based recognition methods or based
on flow behavior characteristics are facing great challenges. Inspired by natural language processing (NLP) , this
paper proposes a fast classification method for encrypted traffic based on multi—feature fusion. The method completes
the feature representation of network flows by combining the packet characteristics of data packets and byte
sequences, expands the selected features into a double-byte sequence using binary byte encoding, and adds
contextual semantic features of the bytes. By using pooling methods that are suitable for packet feature processing,
the proposed model can preserve the feature information of packets to the greatest extent possible , thereby enhancing
its noise resistance and more accurate classification ability. The method is validated on the Information Security

Center of Excellence—2016 (ISCX-2016) and a private dataset containing Encrypted Traffic Datasets for 66 popular

*  WREH:2023-08-22
HEE&WH . BHE A R4 B H (51507058.51507054 ) , National Natural Science Foundation of China(51507058.51507054)
EE BN WALL(1971—) L IR 2R TR R, it
T HIFE R A, E-mail : ghluo@hnu.edu.cn



5 6 3

TR P  — P 2R AR Rl G A O e DR 1 2607 1 99

applications (ETD66). The results show that the proposed method has significantly better accuracy and performance
than other models in ISCX-2016 and ETD66, achieving accuracy of 98.2% and 98.6%, respectively, and thus

proving the strong feature extraction ability and the model generalization ability.

Key words: encryption traffic identification ; natural language processing (NLP) ; deep learning; text classifi-

cation; convolutional neural network (CNN)
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