$55% 45118 THRRXFEFFR (T FR) Vol. 55 No. 11
2025 4F 11 H Journal of Jilin University (Engineering and Technology Edition) Nov. 2025

R

FLFIRTE AES fl 6] iR e )
HHSCSCAS K B AR

FEU ok A

(1.#HMAFERE T ENEEE TREE, ¥ &% 435002;2. W4 k% i EH %1%, RN 430062;3. # 4k
K¥ ABRBEEROMETL M AL EELEE, RN 430062)

B EAHENETBOARFAAEARRNIRANELZLREFAETXEXARK EANZEAR
KEAUTFTRMEAR, AXHENT —HETREAESFTRXAY Bkt E ik, L xR T
¥ 7t # T Sentence-Bert B £ T X #HEALF , Ak # R E XA A#E 0 ETXEHRE CEXE
FE AL, T EL A A B SO R T A IE XSO RRFE A B LR Y R, E S B R E X
B AT R T, SR E L B SR AR, AT R AN B E AR R S, AR % MD5
Bk MAERGLAESES , LAMNBEGEN mERY MM EBMEE., FRERE
B R E, ZEEEEXE BN BEERLAETEHAART RN,

KR SUA K E H 5B 3 MD5; 3B ik AES ;3B 78 B St AL H s £ T X mAL ;B U R
FE4S%ES . TP391; TP181 XERARERD A XEHE.1671-5497(2025)11-3715-12
DOI:10. 13229/j. cnki. jdxbgxb. 20240248

Chinese text watermarking algorithm based on chaotic AES and

synonym expansion

LI Shu-ming', LI Bing-nan', YANG Chao**
(1. College of Computer and Information Engineering, Hubei Normal University, Huangshi 435002, China; 2. College of
Computer, Hubei University, Wuhan 430062, China; 3. Hubei Key Laboratory of Big Data Intelligent Analysis and
Industry Applications, Hubei University, Wuhan 430062, China)

Abstract: At present, the text watermarking algorithms based on modification and generation generally
have the problems of large semantic ambiguity, limited embedding capacity and insufficient security. In
view of the above problems, this paper proposes an improved algorithm based on chaotic AES and
synonym expansion. By designing a context matching mechanism based on Sentence-Bert, the algorithm
can not only ensure that the context after synonym replacement is highly similar to the semantics of the
original text, but also distinguish the semantic ambiguity caused by synonym tampering. The variant
characters are extended as synonyms, and more synonyms are replaced without causing semantic
ambiguity, thereby improving the embedding capacity. By using chaotic mapping mechanism, the

traditional MDS5 algorithm is upgraded, and the chaotic AES algorithm is constructed to realize the
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encryption protection of hidden information, thereby increasing the difficulty of cracking. The research

results show that compared with similar algorithms, the algorithm has good performance in semantic

ambiguity, embedding capacity and security.

Key words: text watermarking algorithm; chaotic MD5; chaotic AES; chaotic mapping mechanism;

context matching mechanism; synonym expansion
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Fig.1 Embedding process
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Fig.2 Extraction process
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