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ABSTRACT 

Nanofluidics, the study of fluid transport confined within nanochannels and nanopores, has emerged as a transformative technol- 
ogy across various domains, including sensing, separation, energy harvesting, materials synthesis, and bionic systems. Biosensing 
with nanofluidics, which involves the conversion of biomolecular information into fluidic signals through nanoscale fluid 
manipulation, is on the verge of revolutionizing the sensing paradigm, from DNA/protein sequencing, single-molecule analysis, 
disease diagnosis, and precision medicine. In this review, we provide an overview of the current progress in nanofluidic biosensing, 
with a focus on in-plane, out-of-plane, and free-plane nanochannel and nanopore structures. We highlight the potential of 
nanofluidics in biosensing applications and discuss the current challenges faced in the development of nanofluidic-based 
biosensing technologies. Furthermore, we explore future opportunities in this field, propose potential solutions to these challenges, 
and aim to contribute to the ongoing discourse in nanofluidic biosensing. Our insights are intended to pave the way for future 
advancements in this promising field. 
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 Introduction 

anofluidics investigates fluid transport behaviors within nano-
r subnano-scale channels and pores, focusing on the pre-
ise manipulation and control of fluid dynamics in highly
onfined spaces [ 1–3 ]. Due to their unique characteristics,
uch as enhanced surface-to-volume ratios, fluid-surface inter-
ctions, and pronounced molecular interactions, nanofluidics
as revealed numerous unexpected behaviors and properties,
ostering the exploration of new phenomena at the microscopic
evel [ 4, 5 ]. For instance, water molecules have been observed to
low through carbon nanotubes and graphene channels at rates
ignificantly faster than those predicted by classical fluid dynam-
cs [ 6, 7 ]. Additionally, water confined within nanometer-scale
hannels exhibits dielectric properties that differ markedly from
hose of bulk water [ 8 ]. Ion transport in these confined spaces
hows Coulomb blockade effects [ 9, 10 ], where the addition of
 single ion to the channel is energetically unfavorable until a
his is an open access article under the terms of the Creative Commons Attribution Licen
riginal work is properly cited. 
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certain threshold is reached. Furthermore, the movement of one
type of ion can drag along another type, resulting in coupled
transport phenomena [ 11, 12 ]. These phenomena not only deepen
our understanding of fundamental physics and chemistry at the
nanoscale but also open up new possibilities for technological
applications, including biochemical sensing, water treatment,
energy conversion and storage, and next-generation information
technology [ 13–24 ]. 

Nowadays, the development of biosensing technologies is of
fundamental importance due to the increasing global demand
for healthy living [ 25–35 ]. Nanofluidic-based biosensing tech-
nology, as an emerging sensing technology, is on the verge of
revolutionizing multiple domains, such as single-molecule anal-
ysis, DNA/protein sequencing, disease diagnosis, and precision
medicine [ 36–51 ]. This technology offers a powerful tool for
detecting and analyzing biomarkers with unparalleled sensitivity,
specificity, accuracy, and spatiotemporal resolution, owing to
se, which permits use, distribution and reproduction in any medium, provided the 
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ts unique structural advantages [ 52–63 ]. Nanofluidic biosensors
ith nanoconfined pore/channels are useful for the manipulation
f biomolecules and for continuous operation, including sam-
ling, separation, concentration, and transport. In turn, these
eatures have provided opportunities to develop nanofluidic
iosensors. For example, ultra-high sensitivity is achieved due
o the nanoconfinement effect, where even trace amounts of
iomolecules can induce detectable changes in ionic current,
nabling single-molecule-level sensing. Label-free detection is
nabled by the direct monitoring of ionic signal variations,
liminating the need for fluorescent or enzymatic labels. The
ystem also supports multiplexed detection through the integra-
ion of multiple functionalized regions or recognition elements
or simultaneous analysis of various biomarkers. Furthermore,
he design allows for integration and miniaturization, facilitat-
ng the development of compact, portable biosensing devices.
ver the past few decades, significant advancements have been
ade in nanofluidic biosensors across various domains, includ-
ng medical diagnostics, genomics, proteomics, environmental
onitoring, and pharmaceutical development. To expand their
pplication scope, a diverse range of nanofluidic biosensors with
arying compositions and structures have been developed. These
nclude biological protein nanopores, membranes with single or
ultiple pores, carbon nanotubes, organic/inorganic nanochan-
el arrays, nanopipettes, and chip-based nanofluidic devices.
he evolution of these nanofluidic structures has significantly
romoted the practical applications of nanofluidics in biosensing
 15, 38, 39, 41, 51, 63–77 ]. 

nlike traditional biosensors, nanofluidic biosensors operate by
onverting the chemical signals of biomolecules into fluidic
ignals, such as ion or molecular transport, which are then output
s readable signals like optical or electrochemical signals [ 26,
8–81 ]. Nanoconfinement is a key feature that enhances analyte-
luid interactions, offering high sensitivity and spatiotemporal
esolution. This allows for intrinsic signal amplification and
etection sensitivity at the single-molecule level. Consequently,
anofluidic biosensors provide significant advantages in single-
olecule and single-entity analysis [ 36–38, 42, 43, 46, 50, 55,
7, 70, 80–85 ]. Additionally, by functionalizing the channels
ith probes (DNA, enzyme, antibody, etc.) and regulating fluid-
nterface interactions within nanofluidic channels, the selectivity
f nanofluidic biosensors can be greatly improved [ 28, 41, 58, 86–
7 ]. These fluid-interface interactions also facilitate in-solution
ynamic analysis of single molecules or particles, as well as
ingle-molecule chemical reactions [ 98–105 ]. These characteris-
ics enable nanofluidic devices to meet the demands of various
iosensing applications, ranging from the analysis of trace target
olecules in biological fluids to DNA/protein sequencing and
n-situ dynamic single-molecule analysis. 

ere, we discuss the recent advances in biosensing with nanoflu-
dics, explore current challenges and potential solutions, as well
s future opportunities in this field. (Figure 1 ). We provide a
ystematically overview of the current progress in biosensing with
anofluidics, focusing on in-plane, out-of-plane and free-plane
ano channel/pore structures. We also discuss the challenges
ncountered in developing nanofluidics-based biosensing. Fur-
hermore, this review explores future opportunities in the field,
ighlights potential solutions to these challenges, and aims to
ontribute to the ongoing discourse in nanofluidic biosensing. 
of 18
2 Nanofluidics With Different Structures 

Significant efforts have been devoted to developing nanofluidic
structures with finely tuned mass-transport properties to broaden
the biosensing applications of nanofluidic biosensors. To date,
there are three main types of nanofluidic structures: in-plane, out-
of-plane, and free-plane structures (Figure 2 ). Here, we classify
nanofluidic structures by sensing dimensional mode. The term
“sensing dimensional mode” refers to the spatial configuration
and operational dimensionality of a nanofluidic biosensor during
the detection process. It integrates both the structural geometry
and the directional characteristics of sensing signal transmission,
enabling classification into in-plane, out-of-plane, and free-
plane modes. Each of these structures has distinct advantages
suitable for different application scenarios. Specifically, in-plane
nanofluidic structures incorporate nanofluidic pores/channels
that lie within the plane of a substrate [ 65, 74 ]. These primarily
include chip-based nanofluidic devices made from silicon, glass,
or polymers, carbon nanotube-based nanofluidics, nanogaps,
and two-dimensional (2D) capillaries assembled by van der
Waals crystals [ 21, 39, 41, 73, 106–117 ]. Out-of-plane nanofluidic
structures, on the other hand, have nanofluidic pores/channels
oriented perpendicular to the plane of the substrate. Typical
examples include biological protein nanopores and artificial
nanofluidic membranes with single or multiple pores/channels.
Notably, nanofluidic membranes made from 2D nanolayered
materials (such as graphene, MXene, MoS2 , etc.) possess both in-
plane and out-of-plane nanofluidic structures [ 66, 118, 119 ]. This
review focuses on their out-of-plane structures, as the in-plane
structures are not widely used in biosensing. 

The third type is free-plane nanofluidic structures. Unlike in-
plane and out-of-plane types, free-plane nanofluidic structures
allow for the flexible movement of nanofluidic biosensors accord-
ing to specific needs. A typical example is nanopipette-based
nanofluidic systems [ 38, 43, 46, 47, 58, 67, 85, 89, 95, 120–128 ].
These nanofluidic structures are made in various materials (glass,
etc.) and sizes and adapted to different biosensing applications.
In-plane nanofluidic structures are commonly used in in situ
analysis by integrating other technologies, and they can be used
for single-particle analysis. Out-of-plane nanostructures easily
integrate and are used for preparing high-throughput nanofluidic
biosensing devices. Free-plane nanofluidic structures are suitable
for in vivo single cell analysis at the single-molecule level. 

3 Biosensing With Nanofluidics 

In contract to traditional biosensors (Table 1 ), biosensing with
nanofluidics offers a unique platform for sensitive and rapid
detection of biomolecules. This section primarily categorizes
current nanofluidic biosensors into three types based on different
nanofluidic structures. Focusing on the detection principles of
each type of nanofluidic system, this paper mainly addresses
the detection of electrochemical and optical signals owing to
their convenient and sensitive ways. Other detection methods
can be referred to in additional reviews and will not be elab-
orated on here. Similarly, the preparation and characterization
of nanofluidic structures are detailed in other related reviews
and will be omitted from this discussion. Instead, this paper
will summarize representative advancements in the detection
Exploration, 2026
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FIGURE 1 Biosensing with nanofluidics. (A) Biosensing process with nanofluidics including analyte recognition, signal conversion and 
transduction through nanofluidics, and signal processors. (B) Common bioanalytes including electrons, photons, neutrons, ions, small molecules, 
nucleic acids, proteins, vesicles, exosomes, virus, cells, and so on. Their sizes range from angstroms to micrometers, spanning six orders of 
magnitude. (C) Nanofluidics with in-plane nanochannel/pores. (D) Nanofluidics with out-of-plane nanochannel/pores. (E) Nanofluidics with free-plane 
nanochannel/pores. (F) Biosensing signals with nanofluidics, including electric, optical, magnetic, thermal signals, and so on. 

FIGURE 2 Nanofluidics with different structures. (A) Nanofluidics with in-plane nanochannel/pores mainly includes chip-based nanofluidic 
devices, carbon nanotube-based nanofluidic devices, nanogap and two-dimensional capillaries made by Van der Waals crystals, and so on. (B) 
Nanofluidics with out-of-plane nanochannel/pores. Typical samples include biological nanopores and solid-state nanochannel/pore membranes. (C) 
Free-plane nanofluidic structures. Typical sample is nanopipette-based nanofluidic systems. Reproduced with permission [68]. Copyright 2016, American 
Chemical Society. 
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f optical and electrical signals based on different nanofluidic
tructures, to more clearly illustrate the advantages and broad
pplication scenarios of nanofluidics in the field of biosensing
Table 2 ). 

.1 Biosensing With In-Plane Nanofluidics 

here is a wide range of nanofluidic devices with in-plane
anopore/channels, where the nanopore/channels lie within the
xploration, 2026
plane of a substrate, typically chip-based nanofluidic devices.
For example, nanofluidic transistors based on carbon nanotubes
on the silicon substrate have been used for the voltage-gated
ion/molecule transport through nanochannels [ 110, 111 ]. Nanoflu-
idic biosensors based on nanogap electrodes were developed
for the fast real-time label-free biomolecule analysis [ 129–132 ].
Nanofluidic memristors using in-plane nanofluidic structures
that were assembled by Van der Waals crystals have been
constructed for long-term memory and synapse-like dynamics
[ 21 ]. 
3 of 18

ve C
om

m
ons L

icense



TA
B
LE

 
1 

Th
e 
co
m
pa
ra
tiv
e 
an
al
ys
is
 
be
tw
ee
n 
na
no
flu
id
ic
s a
nd

 
ot
he
r e
m
er
gi
ng

 
bi
os
en
si
ng

 
te
ch
no
lo
gi
es
. 

Ty
pe
s 

Th
e 
si
ze

 
of

 

se
ns
in
g 
in
te
rf
ac
e 

Th
e 
se
ns
in
g 

en
vi
ro
nm

en
t 

Se
ns
it
iv
it
y 

Sp
ec
if
ic
it
y 

Sa
m
pl
e 
ty
pe

 

co
m
pa
ti
bi
lit
y 

Th
ro
ug
hp

ut
 
an
d 

sp
ee
d 

O
pe
ra
ti
on
al

 
co
m
- 

pl
ex
it
y 
an
d 
us
ab
ili
ty

 
C
os
t 

N
an
of
lu
id
ic
s 

nm
 

N
an
oc
on
fin
ed

 
H
ig
h 

H
ig
h 

Li
qu
id

 
sa
m
pl
es

 

(b
lo
od
, s
al
iv
a,
 

ur
in
e)

 

M
ed
iu
m

 
to

 
hi
gh

 
H
ig
h 

M
od
er
at
e 
to

 
hi
gh

 

M
ic
ro
flu
id
ic
s 

µ
m

 
M
ic
ro
co
nf
in
ed

 
M
ed
iu
m

 
to

 

hi
gh

 

M
ed
iu
m

 
to

 

hi
gh

 

Li
qu
id

 
sa
m
pl
es

 
H
ig
h 

M
od
er
at
e 

M
od
er
at
e 

N
an
op
ar
tic
le
-b
as
ed

 

se
ns
or
s 

µ
m

 
O
pe
n 

H
ig
h 

H
ig
h 

Li
qu
id

 
sa
m
pl
es

 
M
ed
iu
m

 
to

 
hi
gh

 
M
od
er
at
e 

M
od
er
at
e 
to

 
hi
gh

 

Pa
pe
r-
ba
se
d 

bi
os
en
so
rs

 

µ
m

 
O
pe
n 

H
ig
h 

M
ed
iu
m

 
to

 

hi
gh

 

Li
qu
id

 
sa
m
pl
es

 
H
ig
h 

M
od
er
at
e 

Lo
w

 

FE
T-
ba
se
d 
bi
os
en
so
rs

 
nm

 
O
pe
n 

H
ig
h 

H
ig
h 

Li
qu
id

 
sa
m
pl
es

 
M
ed
iu
m

 
to

 
hi
gh

 
M
od
er
at
e 

M
od
er
at
e 

(S
PR

, F
RE

T,
 
LS
PR

) 
bi
os
en
so
rs

 

nm
 

O
pe
n 

H
ig
h 

H
ig
h 

Li
qu
id

 
sa
m
pl
es

 
M
ed
iu
m

 
to

 
hi
gh

 
M
od
er
at
e 
to

 
hi
gh

 
M
od
er
at
e 
to

 
hi
gh

 

TA
B
LE

 
2 

Th
e 
co
m
pa
ra
tiv
e 
an
al
ys
is
 
of
 
in
-p
la
ne
, o
ut
-o
f-p
la
ne
, a
nd

 
fr
ee
-p
la
ne

 
na
no
flu
id
ic
 
st
ru
ct
ur
es
. 

Ty
pe
s 

R
ep
re
se
nt
at
iv
e 

st
ru
ct
ur
es

 

Tr
an
sp
or
t 

di
re
ct
io
n 

N
an
oc
ha
nn

el
 
si
ze

 

Se
ns
in
g 

si
gn
al

 
Se
ns
it
iv
it
y 
Se
le
ct
iv
it
y 

St
ab
ili
ty

 
C
os
t 

In
te
gr
ab
ili
ty

 
A
pp
lic
at
io
ns

 

In
-p
la
ne

 

na
no
flu
id
ic
s 

C
hi
p-
ba
se
d 

na
no
flu
id
ic
 
de
vi
ce
s, 

ca
rb
on

 
na
no
tu
be
s, 

na
no
ga
ps
, 2
D
 

ca
pi
lla
rie
s, 
et
c.
 

H
or
iz
on
ta
l 

Le
ng
th
: 0
.1 µ
m
–5

 
cm

; 
W
id
th
: 1
0–
50
0 
nm

; 
H
ei
gh
t: 
0.
5–
50
0 
nm

 

O
pt
ic
al
, e
le
c-

 

tr
oc
he
m
ic
al

 

H
ig
h 

M
od
er
at
e 

H
ig
h 

M
ed
iu
m

 
Ea
sy

 
C
on
tin
uo
us

 
op
er
at
io
n 

(s
am

pl
in
g,
 
se
pa
ra
tio
n,

 

de
te
ct
io
n,

 
an
d 
an
al
ys
is
); 

hi
gh
-th
ro
ug
hp
ut

 

sc
re
en
in
g 

O
ut
-o
f- 

pl
an
e 

na
no
flu
id
ic
s 

Pr
ot
ei
n/
D
N
A
 

na
no
po
re
s, 

m
em

br
an
e-
ba
se
d 

na
no
flu
id
ic
s 

Ve
rt
ic
al

 
Bi
ol
og
ic
al

 
po
re
s: 

0.
5–
5 
nm

; s
ol
id
-s
ta
te

 

po
re
s: 
0.
5–
10
0 
nm

 

Io
ni
c 
cu
rr
en
t 

H
ig
h 

H
ig
h 

M
od
er
at
e 

to
 
hi
gh

 

So
lid
-s
ta
te

 

po
re
s: 
lo
w
; 

Bi
ol
og
ic
al

 

po
re
s: 
hi
gh

 

M
od
er
at
e 

Si
ng
le
-m
ol
ec
ul
e 
an
al
ys
is
, 

se
qu
en
ci
ng
, m

ul
ti-
an
al
yt
e 

an
al
ys
is
 

Fr
ee
-p
la
ne

 

na
no
flu
id
ic
s 

N
an
op
ip
et
te
s, 
et
c.
 

Fr
ee

 
Ti
p 
ap
er
tu
re
: 

≈
 5–
20
0 
nm

; 
Io
ni
c 
cu
rr
en
t 

H
ig
h 

H
ig
h 

Lo
w

 
to

 

m
od
er
at
e 

H
ig
h 

M
od
er
at
e 

Si
ng
le
-c
el
l a
na
ly
si
s, 
in

 

si
tu

 
de
te
ct
io
n 

4 of 18 Exploration, 2026

 27662098, 2026, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/E

X
P.20240433 by C

ochraneC
hina, W

iley O
nline L

ibrary on [11/08/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



I  

n  

p  

C  

i  

t  

m  

t  

t  

f  

d  

c  

a  

n  

(  

n

(  

f  

p  

c  

n  

f  

u

(  

d  

s  

i  

g

(  

a  

w  

e

I  

t  

t  

e  

b  

r  

1  

d  

t  

p  

d  

d  

c  

p  

s  

w  

t  

c  

a  

f  

t  

w  

o  

t  

f  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

E

 27662098, 2026, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/E

X
P.20240433 by C

ochraneC
hina, W

iley O
nline L

ibrary on [11/08/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reativ
n comparison with popular microfluidic devices, chip-based
anofluidic devices are at a nascent stage but possess great
otential owing to their special phenomena and nanoscale effects.
hip-based nanofluidic devices are miniaturized platforms that
ntegrate nanofluidic channels and structures onto a single chip,
ypically fabricated using materials such as silicon, glass, or poly-
ers [ 62, 76, 133, 134 ]. Their unique advantages including planar,
ransparent, in-plane, and solid-state characteristics enable them
o be easily coupled with a variety of microscopes and exhibit
lexibility superior to that of other nanofluidic geometries. These
evices leverage the principles of nanofluidics to manipulate and
ontrol fluids at the nanoscale, enabling precise and efficient
nalysis of minute sample volumes [ 39 ]. Hence, chip-based
anofluidic devices have been widely used to visualize biosensing
Figure 3A,B ). The key features and advantages of chip-based
anofluidic devices include: 

1) Integration and miniaturization: The integration of multiple
unctions onto a chip facilitates the development of compact,
ortable, and automated systems, which are ideal for point-of-
are diagnostics and on-site analysis; The integration of such
anofluidic features into mass spectrometers would open up
uture avenues for the potential of mass spectrometry to explore
nknown subcellular matter at a nanoscale [ 70 ]. 

2) Versatility and multifunctionality: These devices can be
esigned to perform a wide range of analytical tasks, including
ample preparation, separation, detection, and analysis, mak-
ng them versatile tools for various applications in biosensing,
enomics, proteomics, and environmental monitoring. 

3) Low sample and reagent consumption: The nanoscale oper-
tion reduces the volume of samples and reagents required,
hich is particularly advantageous when dealing with scarce or
xpensive materials. 

n addition, nanofluidic devices fabricated using glasses show
he features of planar, transparent, and solid-state characteristics
hat can be easily coupled with a variety of microscopes and
xhibit flexibility. These advanced features suggest that chip-
ased nanofluidic devices hold promise as tools for detecting and
egulating single small molecules in fluidic conditions [ 77, 112,
35–145 ]. For example, Xu et al. reported a chip-based nanofluidic
evice featuring a nanochannel aptamer nanoarray (NANa)
hat enables the immunologically specific capture of single
roteins at physiological concentrations [ 41, 88 ] (Figure 3C ). This
evice utilizes a high-density nanofluidic aptamer nanoarray pro-
uced through site-specific molecular self-assembly within tiny,
losed square nanochannels featuring nano-in-nano functional
atterns. The resulting nanofluidic aptamer nanoarray demon-
trates a remarkable ability to selectively capture target proteins
ithin the nanochannels. Consequently, the device facilitates
he stochastic capture of individual proteins even at normal
oncentrations, in alignment with the Poisson distribution. In
ddition, nanofluidic devices have emerged as powerful tools
or the analysis of nanoscale matter. Lemay et al. pioneered
he detection of single molecules using electrochemical methods
ithin a chip-based nanofluidic platform. Their approach, based
n the anticorrelated current signals generated by molecules
raversing nanofluidic channels, offers a label-free alternative to
luorescence-based techniques [ 135, 136 ]. Moreover, nanofluidic
xploration, 2026
channels integrated with micropatterned lipid membranes have
shown promise for sensitive membrane protein analysis [ 137 ],
while nanotrap geometries have demonstrated the ability to
extend observation timescales for nanoscale particles, including
biomacromolecules and colloids [ 138 ]. These nanotrap structures
effectively confine particles, leading to significant increases in
residence times within the detection volume. Knowles et al.
introduced a microfluidics/nanofluidics-based approach for pro-
ducing monodisperse water-in-oil emulsions with precise size
control [ 140 ]. Han et al. developed a nanofluidic device capable
of continuous, high-sensitivity, and high-resolution monitoring
of biologic purity and bioactivity. The device employed peri-
odic and angled nanofilter arrays for size-based analysis of
biologics [ 141 ]. The versatility of nanofluidic devices extends to
particle sizing, as evidenced by the work of nanofluidic-based
approaches have been developed for sizing nanoscale particles
and single biomolecules in solution [ 146 ] (Figure 3D ). Addition-
ally, Jacobson et al. employed resistive-pulse measurements to
characterize extracellular vesicles derived from bovine milk and
human breast cancer cells [ 147 ]. The devices were fabricated in
a planar configuration featuring three nanopores arranged in
series, enabling precise measurements of particle volume and
diameter. 

These collective advancements underscore the potential of
nanofluidic technologies to revolutionize fields such as analytical
chemistry, biochemistry, and materials science. 

3.2 Biosensing With Out-of-Plane Nanofluidics 

Here, the typical types of out-of-nanofluidics including biologi-
cal nanopores and membrane-based nanofluidics, were mainly
discussed. The key features of out-of-plane nanofluidics are as
follows: 

(1) Vertical orientation: Channels and structures extend vertically
from the substrate, allowing for three-dimensional (3D) fluidic
pathways. This orientation is crucial for the functionality of
biological nanopores and membrane-based systems; 

(2) Enhanced surface area: The out-of-plane design increases
the surface area available for interactions between the fluid and
the channel walls. This is beneficial for applications requiring
high surface-to-volume ratios, such as biosensing and chemical
analysis; 

(3) Ease of fabrication and scalability: Out-of-plane nanofluidic
devices offer significant advantages in terms of ease of fabrication,
scalability, and integration with existing technologies. 

These benefits, combined with their enhanced performance,
cost-effectiveness, versatility, and robustness, make them highly
attractive for a wide range of applications. This section mainly
discusses biosensing with out-of-plane nanofluidics. 

Biological nanopores, such as those derived from proteins like
alpha-hemolysin or engineered variants like MspA, are embed-
ded in lipid bilayers or synthetic membranes [ 148–154 ]. These
nanopores can detect various biomolecules, including DNA,
RNA, proteins, and small molecules, by monitoring changes in
5 of 18
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FIGURE 3 Chip-based nanofluidic devices with in-plane structures for biosensing. (A) Chip-based nanofluidic devices as a typical sample of in- 
plane nanofluidics. (B) Biosensing principle of chip-based nanofluidic devices with electric and/or optical detection signals. (C) Chip-based nanofluidic 
devices to enable stochastic capture of single proteins at normal concentrations using optical output signals. Reproduced with permission [41]. Copyright 
2023, Wiley ‑VCH GmbH. (D) Chip-based nanofluidic devices to enable stochastic capture of single redox molecules using electrochemical signals. 
Reproduced with permission [146]. Copyright 2023, American Chemical Society. 
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onic current as these molecules pass through or interact with
he pore. Biological nanopores can achieve label-free detection
f individual molecules, providing high sensitivity and enabling
he analysis of minute quantities of sample with high temporal
esolution, allowing for single-molecule analysis, DNA/protein
equencing, and the real-time monitoring of molecular interac-
ions and dynamics [ 155–159 ]. Kilobase-length polymers, such as
ingle-stranded DNA or RNA, along with small molecules like
ucleosides, can be identified and detected without necessitat-
ng amplification or labeling. This unique analytical capability
acilitates rapid and cost-effective DNA sequencing [ 160 ]. For
xample, Wu et al. discovered that when a peptide with pheny-
alanine at the N-terminus was combined with a guanidine ring
of 18
molecule, the resulting nanopore exhibited ultra-high resolution
for specific amino acids, enabling effective differentiation among
the 20 standard amino acids [ 161 ]. Through a combination with
carboxypeptidase and coupling reactions, nanopore technology
successfully enabled the first-ever determination of short peptide
sequences. Bayley and his colleagues were pioneers in employing
protein nanopores for sequencing and single-molecule analy-
sis, establishing a foundational framework that has facilitated
numerous innovations in the field. A notable advancement from
their research is the development of a “molecular hopper,”
which is capable of translocating single-stranded DNA through
a protein nanopore [ 162 ]. This molecular hopper operates by
sequentially forming and breaking chemical bonds that link
Exploration, 2026
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imple strands to a nanoscale track. Remarkably, this process
an be regulated—turned on, off, or reversed—by applying small
lectrical potentials, positioning it as a promising candidate
or integration into nanopore DNA sequencing devices. The
olecular hopper achieves sub-nanometer (0.7 nm) hops, with
ach movement meticulously monitored in real time, allowing for
recise observations at the single-molecule level. This innovative
pproach not only advances the development of nanopore-
ased DNA sequencing but also contributes to the growing
ield of biological machines designed to manipulate molecu-
ar processes at the single-molecule scale. Moreover, biological
anopores hold significant promise for the investigation of single-
olecule proteins, providing vital support for the advancement
f protein sequencing and proteomics. Long et al. report a
ovel strategy for investigating temporal changes in molecules
ithin complex systems through the application of nanopore
ingle-molecule interfaces [ 152 ]. By employing a meticulously
esigned nanopore interface, an independently constructed weak
urrent measurement device, and a targeted methodology for
apid single-molecule quantification, they sequenced a series
f angiotensin peptides, each differing by a single amino acid,
ithin a multi-component system. This innovative approach not
nly allowed for the real-time monitoring of dynamic evolu-
ion processes of angiotensin peptides but also elucidated their
uantitative evolution pathway. Moreover, it shed light on the
rosstalk effects inherent in the renin-angiotensin system and
roposed a model detailing the impact of the SARS-CoV-2 spike
rotein and its variants on this biological system. Winterhalter
t al. employed an electrostatically asymmetric nanopore as
 chiral biosensor, enabling the identification of single amino
cid chiral and positional isomers [ 163 ]. This orientation sub-
equently affects the characteristic single-molecule current that
lows through the pore. By analyzing the specific amplitudes
f current blockades and their corresponding residence times,
recise identification of chiral and positional isomers can be
chieved. Furthermore, nanopores have been utilized for single-
olecule analysis of metal ion-chelator chemical reactions, as
ell as for real-time monitoring of disulfide bond formation and
leavage [ 164 ]. These investigations have illustrated the capability
f nanopores to unveil intricate details of chemical processes at
he single-molecule level. Additionally, biological nanopores have
een employed for the real-time measurement of protein-protein
nteractions at single-molecule resolution, further underscoring
heir versatility and precision [ 165 ]. Collectively, these studies
ighlight the potential of biological nanopores as powerful
nalytical tools at single-molecule level. 

nspired by biological ion channels, solid-state membrane-based
anofluidics have made great progress in recent years owing
o the development of advanced fabrication and characteriza-
ion technologies, and have been proven to be a versatile new
ool for understanding the functionality of biological protein
hannels and development of novel nanofluidic-based devices,
uch as smart gating devices, biochemical sensors, and so on
 18, 53, 71, 166–170 ]. Solid-state membrane-based nanofluidics, as
nother out-of-plane nanofluidic structure leverages the unique
roperties of nanoscale fluidic channels and pores to manipulate
nd analyze biological and chemical entities with unprecedented
recision, offering robust, stable, and highly controllable envi-
onments for the detection of biological molecules (Figure 4A ).
 wide range of membrane materials, including polymeric
xploration, 2026
membranes, inorganic membranes, and two-dimensional lay-
ered materials, have been synthesized to build membrane-based
nanofluidics [ 171–177 ]. As biomolecules translocate through
membranes, they cause changes in the ionic current, which can
be measured to detect and quantify the presence of the analytes
(Figure 4B ). In addition, integration with optical detection sys-
tems, such as fluorescence or surface plasmon resonance, can
provide additional sensitivity and specificity [ 178–180 ]. Mean-
while, protein channels with explicit structure and function
division have been demonstrated to precisely control the state of
biological channels and regulate the life information transport.
This inspires researchers to construct precise division of outer
surface and inner walls of membrane-based nanofluidics [ 92, 93,
158, 174, 181–183 ]. Moreover, by virtue of the special advantages
(easy programmable structure, adjustable functional groups,
abundant charge units, and easy surface assembly) of DNA
nanotechnology, one can precisely control the physicochemical
properties of OS and IW of membranes [ 1, 14, 58, 75, 86, 87, 90,
91, 95, 126, 128, 184–193 ]. The integration of membrane-based
nanofluidics and DNA nanotechnology opens up new avenues for
biosensing. For instance, Xia et al. were the first to experimentally
demonstrate the synergistic enhancement effect resulting from
the outer surface in regulating ion gating on the inner walls
of membrane-based nanofluidics through the employment of
designed DNA structures as functional molecules [ 182 ]. This
effectively reduced false signals associated with ionic gating, par-
ticularly in complex environments. Furthermore, they expanded
on this concept by demonstrating that the DNA-modified outer
surface can independently regulate ion transport in membrane-
based nanofluidics, even in the absence of inner walls, thereby
achieving multiscale target sensing [ 93 ] (Figure 4C ). Nanofluidic
biosensing leverages the inner walls of nanochannels as highly
confined sensing interfaces, where probe molecules directly
modulate ion transport. The current study demonstrates that
tuning the grafting density of DNA probes on these inner walls
reshapes the balance between steric hindrance and electrostatic
interactions, leading to a switchable ionic signal from “off” to
“on.” This reveals how nanometric confinement amplifies inter-
face ‑dependent sensing behaviors and provides a mechanistic
basis for optimizing inner ‑wall ‑regulated nanofluidic biosensors
[ 185 ] (Figure 4D ). Omar et al. reported the development of
a nanofluidic-based biosensor featuring inner walls as sensing
interfaces, enabling the direct detection and differentiation of
infectious from non-infectious human adenovirus and SARS-
CoV-2, as well as a range of other virus types, without the need
for sample pretreatment [ 87 ]. This design allows for the effective
capture and analysis of the target viruses, achieving detection
limits as low as 1 plaque-forming unit (pfu)/mL for human
adenovirus and 104 copies/mL for SARS-CoV-2. The strong con-
finement provided by the nanopore facilitates greater interaction
between the aptamers and the viral particles, improving the
overall sensitivity and enabling accurate detection of low viral
loads, which is critical for diagnostics and monitoring infectious
diseases. 

3.3 Biosensing With Free-Plane Nanofluidics 

Limited by in-plane and out-of-plane nanofluidics, in many
application scenarios, we need to be able to move nanoflu-
idic devices freely to achieve biosensing sometimes. We define
7 of 18
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FIGURE 4 Solid-state membrane-based nanofluidics with out-of-plane nanochannel/pores for biosensing. (A) Membrane-based nanofluidics as a 
typical sample of out-of-plane nanofluidic structures. (B) Biosensing principle of membrane-based nanofluidics with steady ion current. (C) Membrane- 
based nanofluidics for universal detection of biomarkers using the outer surface as sensing interfaces. Reproduced with permission [ 93 ]. Copyright 2021, 
The Author(s), published by Springer Nature. (D) Biosensing with membrane-based nanofluidics using inner walls as sensing interfaces. Reproduced 
with permission [ 185 ]. Copyright 2021, American Chemical Society. 
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FIGURE 5 Nanopipette-based nanofluidics with free-plane structures for biosensing. (A) Nanopipette-based nanofluidics as a typical sample of 
free-plane nanofluidic structures. (B) Biosensing principle of nanopipette-based nanofluidics with ion blockade current and/or steady ion current. 
(C) Nanopipette-based nanofluidics for single-molecule analysis. Reproduced with permission [ 203 ]. Copyright 2023, American Chemical Society. 
(D) Nanopipette-based nanofluidics for detection of the dynamic interactions of every single particle in the mixture. Reproduced with permission 
[ 206 ]. Copyright 2018, Wiley ‑VCH Verlag GmbH & Co. KGaA, Weinheim. (E) Nanopipette-based nanofluidics for electrochemical single-cell protein 
therapeutics. Reproduced with permission [ 207 ]. Copyright 2023, Wiley ‑VCH Verlag GmbH & Co. KGaA, Weinheim. 
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uch freely movable nanofluidic devices as free-plane nanoflu-
dics (Figure 5A ). Nanopipettes are a representative free-plane
anofluidics structure, which not only maintains the advantages
f traditional nanofluidic structures, but also has free mobility
nd flexibility [ 38, 43, 46, 47, 58, 67–69, 85, 89, 95, 120–128, 177,
94–201 ]. Nanopipettes are ultra-fine pipettes with nanoscale tips,
ypically made from materials like borosilicate glass or quartz.
or the fabrication of nanopipettes, laser pulling is a widely used
nd cost-effective method. The ability to modify the inner wall to
xhibit good selectivity is particularly advantageous for detecting
nd quantifying important biomolecules within the complex
ntracellular environment. The working principle is based on
he affinity-based binding between the probes tethered to the
xploration, 2026
surface and their targets, causing a change in the ionic current
due to a partial blockade or an altered surface charge (Figure 5B ).
Nanopipettes are capable of manipulating and sensing small vol-
umes of fluids with high precision, and operate at the nanometer
scale, making them essential tools in nanofluidics biosensing,
including single-molecule, single-cell, and single-nanoparticle
analysis. 

Using the principle of current blockade, nanopipettes can be used
for single-molecule analysis [ 202–205 ]. For example, He et al.
employed nanopipettes that leverage a strong nanoconfinement
effect, effectively slowing the exit motion of small molecules
and enabling their enrichment and trapping at the nanopipette
9 of 18

e C
om

m
ons L

icense



t  

e  

c  

t  

c  

a  

(  

d  

e  

t  

b  

a  

s  

a  

o  

i  

a

N  

n  

n  

e  

f  

3  

d  

v  

r  

m  

r  

M  

e  

s

T  

m  

i  

c  

d  

m  

e  

t  

a  

f  

i  

i  

u  

l  

e  

t  

a  

T  

c  

s  

D  

l  

b  

t  

c  

l  

p  

t

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1

 27662098, 2026, 3, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/E

X
P.20240433 by C

ochraneC
hina, W

iley O
nline L

ibrary on [11/08/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reativ
ip [ 203 ] (Figure 5C ). This methodology exploits the synergistic
ffects of strong nanoconfinement and viscous hydrogel to induce
ontrollable crowding of small biomolecules near a nanopipette
ip. The methodology exhibits exceptional sensitivity and effi-
iency, enabling the detection of even minute biomolecules such
s nucleoside triphosphates (less than 1 kDa), short peptides
a few kDa), and the hormone insulin (5.8 kDa). Remarkably,
etection rates exceeding 100 events per second can be achieved,
ven with nanopores that are more than 15 times larger than the
arget molecules. Moreover, the crowded environment created
y this approach facilitates specific intermolecular interactions,
llowing for the observation of complex formations like nucleo-
ide triphosphate pairs and quadruplexes. This methodological
dvancement not only enhances the sensitivity and efficiency
f biomolecule detection but also provides a powerful tool for
nvestigating molecular interactions and complex formations at
 higher resolution. 

anopipettes have also been successfully utilized for single-
anoparticle analysis. For instance, Long et al. developed
anopipette biosensors featuring a 30 nm conductive nanopore
lectrode with precise and well-defined morphology specifically
or single-nanoparticle assessment [ 206 ] (Figure 5D ). A novel
0 nm confined nanopore electrode was developed to directly
etect intrinsic collision events of single nanoparticles with
arying sizes. This precise fabrication method enables highly
eproducible control over nanopore dimensions. The detection
echanism, based on capacitance, offers exceptional current
esolution, achieving a remarkable precision of 0.6 ± 0.1 pA.
oreover, the system boasts a temporal resolution of 0.01 ms,
nabling the discrimination of microsecond collision events of
ingle nanoparticles from the recorded current traces. 

he pursuit of single-cell technologies has gained significant
omentum due to their potential to enhance our understand-
ng of cellular physiology and to facilitate precise pathologi-
al examinations and therapeutic interventions. Consequently,
eveloping technologies for precise single-cell analysis is funda-
ental. Nanopipettes can be directly inserted into living cells,
nabling real-time detection of intracellular substances through
he electric field at the nanopipette tip. This minimally invasive
pproach preserves cell viability, making it an invaluable tool
or studying cellular processes without compromising cellular
ntegrity. Researchers can leverage these tools to gain deeper
nsights into cellular functions, interactions, and responses,
ltimately advancing our understanding of fundamental bio-
ogical processes and disease mechanisms. For example, Xu
t al. reported a nanopipette tool that exhibits excellent selec-
ivity, stability, and high recyclability for the electrochemical
nalysis of biomolecules within single cells [ 207 ] (Figure 5E ).
his dual-lumen nanopipette enables the precise delivery of
ytosolic proteins, such as DJ-1, into neural PC-12 cells and the
imultaneous monitoring of cellular responses. By delivering
J-1, an upregulation of the antioxidant protein was observed,
eading to protective effects against oxidative stress induced
y phorbol myristate acetate. The second lumen, dedicated
o ionic evaluation, allowed for the real-time monitoring of
ytosolic hydrogen peroxide levels, a key indicator of cellu-
ar oxidative stress. This innovative approach offers significant
otential for advancing electrochemical techniques in protein
herapeutics. 
0 of 18
4 Future Challenges and Perspectives 

Biosensing with nanofluidics represents one of the most promis-
ing frontiers of biosensing technologies in the realms of pre-
cision medicine, disease diagnosis, and health management.
The development of various nanofluidic structures has ren-
dered nanofluidic technology adaptable to diverse biosensing
scenarios. Despite its recent advances, some challenges still need
to be addressed. For example, the ultrasensitive detection of
cancer-associated biomarkers (proteins, antibodies, hormones,
cytokines, DNA or RNA, etc.) in complex biofluids (tears, breath,
digestive fluid, saliva, sweat, urine, etc.) is challenging, as most
biomarkers are present at very low concentration and with
transient heterogeneity. Detecting low-concentration biomarkers
in biologically complex samples requires the development of
nanofluidic biosensors with high sensitivity and specificity to
meet the demands of practical sample analysis. In addition to the
low concentration and transient heterogeneity of target biomark-
ers, another significant challenge in practical applications is the
nonspecific adsorption of non-target species present in complex
biofluids. These interfering molecules can adhere to the inner
surfaces of nanochannels, leading to channel blockage, reduced
sensitivity, and false-positive signals. This phenomenon not only
compromises sensor accuracy but also affects long-term device
stability and reliability. Addressing this issue requires advanced
surface modification strategies, such as the use of anti-fouling
coatings (e.g., polyethylene glycol, zwitterionic polymers) and
selective molecular recognition layers, to minimize unwanted
interactions while preserving the capture efficiency of target
analytes. Traditional single-biomarker analysis sometimes fails
to accurately reflect disease status and can lead to misdiagno-
sis. Therefore, it is essential to develop nanofluidic biosensors
capable of simultaneously and precisely analyzing multiple
biomarkers, enabling early and accurate diagnosis of major
diseases such as cancer. In clinical auxiliary diagnosis, rapid
detection and data analysis are also crucial, in addition to meeting
requirements for sensitivity, specificity, and accuracy. Point-of-
care-testing represents an important future application scenario
for biosensors; however, developing nanofluidic biosensors with
high stability and real-time monitoring capabilities remains a
significant challenge. Moreover, biocompatibility and safety are
among the key issues that still need to be addressed. Finally,
for the development of more smart nanofluidic biosensors, the
integration of therapeutic functions alongside disease detection
still presents a major challenge. 

To fully realize the potential of nanofluidic biosensors and
translate these advancements into practical applications, several
pivotal breakthroughs are required (Figure 6 ). 

4.1 Novel Materials and Structures 

The performance of nanofluidic biosensors is intrinsically linked
to the properties of the materials employed and the preci-
sion of their structural design. Novel materials with tailored
characteristics and engineered pore/channel architectures are
essential for enhancing biosensing capabilities. One promising
area of research is the utilization of advanced nanomaterials,
such as graphene, carbon nanotubes, and plasmonic nanopar-
ticles, which exhibit unique electrical, optical, and mechanical
Exploration, 2026
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FIGURE 6 Future challenges and perspectives. 
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roperties. Semiconductor nanomaterials, for instance, have
hown promise in constructing nanofluidic biosensors capable
f photoelectric responses. The integration of the photoelectric
ffect into these devices significantly amplifies signal conversion
nd conduction efficiency. Moreover, metal-organic frameworks
MOFs) and covalent organic frameworks (COFs) offer excep-
ional potential due to their hierarchically customizable pore
tructures and properties at the molecular level. These mate-
ials facilitate precise control over sensor performance at the
olecular scale, enabling the development of highly sophis-
icated nanofluidic biosensors. In addition, the design of the
ensing interface is pivotal in optimizing probe-target interac-
ions. Precise design of the sensing interface and harnessing the
ynergistic effects between inner walls and outer surfaces of the
xploration, 2026
nanofluidic biosensor would significantly enhance sensitivity and
specificity. Additionally, the flexibility and biocompatibility of
the construction materials are crucial for subsequent integration
and implantation. The use of materials amenable to large-
scale fabrication is essential for reducing production costs and
promoting widespread adoption of nanofluidic biosensors. 

4.2 Innovative Biosensing Mechanisms 

The advancement of nanofluidic biosensors necessitates the
development of innovative sensing mechanisms to enhance
sensitivity, selectivity, and accuracy. A fundamental aspect of
this endeavor involves exploring ultrafast ion and molecule
11 of 18
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ransport phenomena within confined nanoscale environments.
chieving rapid and efficient signal conversion and conduc-
ion is crucial for optimizing biosensor performance. Moreover,
everaging the quantum effects arising from the nanofluidic size
egime offers promising avenues for developing novel sensing
odalities. Quantum sensing based on nanofluidic biosen-
ors presents an intriguing possibility. By harnessing quantum
ffects, these devices may exhibit unprecedented sensitivity
nd specificity. Semiconductor-based nanofluidic biosensors,
hich capitalize on photoelectric effects, introduce complex
lectron-ion-molecule interactions, thereby necessitating innova-
ive approaches to optimize sensor performance. Recent advance-
ents in the theory of nanoconfined superfluidity warrant
nvestigation in the context of nanofluidic biosensors. Exploring
he potential for superfluid signal conversion and conduction
ould lead to the development of groundbreaking biosensing
echnologies. These research directions collectively aim to push
he boundaries of nanofluidic biosensing, enabling the detection
nd quantification of biomolecules with unparalleled precision
nd efficiency. 

.3 Device Integration of Nanofluidic Biosensors 

iniaturization and integration are paramount in the evolution
f biosensor technology, and nanofluidic biosensors, in particular,
ffer significant potential in these areas due to their early stage
f development. As these devices shrink in size and complexity
ncreases, the generation of massive datasets becomes inevitable.
dvanced data analytics, including machine learning and deep
earning, are indispensable for extracting meaningful insights
rom these data, thereby enhancing sensor accuracy and expand-
ng application domains. Energy management is another critical
actor influencing the practical implementation of biosensors.
he development of self-powered nanofluidic biosensors, capable
f harvesting energy from ambient sources such as light, heat,
r magnetism, is essential for achieving miniaturization and
ntegration goals. Furthermore, these external energy inputs
an be harnessed to modulate fluid transport and biomolecular
nteractions within the nanofluidic channel, optimizing sensor
erformance. The convergence of nanofluidic technology with
ortable, wearable, and implantable platforms holds immense
romise for real-time in situ monitoring and analysis. The intrin-
ic compatibility of nanofluidic channels with biological systems,
wing to their shared ionic environment, offers a distinct advan-
age over traditional electronic sensors. Additionally, nanofluidic
iosensors can serve as versatile platforms for integrating com-
lementary sensing modalities, creating synergistic effects that
nhance overall biosensing capabilities. These advancements
ollectively position nanofluidic biosensors as transformative
ools with far-reaching implications across future fields. 

.4 Future Applications 

anofluidic biosensors hold immense potential for transfor-
ative applications. Immediate priorities include enhancing
ensitivity, accuracy, precision, and linear range to facilitate rapid
ranslation into clinical and home-based settings. A biomimetic
pproach, inspired by the intricacies of the human nervous sys-
em, offers a promising avenue for advancing nanofluidic biosen-
2 of 18
sors. By emulating the functionality of neural synapses, these
devices can revolutionize clinical diagnosis, precision medicine,
and beyond. The development of bioinspired components such
as rectifiers, transistors, and memristors, analogous to biological
pores, is crucial for expanding the capabilities of nanofluidic
biosensors. Moreover, integrating nanofluidic biosensors into
bionic synaptic devices can propel advancements in neural com-
puting and information sensing. Addressing the limitations of
traditional electronic biosensors, nanofluidic technology presents
an opportunity to create novel human–computer interfaces.
Leveraging the inherent compatibility between nanofluids and
biological systems can significantly enhance human-computer
interaction efficiency, particularly in the context of the burgeon-
ing artificial intelligence landscape. 

Overall, biosensing with nanofluidics holds immense promise for
revolutionizing healthcare and beyond. By integrating innova-
tive materials, structures, and sensing mechanisms, researchers
focusing on nanofluidic biosensors are developing highly sen-
sitive and specific biosensing platforms. Miniaturization, inte-
gration, and data analytics are crucial for translating these
technologies into practical applications. Overcoming technical
challenges through interdisciplinary collaboration is essential to
fully realize the potential of nanofluidic biosensors and improve
human health. 
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