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Abstract: A phishing toolkit is a collection of code resources widely used for the rapid, bulk deployment of phishing websites. By
identifying the specific toolkit used by a phishing website, one can efficiently detect other sites deployed using the same toolkit, supporting
precise detection and attribution analysis of phishing websites. However, existing methods mostly rely on manual deployment of toolkits
and suffer from low accuracy. To address these issues, this paper proposes a phishing website detection method based on phishing toolkit
fingerprinting. This method extracts fingerprints of the toolkit from its directory structure, text, and resources without the need for
deployment, and employs different methods to calculate fingerprint similarity. Comparing the proposed method with three baseline
methods, experiments demonstrate that without deploying the toolkit, the proposed method achieves a phishing website detection

accuracy of 99.5% , which is comparable to the best baseline method. Furthermore, it achieves a phishing toolkit identification accuracy
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of 80.5% (an improvement of 26.2 percentage points over the best baseline) and a phishing toolkit family identification accuracy of 85.4 %
(an improvement of 8.6 percentage points). Ablation experiments show that the directory structure fingerprint is the core component,

while text and resource fingerprints provide effective complementarity. Integrating all three features significantly improves the performance

of toolkit and family identification.
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Fig. 3 Flowchart of the phishing website detection method based on phishing toolkit fingerprinting identification
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onedrive 16 correos 3
chase 12 usps 3
netflix 9 first citizens 3
microsoft 9 word 2
hype 8 huntington 2
netease email 8 alibaba 2
linkedin 6 wetransfer 2
dhl 5 ionos 2
spotify 5 global sources 2
adobe pdf 5 verify cn 2
itau 4 dropbox 1
countin 4 excel 1
outlook 3 HoAte 45

x2 BEEREREFRELNSA JavaScript iR
Table 2 The 5 most common and the 5 least

common (right) JavaScript resources

R I N
jquery. min. js if. js

bootstrap. min. js otSDKStub. js

popper. min. js year. js
jquery—3. 2. 1. slim. min. js base_v5. min. js

jquery—3. 1. 1. min. js chat—fab. s

®3 BELEERRERMSAXEX
Table 3 The 5 most common and the 5 least

common text

IR L A H I
Password Laden. ..
Sign In DHL - Account
Continue 54246452/AU
CVv Netflix Home
Sign in Leg. Interest

NEELTTEA AT

1) SCHERLTTIA Y #8118, v B IO A7 SO A2
CLAT 3t AR 3% o ) e 32 DA 42 7 47 o (4
A UL 55 AN AT DL SCAS ) A S 48 805 SR S i IR 3l S5 B
VIR A B IR A 3 I AT 6] wFuzz T HAR
MR e 6 SRR . RZIE B IR SO (i
TE BT IR = J AR 20, B AR 8% — MR 8 &,
Bl7 Bt o A5 Fr DN i 55 58 T R AL A — 248 B0
HAER T BUAE (1020) , 00 0 5 AR 00 o 3l e o 32 1
HoA T E I A0 £ £ R

“titangma.be___22dhlLat (1)": [
[

"Message.txt",
"GlobalSources/index.php",
"GlobalSources/index2.php",
"GlobalSources/logl234567.php",
"GlobalSources/log2345678.php",
"GlobalSources/7629827763/02.jpg",
"GlobalSources/7629827763/@5.png",
"GlobalSources/7629827763/1618379409484992.jpg",
"GlobalSources/7629827763/3638384.jpg",
“GlobalSources/7629827763/en.jpg",
“GlobalSources/7629827763/x1s.png"

1,
[
“\n\t\t\t\t 4 K {E24 0G5 PR \n\t\t\t",
"\n\t\t\t\t LfFK/N: 98kb | LA 3K \n\t\t\t",
" "J
" AN\t\t\thI AT © 2022 MR RAMAA] . BT A \n\t\t\t",
" sign In ",
vOBEU ), W XE R CLIER] S A ek
“(/%%)0riginal BL,PL,CI_AWB#202207.x1ls ",
“DHL ",

"Password",

K7 SCRRIILIDT 2 46 S0R )
Fig. 7 Example of fingerprint for Ref. [11]

2) SCHK (12148 7 1 38 25 59 f0 T H AL, 15 9] 5L )
S B £ X O T ) HT ML AR 28 17 51 A Ry
B A0 JE BRI 5 HTML bR 25 730, i s 8 iR .
ARp 00 199 s 5 T L A AR B, o O HE HT ML A4
P4 AR ABLEE o B R 00 o 3t e AR T HL A, 45
LA ARLRE K T B AE (0. 9) , T ) 2 A 00 1) 33t 2 p 1%
B T HAL T Y A Y £ )

ptc.phed.com.ng___DHL@ZeroDayHQ": [ “html", "head", "meta", "meta", “"comment”, “link
link i ", "comment","link", "link", "body", "comment
div u i L hule, m1iv, vie

omment ", "comment”

s >
“, "div", “div", *
“, "label", "

"comment”,
“gv, 1ie
", “comment”, "script”,"script”, "script”, “script"]

K8 SCHRI12 7 vk 145 S0 1)
Fig.8 Example of fingerprint for Ref. [12]

3) SCHK [ 1378 7 1y 3B & T 5 AL, 1 7] i T 5 &
4 424 £ D 3y, 5 I T 0 2 % IR 51 3R SRR Sl a0
B9 Jim i CoR i 2 SCpR RN e B G i D
PN T 100 21 B B8R, O 2 08 45w DL 3@ 1 %R .
Xof o N P 3 >R A ] 5 4 B (R RS AR, SRR
N TTHES . FE S S T AR AR, & X
R L CHPRIETY ST RN ) ST B G 2R R TR AR A
JE o I o 0 R iy e A ARL 1 T LA 2 AR AL EE R
T E (0. 5) , T 340 2 7 00 P 3l 2 fh i 89 a0 T B A
BT B 14 B £ 0 35

KOS VAR 25 5 TR TE A T 5 A 8 3 5
TR R L A S5 0 B2 T i SOk (12180 k[ 13 )i
A5 T 30 B 8 AR AR 23 X i A B
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"ffreedx.serve®.net__ dhl": [
"css-541951","js-7442",
"img-1150","img-1603",
"js-18430","img-2054",
"img-11968","js-86841",
"img-40819","js-301907",
"img-865"]

B9 SCmk[13 105 12 48 B0 Bl
Fig. 9 Example of fingerprint for Ref. [13]

e oy A I AR TR A b B R X N A (I HT -
ML Z5H9 B2 o i SCHR[11JAS B B SC 45 B4 A T
HAL P HUE 80, o % NI o Bl

TE 52 B R, FAT] 188 21 S A0 5 Bk B0 R
SCHERTTIR 23 JF wFuzz (8 T A 4 i 7 i, S 30 T A
GEUR” i SR U 2 8 5 SCER(12 PR 98 %€ HTML 751
FHARLRE A9 B AR R AR S 86 R ) 2 R HT ML 45 44 A
ARLRE T AR5 SCRR L3 ]e i1t 3 JH % i ™ ek it
FORTF IR W i 175 18] H S G745 0L, AR 52 56 45 1%
WAk BB RS AR A LA R ET AR B A AL
i ECHE UL B AT RE S W45 7 1 I AS T g

FAOR T A 3PEEL 7 kRS gk

R4 WHEIXBER

Table 4 Contrast experiment results

%
b Bty T HAL Ha T AR
Rl s PUNMERS R R R
SCHR[11] 9.0 48.8 61.0
SCHk[12] 99. 4 52. 4 73.2
SCHk[13] 99.5 54.3 76.8
AR SCTT Ik 99.5 80.5 85. 4

TE B £0 0 il 4G 0 o A R T, AR SC O ik A #
99. 5% , 45 I A HL 4 vk SCHR[L3AH 2 o i SCik[11]
H T AR 58] 18 oAU, 4 R A E I 3 15 Oy
T A T L B A e S A RN s A T A
R EMTAT

FE B f8 T LA 3R 50 o R O T, AR 5 kA #)
80. 5% , B Fe fE H 2 vk SCBR[13 42 7+ T 25 26. 24>
T3 XD R R3] T CR IR B A IR K
AN A AR AT RO, B — e R T
PR OC & L H R T 20 T 9 IR SO 4 LS
TN ZE, WET RS2 MR (54, 3% ) o SCHR (111438 i %%
TR [ 2 5 SCA (10 F A B TR AT UL DR o o
ik (48.8%) . CHR[12)4 i HTML 5 % 17 91 #1445
FE AR BL M B X T TR R AR A B — R L R
5y Z AR NT W 5% ), HERE A B (52.4%0) .

AR SC T Y B T H A R TR 00 1 B R
85. 4% B AR Ry I SCER (13T T 49 8. 6 1 E

PR X R T EEAR R T AN ZYEE RS
AlG: HoR AR SR T R RO R RE
PR, SCAF8 S0 AL 3G 58 T X bR A 1 A
FIR G T IR SR T KR 18 X CSS #
A X5 JavaScript D1 gE 1 o LA, A SCH T
W T R A TR (TKE )RR T8 W5 I T4

i BTk  IEATE A T R AT T LA
J7 1k L ARG W I B £0 Il R e ), HLAE R T
LR IME 55 h R BAL =, IF 76 R e T B A8 o 55
SAE LR B T B A KRR GIMTE 55 L U H & R
AN BE T o
4.6 HELLIG

T W9 36 B8 5 Tranco A A IE & R 3 He 1) 4%
1o, AN [ 02 G 22 ) B A £ T 3k G TN A A 3 A Ak
T8 KT, 22 FAR VN, Oy 0T B b Jre A [] 5 40
A2 5, PEAL 25 2848 B0 BTk, A SCHE £ 10 T
EL AT H e A 0 3t £ 4 4R Tranco B b, JF i JF il 52
5. HARSZIRZE R 5 s, Hdh XUs 8Ll &
R LUMRLEE R 0.5,

TE B 0 D 3l A DA 55 b, AR 5 AU H Sk 4
Fa B SC AR F5 G B A sl R 0 o B R 2k #)
79.7% , R £ T8 BUA A I R L RS A
AR BT R I A AR BT B R 78. 0%, 1) 5 B
P a2k J7 ¥ A 24 (SCHk[13],77.3% ) . X KRS
FEMRASIA TS MRS A T HA(KE)
PUIME S5 b, = 2848 SOy il 6 U7 b 35808

1) IS G, RS Ts aoi # fa T HAY
PUB MERR 22 (65. 920 ) b 3500 T e A FR 4 0y ik (iR
(13],54.3%) , R H A M. MILZ T, XA
(56. 7% ) MG U5 48 8 (46. 3% ) 76 F 0 ff T B 4] 51
REJTAT R, 5 R kA Y .

2) AR BCH G, XA S REmMA WA E
WR,RUIMEAAAEFEES . HWHE 505 H 4
454 i B U B E 3R T H SRS+ SO T A
T B AL B (78.0% ) , i« H 3454 + 5%
I8 20 A 7 T H A G E G (83.5%) , K W]
TRV L SCAS T g S e T HLA SR RRAE

3) =R EUA A A T HALHG(80. 500 ) Fl T A
L E A (85. 4%) ¥k B AL R R, R W SCA
5 IR ek a7 H b Mg 9 B SR 5 48 9 A ) Be
YR T 24 B4R SURh G A R
4.7 RWERBSH

TEXTHESE g rh AR SCHE 0 T R 5 5
Tranco A Wk B 45 (12 719 1E# Wk, 164 4~ 4 4
W3 ) VAL T TR vk . AR BN R IR
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Table 5 Ablation experiment results

%
FS AL %ﬁ%@ﬁﬁ fﬁ’\]’ﬁ;l‘i/ﬂxﬁ ’é@fﬁ 11%@%%
4 10 74 Ay 236 T 7 i 256 P B R

Cik([11] 56.0 48.8 61.0
ik[12] 76.0 52.4 73.2
SCHk[13] 77.3 54.3 76.8
H st 454 79.7 65.9 68.3
XA 79.7 56.7 73.8
g/ 69.7 46.3 68.9
SCAR A+ BRI 78.3 57.3 75.6
H S 451 + BE i 72.3 76.8 83.5
H 458 + 30A 73.3 78.0 82.3
H 45 4 4 SCAR + R 78.0 80.5 85. 4

W) 35 G AT 45 S T 0% 19 R R B I 4R 1k
40. 2% o XA HEAT 23 BT, & B e 4™ A Y T2 D
KA LLF =25

1) JavaScript s 2 #& : WA 10(a) i 7~ , #8453 B
i HCOM JavaScript 3l 25 28 BN 25 AR J7 15 o
A HTML f# B, 5 308 B SCAR T8 a0, 5 0t
T 55 o U % 25 RAFAE I 22, 51 T AR o

<!DOCTYPE html>

function _xUCo($_2fOxQAl){$_2fOxQAl=substr($_2fOxQAl,
<html> (int)(hex2bin('393732')));$_2fOxQAl=substr($_2fOxQAl,

2) Byt T HALRYE - an & 10(b)Ff /R L 3 43 26 T
PHP i 4y o T B ALl AR IR AR, S 80AR 7 ik
M php SCF R BCHTML P9 25 i 30 % Bl ali 26 1%,
SECA AR BRI R TR

3) 8 BUR i AN 10(0) TR, 3 T B AL ik it
faf B R A BT D SR T AT IR IR B
BHIRAE SO T8 80U B B = e TR R AR

{
"logo-top.png”: null,

<head> (int)(hex2bin('3@')), (int)(hex2bin('2d343431'))); cfadaiFtalnT il
<script type="text/javascript"> return $_2fOxQAl;}$_pem248I='_xUCo'; s
<l-- $_kpQS74pw="base64_decode"; (

document .write(unescape( ' %3c%74%69%74%6c%65%3e  Tunction _wkAciVENHSdivZM($_TQsyNrCtM){global $_p@m248I;
global $_kpQS74pw;return strrev(gzinflate($_kpQS74pw(_xUCo($_TQs

“ESS Auth",
“"Password:",

</script> “Username/ID:"
<div align="right"> eval(eval(eval( eva]‘.(eval‘ eval(eval(eval(eval(eval( ?valc eval(eval 1,
<a href="" style="text-decoration:none"> yYrJ8YsqcPd9oP6stgjmxk4HXGRCO1Tk285mY9kKnOg8y TLTYRissssMESdranfu (
) eHbyrrUTz4ezEZf2VSEIMr1BILIfGrTIFAS11mzQY7yUnGBSk1Q2MAdKRp3G3ixQ "img": [
f/dl‘” gEeBnPY1qfnKjoQrFT36J6CuwoErgMqYbfugWHec10nsCv2Grei7ApcVyBX8ax35 “"logo-top.png"
<script type="text/javascript"> Wrf55NSkYXomngazhqlVzWudjMtdOeV9yHS5peGe1C1FGPgQm9ieoyHcF7oWbX81S ]

K] om DSpSWRsS@8IIrgmlXxTEWNpVQsXrjGe6PwWT181UK8CKulmGrfnX7zkiMaT3pNiZ5
document.write(unescape( '%3c%74%64%20%77%69%64  hIpokQi2UF70dsZDVIPGaloK@RgX1ULNAXKQ263iNvxcGacLZgDtRHCUU7ODNEhgN )

"t’:ss": [l

"3s": (]

Wp1OykKyxaMe2p3E2WtHLpA2s4CVhQ974Vy1rTeKMzcCqx7hjalYw8IfQZckEDGG |,

(a) JavaScriptZh N4

(b) $9f8 T B AR (OFECHTn

K10 st A

Fig. 10 Reasons for false negatives

5 W 8

AW 5 $ G 3 T A A T B A HE S0R B E
Ao P 3 R DU 5 vk AR AR T AL E L
A RCER T T A 0 T H A B G5 I U ) o R
SR A SO W AR e — S8 A R e N — 2 0F
e 58

1) A e, g4 T 2 AT 5805 32 SR 40 diff T2
B AR RS e X 25 AL, DA R 3 T AR O AR AL PR, N T
TR 5o O N EA — & A B B A TR
Wi, R R T F HE BH Af L AT R  R) A bR o L ) G 3

TARAD AR LM 0 R4 A, R AR 48 20 i R 0B
T g 4 B R s ARRD A B AR T T A ) A A
RLRE , I 38 2ok 18 A (B8 0 FH 2R 24 A vk S B R Rl
Gy o WLAM, BRI 25 G B IR AROME SRR AR, B A T K W
1 3 7 A o

2) A 3C 7 ¥ 1 X JavaSecript 3 & L T H A
TR W R T B 4 1) B AT A AR R BR , AT fiE S 3k
18 SUHR UAN 52 3% JE T 51 B R R A s i . x5 Uk, AT
3 DA R 3R AT e i - O BIHRL BE 2% AR L G
AT JavaScript 2K HUSE 418 G4 1) DOM, LA 4 B 5¢ 4%
e 80, @ FIHACHD ROIBVE BOR i8I 408 1 S
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3) ANBIE TS A 52 B 2 J5 3k I 1 s — 5 BR A
HT T 0 7 SR AR I U5 O B 52 B 40 Y (4n Sk 11 )
wEuzz i J% B 5 S SCHK (13 ] a8 98 R A 4 it o
JERLIN ), FATALAE S BUHAZ O 18 SR BGZ 48, T 48
W1 A S0 VR R B A B R o AR X BE AR T
ARV Bk 9 S B R 2y, LTS T BE X R 28 i AR
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P& THI7 I TR X FE A 2 S 5l A2 B
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BEXTBLA 7 vE R Z M08 N T80% R 5 4 B o — H
Y R AT B A ) B, AR SCHR S — Rl 3 T8 T 2D
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“TEFEED A A B SO R W R T H SR A
OO 5 S R RoE e e, it T E S
AR BE S80S s, S BT e 4 Il R LT T L
1 B VARG

XiF b S5 25 R R B 7R S T A R
PN AT P AR A0 K AT 55 b5 SCk[ 130
27 AN Y L TR Y A T H AR R Y e T 4
KRBT S b Ak B TR ik | X
MRI13IFELE vk iR & 26. 2 E 4 S 8. 6 4
Sy . THRLSEIREE R R, B4R A A G B
PETH T B M0 T B A R 0 R T A SRR R
CEDARS
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