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MT: an Encrypted Traffic Classification Method Utilizing Traffic Images
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Abstract: To address the insufficient utilization of traffic characteristics in traditional encrypted traffic
classification methods, a multidimensional information image-based encrypted traffic classification
method, named MT (multi-dimensional information image encryption traffic classification method), is
proposed in this paper. Firstly, traffic data is converted into a specialized traffic image format that in-
corporates unique information from traffic flow, including packet headers, payloads, and packet length
sequences. Then, Transformer architecture is employed to extract global features relevant for classifica-
tion from traffic images, while the LSTM-FCN(long short-term memory-fully convolutional network)
model is utilized to capture both long-range and short-term temporal patterns within the sequential
data. Finally, a two-stage fusion classifier is implemented, where the global and temporal features are
fed into their respective classifiers to generate two initial decision outcomes. A feature fusion classifier
subsequently performs weighted integration of these global and temporal features to produce a third de-
cision. The final prediction is obtained through the fusion of these 3 decision results. Experimental re-
sults show that the MT method achieves superior performance across multiple evaluation metrics on
both public and self-collected datasets, outperforming all selected baseline methods in the classifica-
tion task.
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