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Function Splitting-Based Adversarial Attacks on Binary Code Similarity Detection

WEI Ran, SHU Hui
(Information Engineering University, Zhengzhou 450001, China)

Abstract: Binary code similarity detection can identify homologous functions in software, thereby lo-
cating critical modules. When attackers apply this technology to reverse engineering, posing significant
risks to software security. Code obfuscation can increase software complexity and enhance its resis-
tance to detection. Traditional code obfuscation techniques are primarily implemented within a single
function, often resulting in substantial space and runtime overhead. To address this, a code obfuscation
method based on function splitting to counteract binary code similarity detection is proposed in this pa-
per. The proposed method is operated at the intermediate representation level of the program. First, the
basic block set of the original function is partitioned into multiple subsets based on the dominator tree.
Second, data dependencies between subsets are identified through def-use chains. Subsequently, con-
trol variables are introduced to repair the control flow among these subsets. Finally, sub-functions are
generated via code rewriting. Experimental results demonstrate that after applying function-splitting ob-
fuscation, the recall rate of binary similarity detection models drops to as low as 1.3% (with a function
pool size of 1 024), while the code bloating ratio is 2.06 times that of the original model.
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