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Abstract: To address the privacy protection problem of multi-source heterogeneous data in the
Internet of Things, a secure framework for multi-source heterogeneous data based on a piecewise
linear chaotic map was proposed. Different from existing schemes that primarily focus on single-
type data or handle heterogeneous data independently, in the proposed method, corresponding
data extraction strategies were first designed according to the inherent characteristics of multi-
source heterogeneous data to fully fuse them and abstract them into a unified representation mode.
On this basis, to ensure the security of multi-source heterogeneous data, a dual block-level
permutation strategy and a bit-level low-frequency coefficient encryption algorithm were first
designed. The encrypted low-frequency coefficients were used to determine a unique value as the
starting position for the diffusion of non-zero high-frequency coefficients. Then, a bidirectional
deviation diffusion operation was performed on the existing non-zero high-frequency coefficients
to further strengthen the protection of high-frequency information. The experimental results
indicate that the proposed algorithm ensures the security of multi-source heterogeneous data and
can be deployed on standard computers.

Key words: multi-source heterogeneous data; privacy protection; piecewise linear chaotic map;
block-level permutation; bidirectional deviation diffusion

Z WS RS R LTI ARG R RBEE SO A T

WKfEBHEA: 2026-03-22

HEEWMB: HEARPEESEIH (61977014) 5 %52 #2FFHIHE5 18RI H (B16009).
EEBT: RER(1962—), T RACKR 042 A4 S0

BIEEE: T If,E-mail:yuhai@mail.neu.edu.cn.



10 AR FFR(A RAFR)

% 47 %

49 7 FH TR 0 R B 3T 2% 04 JR R 2 > 40 3,
o SRR AR S A 0 5 5K A R
1% 55 2R, BB B ML A S A S 3 ELE B ) Y
PN R R LI R NI S SN S k=
TE T AR b 7 E 2 K 22 U S A B A Sy
UNDSE: 88550100 S R Al Ei B NE Ny = 4
IR RN 2 U5 S A B R Ak Rl R
S N N S E SR S T EOPRS N = 2
B ) 7 A 2 R A R B E L T BRI R
WA G I S I R 7 N 7 NS A
i, 330 SO IR 7 A7 i o b v R ik O
PR B IR AR A )

T Matthews £ H i R IR VG 3] ) 2 Jr 3
A 3 o0 %% B 95 B AR AEL, Fridrich! ") F 1997 47 41
T E AT B A A )T ok A L -
PECHESR LT ULAHE SR WF 5T N B T ) £ ot fk
FARSR W T 2 8 RN Sk Tang AR
P T 1 LT Logistic M 5 A1 4% 58 B 2 5 Y
TR T % i A S A R 2R ALY &k Sk DNA
(deoxyribonucleic acid )% , Fx & TE W AUE DNA
HW, e T DNA G i BEHLYE . i T DNA 4t
23| AR A ()T AE , W] B8 1 B 4% 3k o ik
it S S 2R G0 0 85 R 7 5 K, Zha 82T T 1
PP T 20 A5 TR I R G0 B 9o 20 in 4 B i L 5
IS 25 SRR W] LA T TN A0 i i
HA RAFpynr g~ e A HsoA, nT ik B ok
FE SN S K AE B L 22 P i bR H bRk
Rz — A RBE RS T E B2 2k, Wa 5 g
T LR T DNA R 2 B0H ) —4EIR T R 4t
1Y GO B 585 8 T i U DNA 4 % 28 B i
32 R [A] R, Yu S5 BRI T 1 FRORT 9 5L T DNA
AR AL N TR T AR G Y PR Rk T
Signing 5545 & Jerk 11 2 4t A1 DNA 4t , %
TET VR T SCA FI G R s & 45 . LA 42
BRI 1R N7 7 N B R i N N 1
Xk [16] 42 T 1 ##£ MPEG (moving picture
experts group) [ 4 1 5o T HE T 1R T A1/ i 25
) AN 8 A3 , R B 3 — /N 3 — B 3 0 Sl A 7
3R EMUE S 1Y E LY R LU B A5 5
Y2 A SCHRL7 ] JE R IE 5% pR R R PR
R PR E M A 1D n B BURIET A 4,
o VIR — % T BRI TR0 SN &
Zhao 55 "N ARHE FH P ZHEAL T SR TE T 1A SE
e s S R T 5%

R0 R T A X R —{F R

T, 208 T 8 W (Internet of Things, 1oT) H1
Z V5 A E R B 2R AT R L A, A R
KT SR AR B R AT S A BT = AR N [ B
Ptz AT B AR Y e e AR SCHE S 1
A [] T 30 A H5 8 I 7 58 1) 22 08 55 4 B s 22
SEHELR DL I 22 U5 S A s S Y A4
SIA 1R G — H R TG PR AE X T,
228 SRR R e I AR IS Mk AT A B i R AR AR L
NTE LA RS THRE AT Gl N e e S B
et FE BT A A B s AL BIE
TR RS A7 A e B R T 0 B e 1 TR
R /15 W LTI SN = R 2 e el N B
S8, ML e 8 A RGE B 22 5 S5 A 2dE 1 22 Ak
SR a0 % F RS FILAEE , AT L AE AR s
AT A AR R 0 T8 AR, AT D e A
FEAE AT ERAS 5 11T 0T T SCAR KA T DLRG AR
55 17 90 B 4 i [ ot AT 48— A0 B A, AN TR
2 Y P K 3 Ok 2 M Al R SR e A B S — Y 3R
7 23 (), AT S B0 15 A 2 ) — 5P o % b 8 1)
s el B X 8% KR4 [ A 45 R0 I OR 1% SR AR 512
M2 V5 S B AR G — 2 AP Y[Rl e T %
PRI R R R TG PE LA S PR & 75 oK, R
Pk M 37 50 B SR B e R 1 1 Rl AT B
[ GOL

= RSB

0SB — £ L UM LA R BB o0 Y A
b ZREAL T R A BLSE AL, AR SC L 22 U553 A8
PEABTFTEXS G R T LN AR R AL, R 45 5 1R
M2 B BRI 1 R G | AR N
VE ZEE BB R AR AN 1 TR, AL AR
i TAL B R Rl A X — Bl AR R T
IR0 N 4 5 1) | o DB 2N R i e
BLCRERL, 3 50l o il R B 22 U S R R R AT
HE SRR, LA OR B3 69 22 4t

CE S L e

l

(it ) mEmR RS — B R Y| HEEA |
H1 EEEHREE

Fig. 1 Overall flowchart of algorithm
1.1 HERNSEKR
AR 2 B A 2 R e R ) S B e
I AR 2 T S B, WA 2 R gL




% 7 H AERE . S RFHMBIEGRABREMEFE 11

SCA MR B AU S FRR AR, 23 B
[7] 26 7RG A 1 [0 e A O DA 22 U8 S g o0 v 42

BaEE I PEE =
: F(Ty=int(I". flord(c)))
— AN |
' ( 00000000000000002
| »
I ¥=0.114xB+0.587xG+0.299xR
|
l _ 4 __
P ' 0000000000000
s & « : : : }H
GO000OR 00000000

A=code(round(32 767xs(nt,)))
= r » ( Header
e {pas COCOOCOO00C00
V., )28 (A mA, kA

WSS B R , 2 o e SRl Rl = b e 1)
AR A

OOCCO0 -+ 000000

P S ———— |

2 HEMERSERTEE

Fig.2 Schematic diagram of

A ) SCAR FEERIIE K 500 3 2 9830
A RSSO JORA SR AEAN T R R T A
B AT OO0 T 38 5 AR SCAR AN 1 H Rl ) B
MG FEAS SO SUR R & Sk A Bds 5 4
2, B IR GE 19 SCAR K )5, A UTF (unicode
transformation format) -8 2 i 77 =X , W J5t 4 5 i
S R TR AL AT R R T, e A = (1)
i
H(T)=int(|{_, f(ord(c,))). (1)
N H(T) R e 55 BB 3 0 278 SORBIR 1Y
B RAE; ¢, BoREF i D SCARFAF 5 ord() Fm
UTF-8 4t BREL; /() T /n HIN R G40 bR B ||, R
PFE PRI ; int() FRos BE R 48 PRI
BIG = LR Z S By i AR S5 4015 B
BT Xz — A 1 EIR R B R R 46 R
45 A% 2 Fh 2 AU 2 2K IR 4F kB 1 5 5k
B AHAIE . AE He 4 EAGCE W 6 4 {5 B 22Kk
MmN Y s, MBEIT AR AL KMES i s
55 R 45 RGN0 U /D 5 40 15 B AR, AR
PR HR A LB 1Y O HEAR D e R 1Y 55 22 AL A
8. 25 JE B IS BUAS ) 8, A SC UL 4 BIR &
BT G B A5 2 et h AR AT T
A FR, BISR 2 (2) e 4 i I L5 i 4% =8 (RGB
(red green blue ) %454 YCbCr).
Y=0.114xB+0.587x G+0299x R.  (2)

data extraction and transformation

KPR, G, B o337 UG iy A RMBAE =Gl aE v
MR R AE ; Y RS2 E .

5 FiRw S nT AL B AN ] R o —
Al S5 4 A 1 WT 8 BN A% RO , H— B B
R — R A R R TURTE S HS L
30%. H i UL i A it 4 8 wav, FLAC,
MP3 %5 . ¥ ATURCHE 8 o B e 45 )2 D s v A
PR AR B e i B 5 R e A =
HA3) s

A:code(round(32 767><s(nts))). 3)

A RoRFGA T 1) SUEE P 5 5 ¢, B A
RAEJE 5 n TR SR AE S5 5 s(nt, ) TR AE ne, B 1SR
FEE ; round() 271 U <8 FA BRI EK 5 code(r) 7 ik
i G i R o B

ARG RS AR S TR T R
G115 A5 A B 22 e B AR B 3 LA
WTAE Ay A BT, i B Pa) I HE S T i i 25
1) 3N A B8 3 37 . 76 52 3 1 PR v, 2 [R) 3
FE RS 35 AF A R U AE B 38 5 R 40 3
e, U A S A Bk UE (40 H.264/AVC, H.265/
HEVC 4 )3 o 70 A4 58 ik DA KR 4 0 45 17
AR5 AT He 48, DT A 2850 R A A A0 5 ok
(417Gl A B R . AR S 2 A v | 1 221
PRAFS 5308 3 25 B 5 I 3 b 1 B R AR, W 46
TSI AT Ah B ) B AT BN | A S an



12 AR FFR(A RAFR)

% 47 %

(4) s
V(x, ¥, t) = V(mAX, na,, kA,). (4)

A H o Voy ) #on E S WM AE S
V(mA,.nA, kA,) TR B ITE 5 s m, n, k53
BTN AAIAE 5 A 7K -5 ) 1 1) S [i]
] FABSHCRFER 5154, A, A, 73 578 25 R KF-
SRAE NN 225 ()30 ERAT 8] B S Ao (] SR A (1] s
1.2 HiEME5EY

AT F A BB A 0 B A S
Fad B, A0 3 i s . ) DY 2 TR i Chen %
i A ORGSR S L T A R
BRI 2 )2 Bt g o 254 1 1 g — Bt % X
T R B 2 4 2 P I SR e B e S

SRR Al G B R S B R i R i £
IS RURCIE ¥ I — 2 FLN 21 o0 TE e ) 8 17 41

fma—x) )

PO 4B IR MEChen R 58 {j’ =—dx—xztcy-w

z=xy-bz
w=x+k

LI I 0B 00 508 AR 4 5345 05 T
AR 3 9% 5% 20 W A SR U
A AL A E | RURIE J BB 1
HEBIRE Chen 451 S 4 S RO BORE G 5
X R T (L 5 A AT
A2 AR SCHE I SCR[19] o 52 18 10 80
Chen M 5L JLHH A 7

dx

S =at-x)

dy

dr =—dx—xz+cy—-w,

(&)

dz
m =xy—bz,

% =x+k.
L :a,b, ¢, dERTERGERIZEL, a=36,b=3,

c=28,d=16;k3& 1 JHSEH k €[-0.5,0.5].

B3 HiEMNMSEENMTER
Fig. 3 Schematic diagram of data fusion and reconstruction

PLSCA  BIMG E RTILI 4 285008 18 R A
PR, 55 53 BT 4 2B 0 50 aI RS I 328 HCEK
P B o KR 28 RUAE O mil & Y 3R oE AR
(base stream, BS). Fifi Ji5 , 38 3xf 31 55 400 5 45 5 55 5C
A EMR RS IR 2 IR B DG &R B SOA
P8 I A S e T il G ok A v Rl 5 2 e . A
EENTR R A AL E, R S) A s h BE AL
750 56 8 S A B ) S A Rl A AR I IR
LUK SCAS | PRGN A5 KA A Yk e A BT I
o ARG O T AP BRI SR 2
AHOCE , AR SR (5) Hh A e PR BE AL 471 %65 1
SCEHE S T E LR GE iz S S AR, AT DA A
FTELUA SCEE A HES I | ff mh G Js 2 i 4 it
SRR S N B o TIN5 ) 5 e A L G U
1 B3R G Z A T A B R B L%
B RS R P2 TR TR GERl G T %=
B P i ELORIE T Rl A AR i ml i

A e B A B BRI R E Tz 2N

R0 22 B8 SR AN () 2 TR 08l 8 — Sy A ] o A
A LB E G — . 1 e, B EEE pl oy

| SR S e B K

B, n=8, R &G — KPR TR 8
a<nxn, AURUERE G —1k, 76 0T 51K B2 3
Fenxn—a MFNFEEE . ARG, FIFH B B 5% A8 e
(discrete cosine transform, DCT ) ¥ 55 3l B His 5% 5
SRy AR | Ik — 2 R F AR AR B DT AT A
REARER U
1.3 BHEM

F T3 B2 P VR e S 7 M 23R 43 A %% B B
(B BBURR B S A 2 i A Oy T LA R R AR
A S M) 43 B 2 1 VR Tl e B A 2 4
Ry I B Sk BT 4 R A SR L i 4
S 1 B MR Tl R ) A O SRR R DX TR) X AR
G0 38 A e S 2 DX 2T RO R A B )
AT R BRI SR



% 7H AERF S RAMRBEGREBRESMEFTE 13
L 0<x,<p; X= iz”*‘x (7)
p 2 n b n 0 ne
X, =F(x,)=1 x,—p _ ) 0, x,>%
I <x,<0.5; k= 8
0.5-p P L ox,<x ®)
Fl-x,), 05<x,<1.

PO AR B S R B p HIEH S, Y
pe (0,0.5) B IR RS0 2 BURIERE ;2 n=0
I, x, A RIEA A, BUE G FEITE [0, 1] A .

T E kR, E X p=0.3192238021, x,=
0.813 512523 8, - X I 34 1R i e S5 530 % ik AR
100 000 ¥ , M AE(7)~(8) , 73 5l A= 1 2 4~ 4]
B ko ko T IR 20 H50R i A 22 58

Kb x FoR— BV IE b R AR
1.4 RGEEEFE

T 127 S B S S E A AL B,
20 R ) S5 AR AR P 91 22 18] B AR DG, R 2K
P G 2 A PR S X Br A e R B AT 223
HEGLRAE . LLm PO B, X P g B wL s #E AT
i AL A, HO R an 1] 4 Wi b g B ELRTR

| BRRSRE
. FHERL ] -
: 1[2[3]4[5]6[7[8], /[s7is8fsol60f6162l63l64]  [60l61[5%l62157]64[8[63)
9|10[11]12]13[14[15]16| 9ltof11fi2f13]14]15]16 12]13]11}14] 9]16{10{15

: 17]18]19/20]2122)23]24f 33/34/35/36/37/38/39/40| 36/37|3538133/40|34/39,
| _ 25/2627/28/29/30/3132; 14950]51/52]53(54]55(56 52|53[51/54/49[56[50]55]

{ 0 33134/35/36/37/38/39/40| 17]18[1912021/2223[24) 20j21]19/22(17]24{1823)
: / 41142143044145464748). | 256 72829303132 8[29[2713022532126[3 1
; 0000/0000 o} e o e

—3
N R L U —
| BYOL IR0 BHAGRR)
ENESENESESENESEEES
I
B m=18 |
: HAE g
] ,
I {
i '
| &
I XA B8
Hlee GOGGO (XX
I
' RO S000000000N
I
g
B4 Z2EXRRTSBEEMTER
Fig.4 Schematic diagram of secure algorithm design and data reconstruction
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Fig. 6 Comparison diagram between plaintext and ciphertext
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Fig. 7 Histogram comparison between plaintext and ciphertext
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Table 2 Analysis of correlation coefficients of multi-source heterogeneous data
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