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Hierarchical Density Clustering Detection
Algorithm for Abnormal Data in Tobacco Informatization
Network under Microservice Architecture
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Abstract: Currently, the detection of abnormal data in tobacco information networks mainly relies on internet of things
technology. Due to the lack of classification of multiple feature attributes of abnormal data, the detection accuracy is low. To
this end, a hierarchical density clustering detection algorithm for abnormal data in tobacco information network under mi-
croservice architecture is proposed. By calculating the local reachable density of abnormal data samples to the cluster center,
the cluster center is determined, and hierarchical density clustering recognition is performed on the abnormal data based on
the clustering decision diagram. The abnormal data is decomposed using wavelet packet function, classified into different
clusters based on attribute characteristics, and an abnormal data transmission channel model is constructed based on the net-
work transmission node distribution model. Based on this, the entropy value of the abnormal data is calculated, and compare
the calculation results with a fixed threshold, determine the data outside the threshold as abnormal data, and then achieve
abnormal data detection. The test results show that the designed method can detect abnormal network operation data with
high accuracy. and the detection effect is better.
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