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Abstract: The development of artificial intelligence has given
rise to the paradigm of machine learning as a service,
enabling users to either train the requisite models or employ
pre-existing models to make predictions based on the
training data that users provide. Despite various measures
taken to prevent privacy leakage in machine learning, such
as data deletion and anonymization, model inversion attack
(MIA) remains capable of inferring sensitive information
from user data to a certain extent. This paper reviews the
current state of research on black-box MIA, with a
particular focus on confidence-based MIA and label-based
MIA. It further analyzes the MIA methodologies applied to
the emerging modes such as text and audio in recent years,
filling the gap in the current review of such modes. Finally,
the paper discusses the future challenges and research
directions for black-box MIA.
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0 Introduction

Machine learning (ML) is a significant method in
artificial intelligence ( AI'). This technology enables
computers to automatically acquire and extract valuable
information from data by employing appropriate methods
and algorithms. ML has been extensively applied in
various fields, including facial image analysis, medical
records management, and financial information
analysis' ™. In the context of the continuous generation
of vast amounts of data, prominent Internet companies
have not only employed ML methodologies for internal
data analysis and research but also made ML as a service
(MLaaS) available to the general public.

It has been demonstrated that small and medium-
sized enterprises frequently encounter limitations in their
capacity to train ML models due to the substantial
computational demands of model training and the need for
large-scale datasets. Consequently, these enterprises often
resort to leveraging MLaaS platforms to train models
using their proprietary data. Furthermore, users lacking

Received date: 2025-05-11

training data can query pre-trained models on MLaaS
platforms by paying a fee. However, while ML provides
users with numerous valuable services, the training data
used in ML often contains large amounts of private or
sensitive information, leading to security issues associated
with ML. Attackers can infer model or training data by
accessing the platform query interface, thereby causing
potential risks of data privacy leakage, such as the
exposure of wuser medical information and facial
images'™”. A paradigmatic example is the work of
Fredrikson et al."* | who have obtained prediction labels
from the target model to infer the genotypes of patients in
the training data. At present, a multitude of privacy
attacks on ML exist, including member inference
attacks'” , attribute inference attacks'’ , gradient inversion
attacks'”, and model capacity abuse attacks .
Consequently, defensive measures have emerged, such as
the application of differential privacy' "™ to introduce a
small amount of noise to the data, thereby obfuscating the
input and impeding the mapping from input to observed
values. Additionally, ML methods such as dropout'" |
regularization' " | and adversarial training"®’ have been
used to mitigate attacks. Despite the implementation of
privacy protection measures for data, ML models have
the capacity to retain training data, which may result in
privacy leakage''®’. ML privacy and security issues have
been identified as primary concerns, with model inversion
attack (MIA) being a notable example.

MIA uses model outputs to infer sensitive attribute
information present in the training data, resulting in a
substantial compromise to data privacy' " . At present,
two primary categories of MIA have been identified in
Ref. [19], i. e., confidence-based MIA and label-
based MIA. This paper analyzes the fundamental
concept of MIA and focuses on black-box MIA.
Different from the existing literature, which mainly
focuses on the research of image modes, this paper
further analyzes the MIA methodologies applied to the
emerging modes such as texts and audio in recent years,
filling the gap in the current review of such modes and
highlighting the challenges and research potential of MIA
in multimodal intelligent systems. Finally, the future
challenges and development trends of black-box MIA are
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put forward.

The structure of the paper is as follows. Section 1
provides an overview of MLaaS and discusses the threats
it faces. Section 2 introduces various black-box MIA
schemes in detail. Section 3 describes the practical
applications of MIA, as well as commonly employed
datasets and evaluation metrics. Section 4 discusses
challenges and future trends. Section 5 summarizes the

paper.
1 Potential Threats of MLaaS

In the context of MLaaS, data owners upload
training datasets to the operational environment of the
cloud service provider and leverage its computing
capabilities to train the target model. It is important to
note that data proprietors have the prerogative to employ
the trained target model to provide inference services for
the uploaded datasets.

1.1 Potential threats

The release of trained ML models as public services
enables malicious actors to access target models by
leveraging known datasets. In the threat model, attackers
abuse their access to the target model 7 to obtain sensitive
information by inputting information from a subset of the
dataset. The threat model process is outlined as follows.

1) Obtain the attack dataset. The attacker selects
different sensitive attributes based on the original dataset
provided by the user. Then, the attacker queries 7" and
compares the prediction labels returned by 7 for the input
records with the labels in the original dataset. The input
records with matching labels are filtered out to construct
the attack dataset.

2) Train the attack model A. The attacker treats the
non-sensitive attributes and labels in the attack dataset as
features and the sensitive attributes as labels to train A.

3) Infer the sensitive attributes in the target records.
The attacker utilizes records containing non-sensitive
attributes as input to query A. Then, the output of A is
used to obtain the sensitive attributes. Through these
steps, the attacker can successfully infer the sensitive
attributes in the original dataset.

1.2 MIA

MIA leverages the target model output information
of MLaaS to infer sensitive attributes in the training data.
The objective of the attacker is to maximize the posterior
probability or similarity to authentic samples. A typical
MIA model is proposed as follows.

Given a model f,: X — Y, where 6 is the model
parameter, the input space X C R” is defined over
d-dimensional real Euclidean space (d represents feature
dimensionality, and Y represents the output space). The
model is trained using a set of training samples D . =
{(x,, v,)}i.,, where x, € X represents the ith sample,
y;, € Yis its label, and n is the number of training
samples. Let the input features be divided into the public

e X

6= (2 L, X

part «x;

i, pub

and the private part x, .
. i) The objective of the attacker is to
infer the approximate or true value of x, , given thatx
is known and the attacker can query model f,. The MIA

is represented as

pub € Xpriv , 1. e,

ﬁpri\ = arg KT‘[?IX Pr[x ‘fﬂ(xpub’ x) > Xpub s Kudv] ’ (1)
“ priv

where £, represents the private feature inferred by the
attacker via membership inference attack; P, represents
conditional posterior probability; K, , represents the set of
prior knowledge held by the attacker, including the
distribution prior of the training data, the categories of
the attack samples, the output format, and other
information.

Although MIA shares certain similarities with other
typical attacks, e. g., membership inference attacks and
attribute inference attacks, there are fundamental
differences in their core objectives, attack methods, and
output results. MIA aims to recover some or all of the
input features in training samples. Attackers access the
model ’ s prediction outputs and, given partial input
information or category labels, approximate the missing
sensitive  features. = Conversely, @ MIA  prioritizes
ascertaining whether a particular sample is utilized during
training. Attribute inference attacks seek to extract
specific global attributes of the entire training set,
emphasizing statistical inference about the distribution of
the training data'®’.

The process of accessing the target model can be
classified as either ~white-box or black-box'*'".
Preliminary studies on MIA predominantly focused on
white-box attacks. However, these studies made the
unrealistic assumption that attackers could access all
components of the target model, which was impractical in
real-world scenarios. Consequently, many researchers
have redirected their attention to black-box MIA'* |
which are capable of obtaining access to the target
classification black-box model. These attacks rely
exclusively on the model’ s prediction labels to execute
their malicious actions and to infer unknown sensitive
attributes in the training data. For instance, the prediction
of label results ¥ = f,(x) or the predicted probability
distribution f,(x) = [p, p, pel € A", where p,
represents class-C predicted probability, and A“
represents ( C — 1 )-dimensional probability simplex.
Thus, the attack model can be expressed as

£, = arg max S(fa(xpuh, %), ¥), (2)
priv

where S( -, -) represents a function to measure the
similarity between the model output and the attacker’ s
expected output ( such as a specific confidence
distribution ¥ ). During the attack process, the attacker
first inputs carefully designed data into the target model to
obtain the prediction labels returned by the model.
Subsequently, employing these labels in conjunction with
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prior knowledge or specialized algorithms, the adversary
methodically constructs an understanding of the model’ s
internal structure and sensitive attributes, ultimately
achieving the inference of sensitive attributes. A typical
MIA process is shown in Fig. 1, which generally
encompasses three steps' ' .

1) Obtain attack data D,. Extract data records from
the training dataset, perform an extending process on
each record to generate candidate-sensitive-attribute
variants. Then, based on the relationship between
sensitive attributes and non-sensitive attributes in the
training dataset, use different methods to identify strong
correlations between sensitive and non-sensitive attributes
in each record, and consequently generate an attack
dataset.
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2) Train attack model A using D,. The adversary
inputs a set of target records from D, which are
d-dimensional vectors [x, x, -+ «x, vy] composed of
non-sensitive attributes and labels, and outputs predictions
of the sensitive attribute x, to train the attack model. The
key to this step lies in establishing an association between
sensitive attributes and other non-sensitive attributes
(including the predicted labels of the target model) based
on the strong correlation between the x, and non-sensitive
attribute vectors [x, %, -+ x, ¥l

3) Infer sensitive attributes in target records using A.
Take the non-sensitive attributes and labels of a target
record as input, and infer the sensitive attributes in the
target record after querying the attack model.

O
000 —
n:>g b o":>~“:>
o —
Target model 7’ Attack Attack model A

dataset @ Inferring

‘ Sensitive attribute :}1{ |

Fig.1 Typical MIA process

2 Black-Box MIA Schemes

To systematically organize existing black-box MIA
schemes and facilitate rapid identification of existing
research, this section introduces a corresponding
taxonomy of the black-box attack paradigm, as illustrated
in Fig. 2. This taxonomy classifies existing solutions into

Confidence-
based

Black-box
MIA

Full
confidence

Top-k
confidence

two primary categories based on the output type exploited
by the attack, i. e., confidence-based MIA and label-
based MIA. Within the spectrum of confidence-based
MIA, two distinct forms are identified; full confidence
output and top-k confidence output. All these attacks are
then classified into two categories based on their
respective attack strategies: generative model-based
attacks and optimization-based attacks.

Generative model—basedHRefs. [22—27])

Optimjzation-basedHRefs. [18,22,28-31 ])

Generative model—basedHRef [32]}
Optimization—bascdHRef. [33]}

Generative modcl-basedj—ﬁ{cfs. [22, 29, 34—38]J

Label-based

Optimization-based Refs. [16, 22, 37, 39—40]J

Fig.2 Taxonomy of black-box MIA

2.1 Confidence-based MIA

Attackers gain access to the target model in order to
obtain the corresponding output. Subsequently, the labels
and confidence scores yielded by the target model are
used to ascertain the maximum attainable values of
sensitive attributes. This process enables the acquisition
of sensitive attribute information. In 2015, Fredrikson
et al."™® proposed the use of confidence scores for MIA.
The input images of a face recognition model were
successfully reconstructed by attacking linear models and

neural networks and leveraging the confidence outputs of
the models. Yin et al.'™ investigated a confidence-based
MIA within a black-box environment and demonstrated
that, even with only confidence outputs ( as opposed to
full model access) , attackers could effectively reconstruct
the training data of the target model, particularly in the
context of deep learning models. Yang et al.”® proposed
a generative MIA algorithm that integrated generative
adversarial networks with confidence information to
effectively reconstruct high-quality images by collecting
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confidence outputs. Yin et al.*" conducted a study to

ascertain the significance of confidence in model outputs,
with a particular focus on knowledge distillation
scenarios. The loss function of the model was modified to
enable the use of confidence outputs, thereby facilitating
more effective MIA. In a related study, Zhang et al."*
progressively  relaxed assumptions regarding the
capabilities of the attackers, proposed a variety of attack

algorithms and demonstrated their effectiveness across
multiple datasets. In addition, the authors proposed two
defense mechanisms to mitigate the risk of MIA by
reducing model overfitting. In their seminal work, Liu
et al.”™’ proposed a novel confidence-based MIA algorithm
that effectively circumvented the limitations of black-box
MIA on data distribution assumptions. Table 1 presents a
comparative analysis of typical confidence-based MIA.

Table 1 Summary of typical confidence-based MIA

Reference Feature Limitation
[18] Use of confidence scores Low accuracy under defensive technologies such as dropout
[23] Inversion of deep neural networks at a high success rate  Reliance on extracting prior knowledge from public datasets
[24] Image synthesis without using additional training datasets Reduction in image diversity
[25] Realization of model and data-independent attack Suitability for neural network models
[26] Attack performance improvement under different data Requirement of frequent queries to target models

distribution scenarios

[28] Restoration of original images from a large batch of High consumption of computing resources

average gradients

2.2 Label-based MIA

Label-based MIA represents a category of attacks
that utilize the classification labels of a model to infer and
reconstruct training data. The model’ s label values are
then used to infer sensitive attributes. Xu et al. "
proposed a label-based MIA algorithm by combining
auxiliary information ( e. g., publicly available similar
datasets) with label information, and then leveraged the
similarity between the data to infer and reconstruct the
training data. Zhu et al. "®' proposed a strategy for
launching attacks with minimal information. The strategy
utilizes the discrepancy between sample data and actual
data to calculate the most probable inferred sample
results. Liu et al. "™ employed a conditional diffusion
model to facilitate an efficient label-based MIA. This
algorithm generates realistic training data samples through
a diffusion process and relies exclusively on the
classification labels of the model to complete the
reconstruction of the training data. In comparison with
conventional methodologies, conditional diffusion models
are capable of capturing more intricate data distribution

characteristics , thereby manifesting enhanced
reconstruction capabilities on high-dimensional data
(e.g., images). Ye et al.”"” proposed a novel two-stage
black-box MIA algorithm. This improvement has the
potential to enhance the efficacy of black-box MIA to a
considerable degree. They also provided an efficient
solution for black-box MIA, while also conducting
robustness analysis and exploring possible defensive
measures. Zhou et al."””’ conducted a thorough analysis of
the factors contributing to the suboptimal accuracy of
learning-based MIA. The proposed algorithm aims to
enhance the efficacy of these attacks by incorporating
adversarial examples and regularization losses. Mehnaz
et al.""" proposed two novel black-box model inversion
attribute attack algorithms. Through a series of evaluation
attacks on multiple datasets, they demonstrated the
superiority of the proposed algorithms in terms of
sensitive attribute inference. It is noteworthy that the
prediction label-based MIA has achieved a comparable
effect to the confidence-based MIA. Table 2 presents a
comparative analysis of typical label-based MIA.

Table 2 Summary of typical label-based MIA

Reference Feature Limitation

[16] Proposal of two new black-box model inversion attribute  Susceptibility to quality of attack dataset and distribution
inference attacks of specific groups

[34] Sample extraction from a more general data distribution to  Dependence on distribution difference between auxiliary
form an auxiliary set set and training set

[35] Association of MIA with model error rate Dependence on distribution difference between auxiliary

set and training set

[36] Capture of more intricate data distribution characteristics ~ Requirement of long training time for diffusion models

[37] Excellent performance in black-box scenarios and Reliance on features of auxiliary data
computational efficiency

[39] Improvement of attack accuracy in black-boxes and Dependence on adversarial sample generation and

classification accuracy

introduction of pseudo labels
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3 Application and Evaluation

3.1 Application

MIA has made significant progress in various data
domains'"’ | including images, texts, and audio,
demonstrating cross-domain privacy threat capabilities.
An examination of the existing attack methods and
defense strategies for the three data scenarios is
summarized as follows.

3.1.1 Black-box MIA on images

In the image domain, black-box MIA aims to
reconstruct sensitive input images solely from model
outputs, without accessing internal parameters or
intermediate representations. Guo et al. """ optimized
targets using model confidence scores and reconstructed
high-fidelity face images without accessing internal
information. Liu et al. ™™ proposed the prediction-to-
image (P2I) framework, which enhanced the consistency
and clarity of image reconstruction by aligning the
prediction results with the latent space of the generator.
Ye et al.”" introduced a coarse-to-fine model inversion
(C2FMI ) attack process that used a coarse-to-fine
architecture to gradually optimize image details in stages,
significantly improving the quality of black-box
reconstruction. In order to enhance the efficacy of attacks
and minimize query costs, Han et al."**’ formulated black-
box inversion as a reinforcement learning task and
proposed the reinforcement learning-based black-box
model inversion ( RLBMI ) attack framework, which
facilitated a more efficient and strategic query process.
Liet al.” incorporated long-tail distribution-aware
initialization in structured model inversion via latent
embedding ( SMILE ) attacks, effectively reducing the
search space and achieving target image restoration with
minimal queries.

In response to the above attacks, researchers have
proposed various defense measures to improve the privacy
protection capability of the models. Differential privacy
mechanisms limit the model memory of the training
samples by injecting noise during the training process .
Transfer learning methods could reduce the direct
correlation between training samples and outputs by
utilizing  pre-trained models, thereby enhancing
robustness'®’.  In addition, solutions based on the
principle of information bottleneck, such as sensitive-
sample defense ( SSD ), suppress sensitive feature
leakage from an information theory perspective' "'
3.1.2 Black-box MIA on texts

In the text domain, black-box MIA reconstructs
sensitive textual inputs by exploiting correlations between
model outputs and underlying data representations. Petrov
et al.'® proposed the data-aware gradient extraction and
reconstruction ( DAGER ) algorithm, which leveraged
the low-rank properties of self-attention gradients in
large language models and discrete word embeddings to

achieve accurate batch reconstruction of input texts,
overcoming the limitation of earlier methods that could
only reconstruct short sequences. Zhang et al. >
introduced a system that integrated external data and
generative models to effectively reconstruct training text
under black-box feedback. The efficacy and versatility
of this category of attack on a range of text data were
exemplified in Ref. [27]. These methods demonstrate
that black-box MIA in the text domain poses a
significant privacy threat.

To counter such attacks, researchers have proposed
various effective defense strategies. The masking
mechanism effectively enhances privacy protection in
cross-linguistic ~ scenarios by  randomly  masking
multilingual embedding vectors' ™. At the same time,
differential privacy mechanisms have also been introduced
into the text domain to achieve selective protection of
sensitive information, weakening the effectiveness of
MIA while maintaining the model performance'"” .

3.1.3 Black-box MIA on audio

In the audio domain, black-box MIA can recover
sensitive speech information by leveraging correlations
between model outputs and acoustic features. Pizzi
et al.'”™ first extended MIA to automatic speech
recognition (ASR) systems. They proposed the “sliding
model inversion” method, which effectively reconstructed
complete speech samples by gradually inverting
overlapping audio segments. Chen et al.””" investigated a
combination of feature conversion and adversarial training
defense techniques in a voiceprint recognition system,
and found that feature-level conversion combined with
adversarial training was effective in improving defense
performance and could effectively block black-box query-
based inversion attacks. These studies demonstrate that
despite the highly dynamic and complex structure of audio
data, black-box MIA can still recover highly sensitive
information by exploiting the mapping relationship
between the model behavior and acoustic characteristics,
posing a significant threat to the privacy protection of
intelligent speech systems.

To address threats, researchers have also proposed
various defense mechanisms. One type of mechanism
reduces the effectiveness of inversion through input
transformation to interfere with reconstruction paths and
assist in attack detection'™’. Another type of mechanism
introduces adversarial training, which can effectively
suppress identity-related privacy leakage ™. In addition,
differential privacy technology has also been applied to
end-to-end ASR systems, achieving the goal of
significantly improving the system’ s robustness against
MIA™,

3.2 Datasets

Some representative datasets are selected to evaluate
attack effectiveness, defense mechanism robustness, and
applicability to real-world scenarios, as shown in
Table 3.
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Table 3 Summary of datasets used for MIA

Dataset Type Description Reference
CIFAR-10 Image 32 x 32 pixels RGB images from 10 classes [22-23,28]
MNIST Image 28 x 28 pixels grayscale digit images, 60 000 train/10 000 test [18, 22, 25, 50]
CelebA Image 200 000 celebrity faces with 40 binary attributes [22, 25, 34, 51]
ImageNet Image 1.4 x 107 labeled images across 20 000 categories [52]
Social Survey Text Data on demographics, opinions, and social behavior [18, 53]
FiveThirtyEight Text Journalism-curated datasets on politics, sports, and more [18, 54]
SST-2 Text Stanford Sentiment Treebank with binary labels [55-56]
LibriSpeech Audio 1 000 h of English audiobook data [30, 57]
CommonVoice Audio Multilingual speech dataset with speaker metadata [31, 58]

3.3 Evaluation metrics
The evaluation metrics range from traditional pixel-
level error metrics, e. g., mean square error (MSE), to

more advanced metrics in feature and perceptual spaces,
e. g., learned perceptual image patch similarity (LPIPS) and
Fréchet inception distance (FID), as shown in Table 4.

Table 4 Summary of evaluation metrics

Metric Modality Advantage Reference
Accuracy Image/audio/text General purpose [20, 26]
Precision Image/audio/text General purpose [18]
Recall Image/audio/text General purpose [18]
MSE Image/audio  Simple and efficient, with direct quantification of reconstruction deviation [ 23]
LPIPS Image Capture of high-level semantic differences [26, 28]
Peak signal-to-noise ratio (PSNR)  Image/audio Traditional measure of fidelity [22, 28]
FID Image Generation quality at distribution level [26, 34]
4.2 Inference of values for multiple sensitive

4 Research Challenges and Future
Directions

The application of ML involves a large amount of
personal privacy data, which poses a huge risk of
sensitive attribute information privacy leakage in the
training data when threatened by MIA. Therefore, further
research is needed to effectively carry out MIA on
sensitive attributes, and to establish corresponding
effective defense measures against MIA for resisting
sensitive attribute leakage.

4.1 Inference of multiple values for single sensitive
attribute

Current MIA is mainly applied to classification
machine learning models. Attackers use the labels output
by the model, combined with the strong relationship
between the labels and sensitive attribute, to infer the
sensitive attribute. However, existing label-based MIA
can only infer a sensitive attribute when the attribute has
two values ™ /. When there are multiple values for the
sensitive attribute, MIA is less effective because there is
no one-to-one correspondence between the output labels
and sensitive attribute when querying the black-box target
model. In practical scenarios, a large number of data
attributes have multiple values. It is of great practical
significance to implement effective MIA when sensitive
attributes have multiple values.

attributes

The existing body of research on MIA has
predominantly centered on scenarios where a single
sensitive attribute is present in the training data.
However, in certain datasets, there may be more than one
sensitive attribute, meaning that multiple attributes may
contain sensitive information. In the context of MIA, the
objective is to establish a correlation between the output
information and a specific sensitive attribute. This is
typically achieved by leveraging the output information of
the target model, such as confidence scores or labels.
However, when there are multiple sensitive attributes, it
may be difficult to infer the value of each sensitive
attribute by using the connection between the output
information of the target model and the multiple sensitive
attributes. Consequently, the inference of multiple
sensitive attributes through MIA poses significant privacy
risks to the target model’ s output information, thereby
making this a prominent research direction.
4.3 Deep learning-based MIA

Current MIA predominantly targets ML classification
models. This is primarily due to the fact that ML models
are characterized by simplicity in application, a clear
structure, and the ability to more effectively determine
the relationship between output information and sensitive
attributes. Nevertheless, when certain training data is
employed in the context of deep learning models, the
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resulting outputs may, in such cases, reveal sensitive
attribute information inherent in the training data. In such
cases, the utilization of deep learning models as attack
models may prove to be a more effective approach for the
inference of sensitive attributes. In the case of a deep
learning model, the target model utilizes the training data
to acquire feature information through the multi-layer
structure of the neural network, subsequently producing
the corresponding classification results. Consequently,
modeling the neural network structure between the output
information and sensitive attributes to improve the
effectiveness of MIA has become a significant research
direction.
4.4 Defense measures

Although many defense measures have performed
well against MIA in specific scenarios, there are still
many problems to be solved. First, current defense
methods are mostly targeted at specific modalities or
tasks, and lack generalizability. In the future, a unified
defense strategy suitable for multimodal and multitask
scenarios should be explored. Second, how to protect
privacy while minimizing the impact on model
performance remains an important research problem.
Finally, in the face of the increasing black-box attack
capability, dynamic defense mechanisms, such as game
theory or adaptive learning methods, can be introduced to
automatically adjust defense strategies according to attack
characteristics.

5 Conclusions

This paper presents a summary of the existing
literature on MIA, with a discussion of the application of
MIA in MLaaS scenarios, and a classification and
analysis of different algorithms. In order to achieve a
more comprehensive understanding of MIA, a summary
of typical applications in fields such as images, texts,
and audio is given. Summaries of the datasets that are
extensively utilized in related research and evaluation
metrics that are commonly employed are also provided.
These summaries will serve as a foundational reference
for subsequent algorithm evaluation and comparison.
Furthermore, this paper has explored several prospective
research, including the implementation of MIA in the
inference of single sensitive attribute with multiple
values, the inference of values for multiple sensitive
attributes, and the use of deep learning-based MIA as
both a challenge and a future direction for attack models.
These endeavors not only promote the application and
development of MIA, but also introduce novel challenges
for security and privacy protection in the field of Al
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