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Resilience Evaluation Method for 5G Service Function Chains Based on
Colored Stochastic Petri Nets
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Abstract: Aiming at the problems of network element link surge, signaling scale expansion, and real-
time state evaluation difficulties in the process of 5G core network transformation to cloud and hierar-
chical decoupling, a resilience evaluation method and modeling framework based on stochastic colored
Petri nets is proposed. The proposed model targets typical 5G core network scenarios. By introducing
colored tokens to distinguish different service flows and incorporating stochastic transitions to simulate
network function processing delays and failure-recovery processes, it enables fine-grained modeling of
the system’s dynamic behavior under attack and load conditions. On this basis, a resilience index sys-
tem including recovery efficiency, business completion rate, service function chain (SFC) availability
and invulnerability is constructed to comprehensively quantify the service continuity, reliability and re-
covery ability of the system under disturbance. Experimental results show that the model can effec-
tively capture the resilience changes of the core network under attack and load, and identify the bottle-
neck network elements. After the bottleneck network element is expanded, the system request comple-

tion rate is increased by 2.4 percentage points, the availability rate is increased by 5.24 percentage
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points, and the invulnerability and recovery efficiency reach their optimal values. This method pro-

vides a unified dynamic modeling framework for the resilience evaluation of 5G core networks, expands

the application scope of Petri nets in the field of network reliability, and provides a theoretical basis

and practical guidance for network planning and resource scheduling.
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