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A Naive Bayes Network Intrusion Detection Algorithm

with Mixed Feature Selection

Zheng Jinbo , Wang Huiling
(School of Network Security and Information Technology, Yili Normal University, Yining 835000, China)

Abstract: In intrusion detection applications , machine learning algorithms play a crucial role. Feature selection,as a key
data preprocessing step, can effectively improve the classification performance of classifiers. However, existing feature
selection algorithms do not consider the existence of pseudo-correlations between features when the data distribution is
imbalanced , which affects the generalization ability of classifiers. To address this issue,a hybrid feature selection naive
Bayes network intrusion detection algorithm is proposed, which introduces correlation measurement criteria into the
feature extraction stage to avoid the pseudo-correlations between features and better satisfy the strong assumption of the
naive Bayes algorithm , thereby improving the detection performance of the model. This method adopts a two-step feature
selection strategy. In the first step, features that are strongly correlated with the class variable are selected from the
dataset. In the second step, redundant features are removed to select a subset of mutually conditionally independent
features, which are then fed into the naive Bayes algorithm for detection. Experimental results show that the proposed
method outperforms 6 traditional machine learning algorithms in terms of detection rate and generalization performance,
and it partially overcomes the problem of low accuracy caused by imbalanced data distribution. Compared with two
recently proposed deep learning algorithms, it performs better in terms of accuracy and precision.
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Fig.1 Pearson correlation coefficient result heatmap
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Table 1 Dataset feature numbers and corresponding feature names

G/ G’ FRIES

“duration” , ““ protocol_type” , “service” , “flag” , “src_bytes”, “ dst_bytes”, “land” , “ wrong _ fragment” ,
“urgent” , “hot” , “num_failed_logins” , “logged _in” , “ num_compromised” , “ root_shell ", “ su_attempted” ,
“num_root” , “num_file_creations” , “num_shells” , “num_access_files” , “ num_outbound _cmds” , “is_host_

KDDCup99 a;,a;,a3, *,a4 login”,“is_guest_login” ,“count” ,“srv_count” , “serror_rate” , “srv_serror_rate” , “rerror_rate” , “ srv_rerror_
rate” , “same_srv_rate” , “diff_srv_rate” , “srv_diff_host_rate” , “dst_host_count” , “dst_host_srv_count” , “dst
_host_same_srv_rate” , “dst_host_diff_srv_rate” , “dst_host_same_src_port_rate” , “ dst_host_srv_diff _host_
rate” | “dst_host_serror_rate” , “ dst_host_srv_serror_rate” , “dst_host_rerror_rate” ,“ dst_host_srv_rerror_rate”

" sreip” "
dloss" , " service" ," sload" ," dload" ," spkts" ," dpkts" ," swin" ," dwin" ," stepb" ," dtcpb" ," smeansz

sport" , " dstip" ," dsport" ," proto" ," state" ," dur" ," sbhytes" ," dbytes" ," sttl" ," dtt]" ," sloss" ,"
won

trans_depth" , " res_bdy_len" ,

UNSW-NBI5 b by b -.b dmeansz" ," sjit" , " djit" , " stime" ," ltime" , " sintpkt" ," dintpkt" , " teprtt" ,"
- IR A synack" , " ackdat" ," is_sm_ips_ports" , " ct_state_tt]" ," ct_flw_http_mthd" ," is_ftp_login" ," ct_fip_cmd" ,"
ct_srv_src" ,"ct_srv_dst" ," ct_dst_Itm" ," ct_src_ltm" ," ct_src_dport_ltm" ," ct_dst_sport_Itm" ," ct_dst_src

_ltm" | " attack_cat" ," Label"
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Fig.3 The conditional mutual information calculation results of each feature in the KDDCup99
feature subset D, based on class labels
%2 #&if 1 KDDCup99 HEEHF R R
Table 2 Feature selection results of algorithm 1 KDDCu99 dataset

SR TS a2 a3 al2 a23 a24 a32 a36 average
BN EAE R 0.03 0.05 0.01 0.12 0.08 0.02 — 0.05

%3 Hk2 KDDCup99 HIEE4FERINLE R
Table 3 Feature selection results of algorithm 2 KDDCup99 dataset

FHIEF 5 a2 a3 al2 a23 a24 a32 a36 average
a2 — 0.85 0.10 0.69 0.73 0.03 0.67 0.48
a3 0.85 — 0.15 0.84 0.82 0.05 0.69 0.56
al2 0.10 0.15 — 0.07 0.06 0.03 0.01 0.08
a23 0.69 0.84 0.07 — 2.03 0.12 0.67 0.75
a24 0.73 0.82 0.06 2.03 — 0.08 0.68 0.74
a32 0.03 0.05 0.03 0.12 0.08 — 0.04 0.05
a36 0.67 0.69 0.01 0.67 0.68 0.04 — 0.54
F 4 HEik1 UNSW-NBI5 iR &SRS R
Table 4 Feature selection results of algorithm 1 UNSW-NB15 dataset
BT b4 b9 b10 b13 b20 b23 h28 b32 b34 b35 b36  average
52\ UK SN 0.02 0.05 0.03 0.11 0.01 0 0.03 0.04 0.01 0.01 — 0.02
£ 5 HEik2 UNSW-NBI15 #iEE4FLEELE R
Table 5 Feature selection results of algorithm 2 UNSW-NB15 dataset
FHIE P55 b4 b9 b10 b13 b20 b23 b28 b32 b34 b35 b36 average
b4 — 0.26 0.03 0.17 0.17 0.04 0.03 0.16 0.1 0.02 0.03 0.101
b9 0.26 — 0.15 0.41 0.41 0.17 0.09 0.39 0.32 0.43 0.05 0.268
b10 0.03 0.15 — 0.5 0.49 0.16 0.1 0.45 0.4 0.46 0.1 0.284
b13 0.17 0.41 0.5 — 0.49 0.2 0.11 0.51 0.43 0.57 0.11 0.35
b20 0.17 0.41 0.49 0.49 — 0.05 0.01 0.04 0.01 0.08 0.01 0.176
b23 0.04 0.17 0.16 0.2 0.05 — 0.01 0.04 0.01 0.06 0 0.074
b28 0.03 0.09 0.1 0.11 0.01 0.01 — 0.37 0.31 0.4 0.06 0.149
b32 0.16 0.39 0.45 0.51 0.04 0.04 0.37 — 0.35 0.44 0.04 0.279
bh34 0.1 0.32 0.4 0.43 0.01 0.01 0.31 0.35 — 0.08 0.01 0.202
b35 0.02 0.43 0.46 0.57 0.08 0.06 0.4 0.44 0.08 — 0.01 0.255
h36 0.03 0.05 0.1 0.11 0.01 0 0.06 0.04 0.01 0.01 — 0.042
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Fig. 4 KDDCup99 dataset full feature inspection map Fig.5 UNSW-NB15 dataset full feature test plot
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Fig. 6 KDDCup99 dataset feature selection validation map Fig.7 UNSW-NBI15 dataset feature selection post validation plot
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Table 7 Detection results of ablation experiment Table 8 Detection results of ablation experiments
on the KDDCup99 dataset on the UNSW-NB15 dataset
EE R Recall/%  Accuracy/% Precison/%  Fl-score/% HRE SR Recall/%  Accuracy/% Precison/%  F1-score/%
41 92.32 92.94 98.84 95.47 49 67.54 75.92 74.04 70.64
6 97.14 97.35 99.55 98.33 10 76.00 80.26 79.61 77.76
3 98.53 97.52 99.90 99.21 5 79.01 82.72 83.04 80.97
o
2 £
H 2 04 — NB (AUC=0.862)
) — NB(41F) (AUC=0.951) 5 e
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Fig.8 Comparison of ROC curve and AUC of NB intrusion Fig. 9 Comparison of ROC curve and AUC of NB intrusion
detection on the KDDCup99 dataset with detection on the UNSW-NB15 dataset with
and without feature selection and without feature selection
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Table 9 Comparison of intrusion detection results between feature selected NB and other classifiers on the KDDCup99 dataset

izt NB(3F) BN LR DT AdaBoost RF KNN
Recall/ % 98.53 97.54 81.85 91.2 92.70 91 91.4
Accuracy/ % 97.51 92.30 97.31 93.72 93.75 92.61 93.83
Precison/% 99.90 93.21 98.84 98.6 99.40 98.7 98.80
Fl-score/% 99.21 95.33 89.55 95.2 96.00 95.2 95.4

#F 10 7 UNSW-NB15 $1B & SRR NB fE 4 LB NBRNLE R3tLt

Table 10 Comparison of intrusion detection results between NB and other classifiers after feature selection on the UNSWNBI15 dataset

ELn NB(5F) BN LR DT AdaBoost RF KNN
Recall/% 79.01 70.1 68.34 61.89 69.64 66.93 69.43
Accuracy/% 82.72 76.12 71.7 64.37 76.22 71.82 77.43
Precison/% 83.04 76.29 67.22 59.33 77.33 70.02 75.55
Fl-score/% 80.97 73.06 68.31 60.58 73.17 68.44 72.36
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Fig. 10 Comparison of ROC curves and AUC of NB after Fig. 11 Comparison of ROC curves and AUC of NB after
feature selection and other classifiers under feature selection and other classifiers under
full feature in the KDDCup99 dataset full feature in the UNSW-NB15 dataset
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ﬁﬁ% J: 5 ﬁ%ﬁ*ﬁ% Hj E/‘J 73!3 E% 2 %{i GRU_RNN[Zl] Table 11 Comparison results with intrusion detection methods

H1 CNN-BIiLSTM 2! k47 L #5, Mo A 4 R 36 11 Fr

based on deep learning algorithms
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