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Function-Level Binary-to-Source Code Similarity Detection Method
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(Information Engineering University, Zhengzhou 450001, China)

Abstract: Binary-to-source code similarity detection is widely used in software component analysis
and vulnerability localization. However, existing methods struggle to align semantics across different
modalities in complex compilation environments, leading to poor retrieval performance. To address
these challenges, a similarity detection framework enhanced by Large Language Model reasoning (Bin-
Think) is proposed. A Large Language Model is utilized in BinThink to construct a unified semantic
representation of binary and source code functions, and a semantic guidance mechanism is combined
to map functions from different modalities to the same vector space. Simultaneously, contrastive learn-
ing is leveraged to optimize cross-modal semantic alignment, improving function retrieval performance
in complex compilation environments. Experimental results show that, when the candidate pool size is
100, BinThink achieves Recall@1 improvements of 7.8 and 8.5 percentage points compared with the
existing method BinaryAl in function retrieval tasks across compilation optimization and instruction ar-
chitectures, respectively.
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