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A Program State-Aware Enhanced Fuzzing Method for Firmware

KONG Debao, GENG Yangyang, WEI Chaojie, WEI Qiang
(Information Engineering University, Zhengzhou 450001, China)

Abstract: To address the issues of path blockage and crash triggering difficulties in directed fuzzing
(DF) caused by symbol stripping and complex state logic in Internet of things (IoT) firmware, a program
state-aware fuzzing method, StateFuzz, is proposed. Firstly, static taint analysis is utilized to extract
critical slices related to vulnerabilities. Subsequently, a call-graph-based hierarchical semantic recov-
ery technique is adopted to reconstruct semantics within the slices, and large language models (LLM)
are leveraged to accurately identify two categories of critical variables which are path constraints and
vulnerability triggers. Finally, a “distance-state” dual-modal collaborative guidance mechanism is con-
structed. By integrating runtime monitoring with dynamic feedback information, entropy-guided energy
scheduling and directed mutation of test cases are executed. Experimental results demonstrate that
StateFuzz improves vulnerability discovery capability by 25% compared to that of the state-of-the-art
baseline tool AntDFuzz, increases execution efficiency by 50.5%, and successfully discovers 11 undis-
closed 0-day vulnerabilities. Ablation experiments further verify the critical role of each module in en-
hancing vulnerability mining performance, demonstrating the ability to efficiently break through state
logic and precisely trigger vulnerabilities.
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