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The hallucination and black-box nature of large models limit their industrial applications. To address 
these challenges, a verification mechanism built on confidence intervals of Transformer-based output 
layers is proposed for trustworthy industrial large models (ILMs). Adopting a Vision Transformer (ViT), 
customized verification operations are incorporated to monitor the forward propagation process, and 
samples with probability distributions outside confidence intervals exit the network early and are 
handed over to technicians. Thus, the ViT is more interpretable because only samples within confidence 
intervals can propagate forward and be output from the ViT. Subsequently, an over-approximation 
approach is employed to obtain confidence intervals by linearizing the decision boundary of the ViT. 
The conservative decision boundary serves as the lower bound of confidence intervals, which can provide 
provable robustness for confidence intervals because the minimum probability of the ground truth is
always higher than that of other samples. Finally, a certified training strategy is employed to enhance
the robustness of the ViT. Data disturbances with Gaussian noise are generated using a randomized
smoothing strategy to augment the data distribution. A smoothed loss function is used to strengthen
the robustness of the ViT against data disturbances, thereby enabling greater confidence intervals. The
proposed verification mechanism was validated on two public defect datasets. It achieved 99.98% preci-
sion for normal samples and approximately 95% precision for defective samples on a fabric defect dataset.
It also achieved 99.21% precision and 99.15% F1 score on a wafer defect dataset. Comparative experiments
with other Transformer-based models also demonstrated the generalization ability of the proposed ver-
ification mechanism.

© 2025 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and 
Higher Education Press Limited Company. This is an open access article under the CC BY license

(http://creativecommons.org/licenses/by/4.0/). 
1. Introductio n

The recent advancement of artificial intelligence (AI) has dra-
matically accelerated the developmen t of Industry 4.0 and intelli-
gent manufacturing [1]. Industrial AI technologies, including 
product design [2], production managemen t [3], quality control 
[4], and predictive maintenance, have also been explored for indus-
trial production. These are critical for enterprises to maintain their
competitiveness.
Traditionally, industrial AI technologies have been specifically 
designed for various industrial scenarios, such as de fect detection
[5], fault diagnosi s [6], and product design. Recently, with the suc-
cess of the Transformer [7], its unique self-attention mechanism 
has significantly enhanced the ability of models to process multi-
modal data and capture long-range dependencies, significantly 
facilitating the development of large language models (LLMs). With 
a larger scale of training data and model parameters, LLMs exhibit 
stronger model performance and unlock new abilities, such as con-
text learn ing, commonsense reasoning, and code generation.
ChatGPT [8], bidirectional encoder representations from Trans-
formers (BERT) [9], and Claud e [10] have achieved human-level 
performance across multiple natural language processing (NLP)
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tasks, such as text generation and question answering, driving sig-
nificant advancements in the field of AI. Large vision models 
(LVMs), including Sora and segment anything model (SAM), have
also achieved remarkable performance in computer vision tasks,
such as visual segmentation and video generation [11,12]. Large 
multimodal models (LMMs) [13] are also designed to simultane-
ously analyze images, texts, videos, audio, and data from other sen-
sors, thereby achieving comprehensive perception and information 
integration of multimodal data. Moreover, LLMs show significant
potential in the manufacturing industry owing to their powerful
generalization [14]. Based on LLMs, industrial large models (ILMs) 
have also been studied to solve specific industrial tasks [15]. For 
example, Vision-ILMs can be developed for defect detection tasks 
to replace small models and achieve more accurate and robust
defect detection in different scenarios with only one Vision-ILM
[16]. 

In robot control tasks, ILMs can be utilized to facilitate instruc-
tion understanding, environment perception, path planning , and
code generation, thereby automatically completing production
tasks in dynamic industrial environments [17]. However, these 
abilities do not emerge from specific knowledge or theoretical 
advancements. Instead, as the complexity of the model increases,
they appear as emergent abilities [18]. 

Although emergent abilities allow LLMs to perform a wide 
range of tasks without specialized training [19], they also enhance 
the black-box nature of LLMs, introducing the problem of ‘‘halluci-
nation” [20]. Hallucination primarily refers to the phenomenon in 
which AI models fabricate facts and exhibit logical errors during
output, particularly in LLMs. This can be divided into factual and
faithful hallucinations [21]. A faithfulness hallucination means that 
the generated content diverges from the given input or lacks inter-
nal coherence. For example, LLMs fail to follow the user request or
output content that does not align with the provided requests. Fac-
tual hallucination means that the output contradicts real-world
facts [22]. In visual tasks, factual hallucination mainly encom-
passes three types [23]. Object hallucination occurs when the 
model identifies nonexistent objects or mislabels objects in the 
image. Attribute hallucination refers to the incorrect description 
of object properties, such as color, shape, and texture. Hallucina-
tion is the inaccurate description of the spatial positions or interac-
tions among objects. In NLP tasks, factual hallucination
encompasses two main types: factual contradiction, which
involves well-known facts that are incorrectly stated, and factual
fabrication, which presents false information [24]. It is believed 
that hallucinations severely limit the application of ILMs in indus-
trial scenarios. Some industrial scenarios have stringent safety and
stability standards, where hallucinations can trigger serious qual-
ity issues and pose significant safety hazards [25]. For example, 
when ILMs are used in industrial surface defect detection, they 
directly cause economic losses to enterprises if defective samples 
are misjudged as normal. When ILMs are applied to construction
safety risk assessment and early warning, major accidents may
occur if the risks at the construction site are underestimated. Some
hallucination examples are illustrated in Fig. 1. 

The causes of hallucinations in LLMs mainly encompass three 
aspects: inference-related, training-related, and data-related [26]. 
Inference-related causes: LLMs may infer beyond their knowledge 
boundaries, as they are compelled to respond to user requests even 
when they lack the relevant knowledge. This behavior will trigger 
incorrect reasoning and generate content that appears reasonable 
yet is wrong and unverifiable. Training-related causes: The model 
has difficulties in comprehensively extracting features from the
data owing to an inadequate model structure and loss function.
Models may lose key information when they process relatively
complex information, thus increasing the risk of hallucinations.
In addition, the model itself has limitations due to overfitting
85
and underfitting. Data-related causes: inaccurate training data also 
significantly impacts model performance. For instance, unreliable 
data, such as labels that are irrelevant to samples, can mislead 
the model to learn incorrect knowledge. Moreover, the existence 
of noisy data is highly likely to induce hallucination phenomena.
Relevant research has shown that hallucinations are an inherent
characteristic of LLMs rather than bugs or errors. LLMs are easily
interfered with by noisy samples, similarly to adversarial examples
in machine learning [27]. Consequently, improvements can be 
made from the perspectives of inference, training, and data to 
reduce hallucinations in LLMs. The main objectives of this study
are summarized as follows:

(1) Design a verification mechanism to make the inference pro-
cesses more trustworthy and interpretable.

(2) Propose an adequate model training approach and loss func-
tion to improve the generalization capabilities of ILMs.

(3) Add noise to training and testing data to enhance the robust-
ness of verification operations, thereby reducing the hallucination
of ILMs.

In this study, a verification mechanism with confidence inter-
vals was designed to monitor the forward propagation processes 
of ILMs and ensure that their decisions are trustworthy. As the base 
model of ILMs, the Transformer was used to evaluate the perfor-
mance of the proposed verification mechanism. An over-
approximation approach was employed to linearize the decision 
boundary of the Transformer to obtain robust confidence intervals.
Data disturbances with Gaussian noise were generated using a ran-
dom smoothing strategy to augment the data distribution. A certi-
fied training strategy and smoothed loss function were employed
to enhance the robustness of the Transformer, allowing it to have
greater confidence intervals.

The remainder of this paper is organized as follows: Section 2 
provides a literature review of recent research. The proposed inter-
pretable verification mechanism is described in Section 3. Section 4 
presents the performance analysis using public datasets. In
Section 5, conclusions and future work are discussed.

2. Literature review

To achieve the above objectives, this section presents a litera-
ture survey of recent ILMs, trustworthy deep-learning methods,
and interpretable deep-learning methods. Research gaps and moti-
vations are also highlighted.

2.1. I LMs

ILMs and LLMs use the transformer as the base model. They 
commonly share core technologies, including the self-attention 
mechanism, activation functions, and query key value (QKV) struc-
ture. These components play a pivotal role in endowing ILMs with 
the capability to efficiently learn long-range dep endencies and
process extensive multimodal data [28]. In addition to the core 
Transformer architecture, ILMs incorporate specialized compo-
nents such as prompts, knowledge embedding, encoders, and deco-
ders within their structures to adapt to different industrial tasks, 
including equipment diagnosis, document generation, knowledge 
retrieval, chart drawing, and code generation [29]. Current ILMs 
can be classified as LLMs, LVMs, LMMs, and specialized models. 
LVMs are primarily used for computer vision tasks, such as defect 
detection, safety monitoring, and industrial scene understanding. 
In defect detection tasks, LVMs can improve the detection perfor-
mance with limited data, utilizing a single model to realize defect
detection across various scenarios [30]. In addition, LVMs can 
incorporate a text encoder to generate textual descriptions of visu-
ally detected content [31]. LMMs can comprehensively analyze 
multimodal information such as images, text, and data from
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Fig. 1. Some examples of hallucination.
various sensors by integrating multiple encoders, thereby con-
structing cognitive equipment and systems. The LMM integrates 
visual–language–action models to recognize the scene understand-
ing, path planning, and command code generation, automatically
controlling robots to complete tasks in dynamic environments
[32,33]. Specialized models that can generate 2D-computer aided 
design (CAD) drawings based on images or text are used for product
design [34]. These drawings can also be dynamically optimized 
using existing components and manufacturing processes. Although 
the development of ILMs has made significant progress, some fac-
tors, such as data, computing power, hallucination, and robustness,
still constrain their applications in industrial scenarios. Among
these, the key constraint of ILMs is hallucination, as it may generate
incorrect content and result in accidents and economic losses.

2.2. Trustworthy deep learning methods

Trustworthy deep learning methods aim to address hallucina-
tions by improving the robustness of ILMs [35]. Adversarial models 
can be designed to generate adversarial samples in various indus-
trial scenarios, and these samples can be used as attacks and per-
turbations for model training. By simulating and addressing the
worst-case uncertainty, ILMs can be sufficiently robust to make
trustworthy decisions and reduce hallucinations [36]. To further 
enhance the effectiveness of adversarial models, probabilistic 
Bayesian networks can be used to quantify predictive uncertainty
and generate more adequate samples for model training [37]. 
Besides, risk-aware strategies can be developed to guide models 
in decision-making within acceptable risk margins [38]. Moreover, 
verification techniques [39] have been utilized to evaluate the 
robustness of ILMs under various uncertainties. Verification 
approaches aim to ensure that the inference and decision process
of ILMs always occurs within confidence intervals [40]. For 
safety–critical applications, trustworthy decisions can be made 
by incorporating verification operations into the inference process
and setting appropriate upper and lower confidence bounds [41]. 
Trustworthy deep learning methods address the hallucinations of 
ILMs at the data and model levels. Adversarial models enhance 
the robustness of ILMs by introducing data disturbances. Verifica-
tion approaches combine mathematical foundations with model
86
structure to ensure the robustness of ILMs. The accurate generation 
of data disturbances and solutions of confidence intervals is key to
trustworthy deep learning methods for improving the robustness
of ILMs.

2.3. Interpretable deep learning methods

The black-box nature of deep learning renders the inference and 
decision-making processes of ILMs untraceable, significantly limit-
ing their industrial application. Interpretable deep learning meth-
ods aim to make ILMs more transparent and traceable through
specific structural designs [42]. These can be implemented in the 
development and post-hoc stages to enhance the traceability and
interpretability of the model [43]. In the development stage, 
logic-explained networks [37] achieve object recognition by 
sequentially identifying different parts to design an interpretable 
network, thereby expressing the network’s decision process in a 
logical and readable manner. In addition, the impact of convolu-
tional circuits and layers on specific tasks can be analyzed quanti-
tatively to specifically design network structures for tasks, thereby
enhancing the interpretability of models [44]. Post-hoc methods 
can output attribution scores of features and provide explanations
after models have been trained [45]. The roles of different types of 
features can also be analyzed to construct a more interpretable
defect detection model [46]. In addition, the causal effects of fea-
tures on key performance indicators have been analyzed to
improve model performance [47]. Insights from post-hoc explana-
tions [48] can be embedded in ILMs to provide corrective signals 
and make them more interpretable. Interpretable deep learning 
methods can be incorporated into ILMs to address concerns regard-
ing interpretability in industrial scenarios.

2.4. Research gaps and motivations

Based on previous resear ch [42], hallucination in ILMs mainly 
stems from data, inference, and training processes. Trustworthy 
and interpretable deep learning approaches have been proposed 
to address these challenges. Trustworthy deep learning methods 
focus on improving LLM robustness to data disturbances but 
overlook the model analysis. Interpretable deep learning methods
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emphasize model analysis and address hallucination from infer-
ence and training perspectives, but neglect the effect of data dis-
turbances. Therefore, they still cannot comprehensively address
the hallucinations of ILMs.

To fill the above research gaps, interpretable and trustworthy 
deep learning methods can be integrated to address the hallucina-
tions of ILMs from data, inference, and training perspectives. This 
study aimed to incorporate verification operations into ILMs to 
make them more interpretable and robust. Confidence intervals, 
which indicate that minimum probabilities of the ground truth 
are always higher than the maximum probabilities of other classi-
fications within these intervals, are used to guide the inference of
ILMs. Gaussian noise will also be added to the data for model train-
ing to provide ILMs with larger confidence intervals, thereby
enabling more robust performance across data disturbances. Con-
sequently, the inference and decision-making processes of ILMs
can be much more transparent and traceable.
3. Methodology 

3.1. Verification mechanism for ILMs

ILMs typically comprise different components, such as enco-
ders, decoders, and prompts to handle various tasks. Given their 
complex structures and numerous parameters, it is challenging 
to apply a verification mechanism directly to ILMs. Therefore, as
a crucial base model of ILMs, the Transformer was used to validate
the proposed verification mechanism. In this study, Vision Trans-
former (ViT) [49] was used in industrial defect detection tasks to 
evaluate the proposed verification mechanism. The verification 
mechanism aims to analyze the decision boundary of ViT to obtain 
confidence intervals that ensure all predictions are correct within 
these intervals. Furthermore, verification operations were set 
within ViT to monitor the forward propagation process and ensure 
that all predictions were conducted within confidence intervals. If 
a sample does not fall within the confidence intervals, ViT cannot 
identify this sample. In industrial scenarios, all samples should
be analyzed to avoid potential accidents. In such a case, the sample
outside the confidence intervals should be handed over to techni-
cians for processing, as ViT cannot accurately identify it. To achieve
accurate predictions of samples outside the confidence intervals,
an early-exit mechanism is incorporated into ViT. The structure
of ViT enhanced with the verification and early-exit mechanism
is shown in Fig. 2. 

Forward and backward propagation are key steps in both the 
inference and training stages of ViT. In this study, forward propa-
gation was used to verify whether samples were within the confi-
dence intervals of ViT, thereby avoiding the generation of
hallucinations. Backward propagation is responsible for training
ViT with greater confidence intervals, enabling it to predict more
samples.

In forward propagation, an over-approximation strategy is 
employed to linearize the decision boundary of the ViT and obtain 
the upper and lower bounds of the confidence intervals with prov-
able robustness for verification. Verification operations with confi-
dence intervals are then placed after attention blocks to control the
ViT inference process. Their positions can be represented as

where the number of verification positions.
Verification operations will determine whether the output falls
within confidence intervals and provide certified or falsified
results.

v1 v2 v t ,P ist 

If certified, the output of attention blocks at falls within the 
confidence intervals. This implies that the forward propagation of
ViT is still robust and trustworthy. Hallucination will not occur,
and forward propagation will continue.

v t 
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fv tIf falsified, the output of attention blocks at alls outside the 
confidence intervals. In this case, the forward propagation of this 
sample will be terminated immediately. Samples will early-exit
from the ViT and be transferred to technicians for processing,
thereby avoiding potential accidents.

By leveraging the verification mechanism, only trustworthy 
predictions can be output from the ViT to reduce hallucinations. 
In addition, verification operations can improve interpretability,
which makes the forward propagation process of samples more
traceable.

In thebackwardpropagation, trustworthydeeplearningmethods 
are employed to improve the robustness of the ViT against data dis-
turbances. A certified training method for model training that uses 
a randomized smoothing strategy to generate data with Gaussian 
noise is proposed. The smoothed loss function was designed to 
achieve consistent predictions across clean and noisy data, thereby
enhancing the robustness of the model against data disturbances.
As a result, ViT will have greater confidence intervals with provable
robustness. Notably, the early-exitmechanismwill not be employed
in themodel training process to ensure smoothmodel training.

3.2. Over-approximation approach

As a typical probabilistic model, ViT will output a probability 
distribution to each category, which represents the confidence of 
ViT in that category. If a decision boundary exists within which 
the minimum value of the probabilities for the ground truth is 
always greater than the others, this decision boundary can be 
regarded as a confidence interval of ViT because all samples within 
this interval can be accurately identified. This section analyzes the
decision boundary of ViT to obtain confidence intervals with prov-
able robustness and reduce hallucination. Due to the use of nonlin-
ear activation functions in ViT, the decision boundary also turns
out to be nonlinear. Consequently, the exact solution for the confi-
dence intervals is a typical non-deterministic polynomial (NP)-
hard problem [50]. 

This study designed an over-approximation approach to convert 
the nonlinear problem into a linear problem to solve the confi-
dence intervals with provable robustness for trustworthy ViT.
The linear over-approximation process for a single rectified linear
unit (ReLU) input is illustrated in Fig. 3. The figure shows the 
approximation for a one-dimensional (1D) instance in which the 
nonlinear ReLU is overapproximated using linear constraints. This
process is performed element-wise for multidimensional inputs
and then extended to all elements of the feature space.

Given input regio defined as a set of input 
where nd are dimensions of input s 

the matrix of input data, each is a m-dimensional vector. Let 
e the ViT with a specified output 
the number of classes (correct and incorrect). It can be defined 

that when where s 
the correct class, is the score for clas an is the
score for other classes except class he local robustness verifica-
tion of confidence intervals aims to prove the following:

U#Rn m,
x 1 x 2 x n ,

Rc correct incorrect ,

T X correct T X y1 k T X 0,
X k X

n 
X an m , i X

x n 

bT W 
isc 

W yk ik 
s k,yk d y 1

Tk. 

X U yk T  X y 1 k T X 0 1

The solution of confidence intervals can be expressed as

de min yk X y1 k X X U 2

where s the input region the discriminant function, and 
the solution of confidenc e intervals of the counterexample

,W deiU is is 
e. 

As input samples have different distributions with lower 
bounds and upper bounds the confidence intervals of 
ReLU activation also have a lower bound and upper boun
To obtain robust confidence intervals, an over-approximation

li ui ,
.

xi 
dl e d due
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Fig. 2. Structure of ViT with verification mechanism.

Fig. 3. Over-approximation of confidence intervals for a single ReLU. MLP: multi-layer perceptron, ReLU: he input of ReLU function and e output of 
the ReLU function and are the linearization of ReLU function s input as independent variable of linearization s output as dependent variable of
linearization function slope ntercept (the value of hen upper bound related to input nd lower bound related to

y max 0 x x, y
. kxi u xi

, , 0),

s ti s th i
xj xj i, xi i, x j

axi , xi .ixj- wxjisk isu xi isui isli 
approach is utilized to compute If  > 0, the robustness of the 
confidence intervals can be proven because the output score of
correct classes is always larger than that of incorrect classes for
any input within

.dl e dl e 

U. 
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In the forward propagation process, confidence intervals begin 
with a randomly defined input region, typically an ball around 
input under the norm: Layer-wise prop-
agation is utilized to obtain confidence intervals at different layers.

x x x0 e.
e-

x0 L u
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Xi 1 x ai 1x bi 1 x r Wi 1 z ci 1 z Xi 3

where and represent the distributions of samples in layers 
and respectively s sample from the data distribution in 
layer is the weight matrix in layer s the bias vector 
in laye represents the activation function, and 

defines the linear constraints. To substitute r on  an
input with upper and lower bound linear approximations
(e.g., and are utilized to create over-approximation
for a nonlinear activation function

1

1,
i1 c

r
1x bi 1

u ,
0 x)

U y max 0 x .

Xi Xi i 
i . i z
i, 1,Wi ii 1 

r i 1, 
)(xai 

s l 
y y 

ReL 
Confidence intervals from several ReLU activation functions can 

be formulated as a convex hull in specific layer, such that linear
functions are formulated Formally, it can be
expressed as:

al
p bl

p R.by 

H  x  
q 

p 1 
al 
px bl

p 4

where represents the convex hull composed of all confidence 
intervals in specific layer. the number of ReLU activation func-
tions. and are lower bounds of slope and intercept of activa-
tion function, which are used to formulate the convex hull function.

xH  
isq 

al 
p bl 

p 

3.3. Certified training strategy

This section presents the design of a certified training strategy 
for model training to obtain ViT with greater confidence intervals. 
It utilizes the randomized smoothing strategy to generate samples 
with disturbances and enlarge the data distribution. The certified
training aims to allow ViT to make consistent predictions across
clean data and data disturbances, thereby allowing it to have larger
confidence intervals. As shown in Fig. 4, the probability distribu-
tion of Class A is consistently higher than that of other classifica-
tions within a radius The certified training aims to increase the
radius R to make the predictions more trustworthy.

R. 

Generally, the base model can be defined a While 
the model with randomized smoothing can be defined as

its predictions can be expressed as

Rn y.

Rn y,

s f 

g 

g  x  argmaxc y P f x c 5

where represents noise sampled uniformly from an 
ball centered at 0 with radius variance used to describe 

the distribution of noisy data. is the most possible predict ion
within noisy sample means the

N 0 r2I

r
x

N 0 r2I P f x c

Co.L is2 

g  
s . 
Fig. 4. Certified training strategy for s is the original inpu a is data ad. x , xILM t dat
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probability of specific class that the base mode outputs after 
adding noise o the input x.

l f 
t 

It is assumed that Class A is the most possible prediction, and 
Class B is the second p ossible prediction, which can be represented as

PA P f  x CA 6

PB P f  x CB 7

where is the probability of Class A that the base model out-
puts after adding noise o the input x represents the Class A
and represents the Class B, and is the probability function.

fPA 

t , C A
CB P 

Confidence intervals depend on the lower bound of Class A 
and upper bound of Class B. Confidence intervals can exist only
if is larger than which can be represented as

PA 

PB 

PA PB , 

P f  x CA PA PB P f x CB 8

The robust radius f ViT can be expressed asoR 

R r 
2 U 1 PA U 1 PB 9

where is the inverse function of the standard Gaussian distribu-
tion This means that for any sample he orm, there 
is an ball with r us satisfying that all predictions 

must be Class A. Therefore, the robustness of the 
model in can be mathematically proved. This means that
the predictions of all inputs within the confidence intervals remain
correct and stable.

x L0 1 .
R

x CA

R

U 1 

in t nN 
L adi 

g  
r 

The smoothed loss is designed for the model training to obtain a 
model with larger confidence intervals. For any input samp
with label he smoothed loss can be defined as

x
ooth)

le 
ty, (Lsm 

Lsmooth x y E L  f  x y 10

where is noise data sampled uniformly from an ball with 
radius is loss between the output of the base model 

and the label means the expectation with noise n
practice, the smoothed loss is approximated using Monte Carlo
sampling with amples:

( )
f x y

x

Lx 
. L  

y. .  If E 

sN 

Lsmooth x y 1 
N 

N 

h 1

L f x h y 11

For a batch of amples, its loss function can be expressed assB 

Lbatch 
1 
B 

B 

j 1 

log 1 
N 

N 

g 1 
softmax f xj g j yj 12
ding with Gaussian nois d is the radius of data distrib n N 0 r2I .e, an utio 
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where is the probability assigned to true clas 
The model will learn to make consistent predictions across clean 
data and disturbances, thereby achieving greater confidence inter-
vals and robustness.

tmax f x y s y.sof 

4. Experimen t

4.1. Experimental setup and evaluation metrics

The proposed method was programmed using Python 3.9 and 
PyTorch 1.12.1. The model training was conducted using an 
Ubuntu system with RTX A5000 GPUs, AMD EPYC 9354P 32-Core, 
and CUDA 11.8 (the University of New South Wales, Australia). In 
the training stage, the stochastic gradient descent with momentum
(SGDM) optimization algorithm with a momentum of 0.9 was used
for optimization. The training configurations included a batch size
of 16100 iterations and a learning rate of 0.001. The Tianchi fabric
defect detection (TFDD) and mixedtype wafer defect dataset
(MWDD) [51] were used for performance analysis and comparative 
experiments. The TFDD dataset includes defective and non-
defective samples. Defective samples are further categorized into 
33 types of defects, including holes, stains, knots, cracks, broken 
yarn, and broken ends. The MWDD includes 38015 wafer images 
with 38 mixed-type defects. The training, validation, and testing
sets were divided in the ratio 6:2:2. The precision, F1 score,
confidence interval coverage (CIC), and early exit rate (EER) are
used as evaluation metrics. The precision can be calculated as

Precision TP 
TP FP 

100% 13

where true positive (TP) indicates that the model correctly pre-
dicts the positive class. True negative (TN) indicates that the 
model correctly predicts the negative class. False positive (FP) 
means that the model incorrectly predicts the positive class. False
negative (FN) indicates that the model incorrectly predicts the
negative class. A higher accuracy indicates that more predictions
are correct.

The F1 score was used to evaluate the overall performance of
the model on the classification and detection tasks.

F1 2 Precision Recall 
Precision Recall

100% 14

where Recall = which indicates the percentage of positive 
samples identified. A higher F1 score indicates better overall perfor-
mance of the model.

P
FN,

T 
TP 

CIC represents the percentage of samples that fall within the 
confidence intervals during inference, which can be expressed as

CIC Ncon 

Ntotal 
100% 15

where is the number of samples within confidence intervals, 
and is the total number of samples. A higher CIC indicates that
the model is more trustworthy.

n

al

Nco 

Ntot 

EER measures the proportion of samples that are early-exited 
and transferred to technicians owing to falling outside confidence
intervals, which can be calculated as

EER Nexit 

Ntotal 
100% 16

where is the number of early-exited samples, and is the 
total number of samples. EER assesses the frequency of potential 
hallucinations caught by the verification mechanism. A lower EER
indicates that the model was more robust in predicting most
samples.
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4.2. Performance analysis

4.2.1. Overall detection performance
The proposed verification mechanism was evaluated on the 

TFDD and MWDD datasets. The baseline model utilized ViT with-
out the verification mechanism or certified training. This indicates 
that the verification mechanism was incorporated into ViT, but the 
certified training strategy was not used. Certified training means 
that both the verification mechanism and the certified training
strategy are contained in the Transformer. For the model with ver-
ification operations, the early-exit samples were considered as FP
when calculating the evaluation metrics. Metrics with ‘‘C” 3454
evaluated within confidence intervals, and early-exit samples were
not considered. Besides ViT, the Swin Transformer (Swin-T) [52] 
and multi-axis ViT (MaxViT) [53] were used to evaluate the effec-
tiveness of the proposed verification mechanis m. The experimental
results on the TFDD dataset are listed in Table 1. 

The experimental results in Table 1 indicate that introducing 
the verification mechanism to ViT led to 7.69% of total samples 
early-exiting. When early-exit samples were treated as FP, the pre-
cision of ViT decreased from 92.85% to 90.73%. Nonetheless, the F1 
score and precision increased by approximately 2% for samples 
within confidence intervals compared to the baseline model. This 
implies that verification operations can effectively reduce the out-
put of false detections. After incorporating the certified training 
strategy, EER decreased from 7.69% to 1.24%. This indicates that 
ViT with certified training has greater confidence intervals, which 
can contain more samples. The precision and F1 score also repre-
sent improvements compared with the baseline model when con-
sidering early-exit samples, with increased precision from 90.73% 
to 94.35% and F1 score from 90.59% to 93.92%. This indicates that 
the certified training strategy enhanced the overall performance
of ViT. Moreover, the precision-C and F1 score-C of ViT within
the confidence intervals increased to 99.21% and 98.67%, respec-
tively. This indicates that the verification mechanism can improve
the robustness and accuracy of ViT and effectively minimize false
detections. In addition to ViT, the proposed verification mechanism
and certified training were validated on Swin-T and MaxViT. The
precision and F1 score of Swin-T within the confidence intervals
increased from 92.07% and 91.53% to 98.92% and 98.36%, respec-
tively. The precision and F1 score of MaxViT within the confidence
intervals increased from 93.49% and 92.74% to 99.63% and 99.34%,
respectively. This demonstrates the generalization ability of the
proposed approach in different Transformer networks.

The proposed approach was also validated on MWDD to evalu-
ate its performance in wafer defect detection, and the experimen-
tal results on MWDD are listed in Table 2. 

The experimental results in Table 2 demonstrate that the preci-
sion and F1 score of ViT within confidence intervals increased from 
98.01% and 97.95% to 99.26% and 99.24%, respectively, after apply-
ing the verification mechanism and certified training. When Swin-
T was applied, the precision and F1 score within the confidence 
intervals increased from 97.08% and 97.10% to 98.74% and 
98.71%, respectively. The precision and F1 score of MaxViT within 
the confidence intervals also increased from 98.54% and 98.61% to 
99.46% and 99.48%, respectively, after the verification mechanism 
and certified training were used. In addition, precision-C and F1 
score-C outperformed the precision and F1 scores of ViT, Swin-T, 
and MaxViT, demonstrating the effectiveness of confidence inter-
vals. Experiments on both TFDD and MWDD demonstrated that 
the proposed approach can be utilized to enhance the detection 
performance of models for industrial defect detection and exhib-
ited excellent generalization ability. In particular, when the sam-
ples were within the confidence intervals, the detection
performance of the model could be significantly improved, even
approaching 100%.
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Table 1 
Overall Performance on TFDD Dataset.

Metric (%) Baseline model Verification Certified training 

ViT Swin-T MaxViT ViT Swin-T MaxViT ViT Swin-T MaxViT 

Precision 92.85 92.07 93.49 90.73 90.35 91.27 94.35 93.21 94.78 
F1 score 91.96 91.53 92.74 90.59 90.21 90.96 93.92 92.45 94.23 
CIC — — — 92.31 92.15 92.86 98.76 98.94 99.07 
EER — — — 7.69 7.85 7.14 1.24 1.06 0.93 
Precision-C — — — 95.96 95.74 96.35 99.21 98.92 99.63 
F1 score-C — — — 93.52 94.19 96.13 98.67 98.36 99.34 

Table 2 
Overall Performance on MWDD.

Metric (%) Baseline model Verification Certified training 

ViT Swin-T MaxViT ViT Swin-T MaxViT ViT Swin-T MaxViT 

Precision 98.01 97.08 98.54 96.18 95.47 96.83 98.25 97.26 98.73 
F1 score 97.95 97.10 98.61 96.21 95.45 96.75 98.19 97.24 98.77 
CIC — — — 94.56 94.13 95.37 99.16 98.87 99.54 
EER — — — 5.44 5.87 4.63 0.84 1.13 0.46 
Precision-C — — — 98.52 97.98 98.87 99.26 98.74 99.46 
F1 score-C — — — 98.60 97.96 98.91 99.24 98.71 99.48 
4.2.2. Performance on each type of defect
Furthermore, the precision and F1 score of ViT with the verifica-

tion mechanism and certified training strategy for each defect type 
were evaluated. They were tested using samples within the confi-
dence intervals. The precision of ViT with the verification mecha-
nism and certified training strategy on TFDD is shown in Fig. 5. 

Fig. 5 presents the precision for non-defective samples and 32 
defect types using three models: baseline, verification, and certi-
fied training. Models with verification mechanisms and certified
training strategies were evaluated on samples within the confi-
dence intervals. The baseline model achieved approximately 90%
Fig. 5. Precision of ViT with verification mec
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detection precision for various defects and 96.32% precision for 
non-defective samples. Compared to the baseline model, ViT with 
the verification mechanism achieved an improvement of approxi-
mately 2% in defective and non-defective samples. Specifically, 
the precision for slub defects increased by 4% and hole defects by 
5%. This indicates that the verification mechanism can improve 
the robustness of the detection model. With the incorporation of 
both verification mechanisms and certified training, the precision 
of the model was further enhanced, achieving over 95% precision 
for defects and more than 97% precision for thick pick, hole, dirt
stain, overshot, and broken end. The model also achieved an
hanism and certified training on TFDD.
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impressive 99.98% precision for non-defective samples, signifi-
cantly surpassing the precision of the other two models. The exper-
imental results demonstrate that the verification and certified 
training strategies can substantially improve the detection perfor-
mance on various defect types and non-defective samples, achiev-
ing more robust and accurate defect detection in industrial
scenarios.

Fig. 6 presents the F1 score of ViT with the verification mecha-
nism and certified training for non-defective samples and 32 defect 
types. The F1 score of the model for non-defective samples was 
almost 100%, while the F1 score for defects exceeded 95%. It is pro-
ven that the proposed verification mechanism and certified train-
ing strategy can significantly improve the robustness of the
model, thereby reducing false detection in practical industrial
defect detection scenarios.

The precision and F1 score of ViT with the verification mecha-
nism and certified training were evaluated on MWDD. The MWDD 
dataset was divided into 2-mixed type defects, 3-mixed type
defects, and 4-mixed type defects. They were tested using samples
within the confidence intervals. The experimental results are listed
in Table 3. 

Table 3 presents the classification performance on MWDD. The 
verification mechanism and certified training significantly 
improved both the precision and F1 score of ViT when identifying 
2-, 3-, and 4-mixed type defects, outperforming the baseline model 
and the model using only the verification mechanism . The preci-
sion and F1 score for total samples reached 99.26% and 99.24%,
respectively. This verifies that the proposed verification mecha-
nism and certified training strategy can remarkably enhance the
model performance in industrial defect detection.

4.2.3. Analysis of certified training
Machine learning models possess decision boundaries to sepa-

rate samples from different categories in the feature space. In this 
study, an over-approximation method was employed in the activa-
tion function of each layer to linearize the decision boundary and 
obtain confidence intervals with upper and lower bounds. The 
impact of certified training on the model can be evaluated by ana-
lyzing these upper and lower bounds. A tight distribution of the
upper and lower bounds clearly indicates that different types of
samples can be separated based on the decision boundary. The
more dispersed distribution of upper and lower bounds indicates
Fig. 6. F1 score of ViT with verification mec
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that the model may not learn the internal characteristics of the 
data and is unable to identify samples accurately. The distribution
of confidence intervals of ViT with both standard and certified
training strategies is shown in Fig. 7. 

It can be observed that the distribution of confidence intervals 
is compact at early layers, such as layers 1 and 2. With forward 
propagation, the distribution of confidence intervals becomes more 
dispersed. Compared with the standard training approach, the pro-
posed certified training strategy can obtain more robust confidence 
intervals with tighter lower and upper bounds, which is particu-
larly evident in layers 3, 4, and 5. Not only are the gaps between 
the upper bounds (red symbols) and lower bounds (blue symbols)
significantly reduced, but the distribution of red and blue symbols
also becomes tighter. The application of the certified training strat-
egy results in tighter and more consistent confidence intervals,
reducing the occurrence of outliers and ensuring that as many
samples as possible can be predicted. This suggests that the pro-
posed certified training strategy can train robust models with
greater confidence intervals to efficiently reduce the hallucination
of ILMs.

4.3. Comparative experiment

Several state-of-the-art trustworthy and interpretable deep-
learning methods were utilized for comparative experiments to 
evaluate the effectiveness of the proposed verification mechanism 
and certified training approach. In the comparative experiments,
standard ViT was used as the baseline model. In brain-inspired
pruning (BIP) [45], interpretable pruning operations are conducted 
on the ViT model. Adversarial training (AT) [54] represents a ViT 
model trained with adversarial approaches. Our method is the 
ViT enhanced with verification operations and certified training.
Our method was evaluated on data within confidence intervals,
as other samples were early-exited from ILMs [55,56]. 

All models were trained and tested on the TFDD dataset using 
the same experimental settings and parameters. The models were 
evaluated on both clean data and data with disturbances. Precision
and F1 score were used as evaluation metrics. The results of the
comparative experiments are listed in Table 4. 

As shown i n Table 4, the proposed method demonstrates supe-
rior performance on both clean data and data with disturbances. 
On clean data, it achieved the highest precision (99.21%) and
hanism and certified training on TFDD.
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Table 3 
Precision and F1 score of ViT with verification mechanism and certified training on MWDD.

Model (%) 2-Mixed type defect 3-Mixed type defect 4-Mixed type defect Total 

Precision F1 score Precision F1 score Precision F1 score Precision F1 score 

Baseline 98.14 97.93 97.76 97.28 98.15 98.59 98.01 97.95 
Verification 98.73 98.54 97.89 98.42 98.96 98.91 98.52 98.60 
Certified training 99.53 99.31 98.72 99.03 99.55 99.42 99.26 99.24 

Fig. 7. Distribution of confidence intervals in ViT with different training strategies.
F1 score (98.67%) among all comparative approaches. More impor-
tantly, when evaluated on data with disturbances, our method 
maintained the highest performance with 98.48% precision and 
97.35% F1 score, significantly outperforming the other methods. 
The AT method outperformed the baseline on clean data and data 
with disturbances. For data with disturbances, AT did not exhibit a 
significant decrease in precision or F1 score, which demonstrates
that the AT approach can improve the robustness of the model
against data disturbances. It is worth noting that our method
always maintains a high level of performance on both clean data
and data with disturbances, indicating that the proposed method
can achieve a good balance between accuracy and robustness.

4.4. Detection results

ViT enhanced with the verification mechanism was also evalu-
ated on TFDD and MWDD. The detection results on TFDD contain 
the category and location of defects in various fabrics, which are
located in different colors. As shown in Fig. 8, the proposed method 
can accurately detect defects in both plain and patterned fabrics. 
The proposed method can accurately detect defects with different 
shapes, scales, and colors. It effectively detects defects with tiny
scales, such as knots and holes, as well as narrow defects, such
Table 4 
Results of comparative experiments on the TFDD dataset.

Approach Clean data Data with disturbances

Precision F1 score Precision F1 score 

BIP 91.74% 90.83% 87.65% 86.31% 
Baseline 92.85% 91.96% 91.32% 90.99% 
AT 95.65% 94.69% 95.29% 94.56% 
Our method 99.21% 98.67% 98.48% 97.35% 
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as broken pick, double pick, double end, and even color-
difference defects, such as oil and water stains.

In addition, there were some instances of false detection. For 
example, fabric with wrinkles was mistakenly identified as creases, 
probably because of the geometric and textural similarities 
between wrinkles and creases. Fabric with a dirt stain was also
misidentified as an oil stain, possibly owing to the low contrast
between these two types of defects. These false detections
occurred because these samples had features similar to those of
the ground truth samples.

The identification results of the integrated with the verification 
mechanism on MWDD are presented in Fig. 9. False prediction 
results are presented with red color. Here, ‘‘C”, ‘‘D”, ‘‘EL”, ‘‘ER”, 
‘‘L”, and ‘‘S” represent ‘‘Center”, ‘‘Donut”, ‘‘Edge_Loc”, ‘‘Edge_Ring”, 
‘‘Loc”, and ‘‘Scratch”, respectively. It can be clearly seen that the 
proposed approach can accurately identify different types of wafer
defects, including mixed-type defects. Nevertheless, this study had
some limitations. For instance, the ‘‘ER + S” defect was wrongly
identified as ‘‘ER + L + S”. This might be attributable to the overlap
among these defects.

5. Conclusions and future work

This paper proposed an interpretable verification mechanism 
for trustworthy ILMs. The main contributions of this study are
summarized as follows:

First, the application of trustworthy and interpretable deep 
learning methods in ILMs was discussed. Verification operations 
were incorporated into the ILMs to monitor their forward propaga-
tion processes. Only samples that fell within confidence intervals 
were allowed to undergo forward propagation and output. The 
ILMs could be much more robust and interpretable by monitoring
the forward propagation.
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Fig. 8. Some defect detection results on TFDD.

Fig. 9. Some identification results on MWDD.
Second, this study explored an over-approximation approach 
for confidence interval solutions. The conservative decision bound-
aries of the model were used as the lower bounds of the confidence 
intervals, thereby providing provable robustness for the model.
Consequently, it can ensure that samples within intervals can be
accurately identified, thereby providing more stable and robust
models for intelligent manufacturing.

Third, this study employed a certified model training strategy to 
achieve larger confidence intervals. This strategy generated data
disturbances using a randomized smoothing strategy to augment
94
the data distribution. In addition, a smoothing loss function was 
used to improve the robustness of the model against data distur-
bances, ultimately obtaining more trustworthy ILMs with greater
confidence intervals.

Future studies should focus on the following aspects. First, the 
confidence intervals of other components of ILMs will be solved, 
thereby applying the verification mechanism to ILMs. Second, 
more robust confidence interval solutions and model training 
methods will be explored to improve the robustness of the model. 
Third, knowledge of industrial scenarios will be incorporated with
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verification operations and the Transformer to further enhance ILM
performance.
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