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Abstract: [Purposes] With the comprehensive application of the ubiquitous power internet of
things, uncontrollable factors and changes in the physical contact environment have made power inter-
net of things systems face severe information security issues. Penetration testing, as an important
means of information security protection, can discover and fix security vulnerabilities in advance, ef-
fectively reducing the risk of system intrusion. Current penetration testing mainly relies on manual
testing, which requires high technical expertise and experience from personnel and has low testing effi-
ciency. To address these, an automatic penetration testing method based on improved deep reinforce-
ment learning is proposed. [Methods]First, the state space was established for the learning processes
according to expert experience and an attention mechanism was introduced to solve the problem of dy-
namic changes in the state space. Then, a deep reinforcement learning model was used for automatic

exploration of attack penetration paths. Finally, an experimental simulation environment was set up
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for comparative testing. [Results] The results show that the proposed method exhibits improved con-

vergence performance across different networks.

Keywords : ubiquitous power internet of things; penetration testing; deep reinforcement learning;

attention mechanism; prior knowledge
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Fig.4 Experimental scenario for penetration testing
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Table 1  Configurations in the experimental scenario

FHL BAERS e 55 R
MO. 1 Windows Http Schtask 100
MO. 2 Windows Http .Ssh Schtask 0
MO. 3 MO. 4 Windows Http FTP Samba Daclsve 0
MI1.1M1.3M2.1M2.3 Linux Ssh Tomcat 0
Ml1.2M2.2 Windows FTP Tomcat 100
MO MO.0M1.0M2.0  Cisco FTP Ssh — 100
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Table 2 Action list for the agent

k(B R M (v/y RS FLFR
Hitp-Exp A 2 0.8 Hip
Ssh-Exp FIH 3 0.8 il
Ftp-Exp FIT 1 0.5 (=R

Samba—Exp FIH 2 0.5 5
Schtask-Pr AL 1 1 B
Daclsve—Pr AL 1 1 B
Tomcat-Pr AL 1 1 B
Service—Scan ESEi) 1 1 -
OS-Scan ESE] 1 1 -
Process—Scan ESEi) 1 1 -
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Table 3 A part of hyperparameters for model training

EL e E2UE E L EIBIN
Max iteration 10 000 IR EL
Episodes 2000 Pl ARSI
Batch size 128 LIER(R/S
Memory size 20 000 A1 5 223 [) SR /)N
Discount size 0.9 PranmE ¥
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Fig.5 Training results for penetration testing (in the scenario
shown in Fig.4)
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Fig.6 Training results for penetration testing in the different

scenarios
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