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Abstract: Existing coverage—guided fuzzing tools in intelligent unmanned systems face issues such as efficiency degradation and
uncontrollable states. To address this problem, this paper selects the PX4 open—source unmanned system as the research object. Firstly,
it analyzes three core causes of performance degradation in fuzzing: asynchronous thread execution, internal and external signal
interaction, and spatiotemporal state residue. Based on these three core causes, targeted mitigation mechanisms are designed, including
forced synchronization, message filtering, time variable substitution and improved selective instrumentation, to generate test—specific
firmware. Additionally, a fuzzing framework for intelligent unmanned systems, IUSFUZZ, is constructed. Compared with the
mainstream fuzzing tool AFL~+ -+, TUSFUZZ has improved stability by 16.5 percentage points. To discover the same vulnerabilities,
AFL++ requires 7.5 times as long as [TUSFUZZ. ITUSFUZZ successfully uncovered a zero—day vulnerability triggered through a network
channel and obtained a CVE number.
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Fig.4 Message tracking - filtering mechanism



o 4

JET T AR TUSFUZZ: B8 BETE N 2R G2 il 5 18 1F A9 B = 4 5 S ) 48 585

A HEE - e A Ak
A : REESCRIRACRS SBR[
B BB R IR
1 for File in Source File List: =X AAN RS SC 4

2 for Function in File:#X} 3¢ v i 54~ b 4

3 if HavePublishBehavior():## £ J& 75 77 £ & A
17

4 if HaveUpdateBehavior(): A AT
TER AT Topic HH TN

5 LocateUpdateVariable() #4& {i B # Topic
G

6 InjectCode()  #{E AJM B8 B -1 JE ALY

7 else if CallerUpdate(Function, CG): #Ki %
M RO 2 S A7 AE Topic BBAT

8 InjectCodeUpdate() i 3 i i AH &
o 8 A (A A TEB Topic ARic A7)

9 InjectCodePublish()  #4ij bR £l AN B,
8BRS (BRic & AT B

10 else:

11 Vars = SelectAllVariable() £k Fr
A {5 ) A%

12 Ps = CalVarsPosibility(Vars) #i|5 4%
A5t Topic 28 1 B B A5 B

13 if HaveHighOnes(Ps): #4014 47 75 & %
A {5 ] A2

14 InjectCode() #iF AJH B 18 B i JE A4

x2 WEEXSZEH
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Fig.5 Variation of stability with test execution count based

on single strategy
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Fig. 6 Variation of stability with test execution count based

on synchronous strategy combinations
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Fig.7 Fuzzing throughput and stability under different man-

datory synchronization strategies

S 25 SR B A (W) A5 2R A B B, R
DAy i i 52 KR N R 3, e P W A R T,
Horp B0 PR RE 0 R R X i A 2R AR Y 1) 26 i
TA ORI 2 B 2E 0 1 S AR T3 15 X
3 A 2 A% i R 3 A T RS I ok A T Y
R, Sy ik — 0 A PP A SCR I [R) 25 S s () 25
I AZLFES 14 B R /input_sync_one) X I i 42
0 0 TH SO Al AR AR A G (8) s o

EFE=EXP,Xe ko ator (8)

Horp E R BB BT I A 8000 3 1 R 95 4 2
B | AL AT AT R0AR S 91 o] LA B0 4]
B s E RO B0 A ik i, B R U T 0 DU
FHGECEE ; P, M2 8 I 5 A9 2 A . AR SR
sigmod PRECGRIEIL 5 SR Z MIAOCR , n(9) XK.
= LI (9)

1 _'_ e aX(1— ACov—14)

Hodr a o0 He i R, 4. 37 H ) 52 B R 5k e
XF(9) = H Y e B B A T 105 I 43 U R < =200,
6b=0.05, KK 7 hpyfe e R AR (1) . (2)2
Hh R A5 2 B B R SR 1Y ACov fH, B B 7 AR
Rk i E RO SRR () Kb AT
24 (9) XML RAA ), By nT 15 21 4 [7) 25 5k
W R PR AT 09 A 0 i 9 B L WL 8 P o

P 8 (1) B Ak 45 3 7R, input _sync_one 5 W& 14 4F
FOPAT A RO BB S e 2 1Y, 1A /s T




o 4

JET T AR TUSFUZZ: B8 BETE N 2R G2 il 5 18 1F A9 B = 4 5 S ) 48 589

1] 25 5 s (4,45 JC ] 28 5 W /no _sync ) i B #2047
A 500032 H 91 5 #F 422 35 T 03 no_syne Al input_sync
s F SR AR I 1 A kA A v EL IR A AR E M RAIR
SR IS ELT ek E B, BRI
1) 54 38 U T 05 input_sync_two . input_sync_three Fl
input_sync_four 5 & H AR ST B AR E vk L ELIA
g [6i) 25 SR Mg 3k I S OO I A i PR T
fi 15 45 B W] PAT B A R0 K B B A R
input_sync_one % g D ZE RO I 3 A ik 1 AR UE M2
(B AR T A7, i TUSFUZZ AE 2R i 20 R /G [A) A
SRS o Wd B A SCBETH Y 8 ) (7] 20 5 s 9K 25 S UL
R K A ok A T R (EL 2SR W AT R A U TR 42
P00 0 4 T K 45 S AT BBk Y OGS T

0 O
T T

)
T

)
T

(=]
T

Effictive cases (test cases/s)

P8 A [l 5 1 [m) A5 SR W T 1Y 4 A0 BRATT A 20000 3 P 401 A o
Fig. 8 Effective executions per second under different man-

datory synchronization strategies

5 =GO

CVE-2025-57427 /& H T A 32 Hh 1 77 ¥ 56 1
S EMaPrny . HAL T HRfef &g,
AL PR TG 3 4 00 3 P 491 S S e vk 2 L, T T A 43
Bro P, 2w R 2 A BF 58 2 R S F H e
JEiE o g RS T CVE %5 o Wi e if dod 3
FEAS 5 15 4 PXA 536 72 % (9 WL 2% 2 57 72 2 04 1 44
T LA a7 % B MAV Link 808 62 5% 0T 2L
Bl AR RS T 1k B 47 (FF Pl E AL
W) 25 2 PR % B B, HOJCH ARl R o BETE 2 B A
mr.

5.1 imiRE A E

% ) 72 A YR T Commander 28 75 78 809w
28 b PRI 1 R ORI R B . PXA 4R R T B A O
21 41 7 Commander £k 72 1 53 £ & ML A% = IRE
FFAR P R A AL IE AT A ) e, Commander £k 2 i 18
WU uORB TH B 54 55 30 52 I 1) 25 2k R DL A IR A 4k
a2 o 7 RS WAL T, Commander 2 2
14 AH 5G4k BRAR B A7 78 22 B0 W Rl BB - — O T R

S50 1) PN A% A SR A 1Y F b R Ay Fl RN 5 ) —
77 138 3 MAV Link [ 26 42 1142 05 17 3 5CH: A AL
i A% A %) PR VPR S R, 2 AR G [ I R 22 ok
5% H St R S IR I8, BT uORB I B AL i) A& 52 30
KA H B Oy IAIE S L 2br ic DI E , Commander £k
TR G VR X B IR BE AT W AE BEVEAL . PX4 It E
TR AT RE PR UE L i 1 HL b 2 4 A SR HTIACE- 1
T A 300 A5 25 R AL A 6T P it bR S Bl R AT A 3
17 J2 187 5 b K T A A RICRR A 5 A0 P o 7 P T R
A BEE R A Ry H RS TF BT A N A A A 4 (A
M EFEEIFER) . XA S B PXA R 7 2
oy 18 52 0 BB 1 N, B0 3 AT 4 2 ) AL
0 26 PR 3 9 MV Link #5305 4 18 %0 ML 2% 4 5 . itb
Tl 2 v I, iR ) AR 8 ik I H i R BPAIL R
5.2 RREMEH

ZAE 48 Iz 55 (DoS ) T R (1) firk 4 75 220 & LA R
i 41

1) driti & @ 5r 5 H AR AL 9 MAV Link Bp8GE
15 B

2) B EE M I - 45 MAVLink 50408 42 19
HE KA BATTERY _STATUS (msgid=147) ;
FlRBEFRREERTREL2SRMEURT5%).

3) B A R IR SR W < BOHE A R R v TR
WAL IRAS T ARH R (=10 Hz) 5 R RREE A 8] W 7 £
P I AR

e i 2h 09 OC BETE T 4E +7 /2 08 10 B8 T A iR
B i Oh s B8 7 uORB T8 B A1 Hp BT o He ] 5
S AL AR B A 2l S A, DT S B
X Commander £ F2 20 5% A9 A3 2 T4 .
5.3 miREERIE

1) 76 SITL fj B3 B of , Yoo % 0] H AR AL 45 45
il B ¥ 10 4R B MAV Link 3 1 #5522 & 26 % 53 50
£, Bty H AR 8 52 Wik Jo 23 78 H A& &R g0 b fan i IR
1 2 4l “ Dangerously low battery! Shutting system
down in 60 seconds”, 72 7E 1 min J5 & # & HL, W
S B bR P AR R Y AR 2 W AT T QGC
(QGroundControl ) b 17 3 2 J#*, 78 2 o % 52 it 14
di 5 2 B QGC RS FE i 3 2 AR & B FR JF
%5 B RS Ry T 4 4

2) 1AL AT R, 32 A& Rl QGC
FRE 45 i 1% 4 H AR LAY , By & AL T B 25 H AR L &%
2 000 m 1o Bl P9 A9 A T 07 8 (L P 15 5 R o
S & iR m 2 ), JF il i Jo 2 i B T %
R A I B AR LA

a. A TFREMRSPIRE . ZHFEF LM QGC



590 UK 22240 (22 i)

o572 %

] HARHLES &% 5 shn 2, B AR L& R oy G 1 3l
1o % A A (K P S ) IR 46 0 3

b. AT rRA . E 9 FR , ZE &K WL
QGCARER B/R T — T HL i AR RS AR
L, [ 32 A TETE PR QGC 451 B FRBLES -

A FBRHILAS Sy To AL, B 2 folf FH 228 5 7T LA S i 42 7
FBR TE ALK 7 1), (B TR A4 ) F A5 o ALY
ELIHEE, B JC DL iz 3 0k S B HL A Tk 3
B AT RS R JE AURE SE 2 AR
RS TER WL AT, T Uy 38 2L 7% 1 1 5 35 il

K19 (a) #5# PX4FHIRT 9T AN ; (b) QGC HiuTH 3 44 il 2 )7 8 52 2 o )i 1) -1
Fig.9 (a) A drone equipped with the PX4 control program; (b) The interface of the QGC ground station control program after

being attacked

5.4 REAGERMHESEMIEH

T2 T L A 3 AR AT AR R e DR AR RN 5 i
FENSED AN S W G T v = R I e A S R ]
T 2R AT A5 7 e, T 5 2 B D TE LR (AR )
W2 MAV Link B3 €0 B AT 75 (i PX4 5 0 72 7 5
R fih A H R A2 S BN AR JC VR IE W2 AT (
N ALK 38 B V% 5 T PRl ) ol T e IR AT
S BOHL AR AT 55 20 W 1 A BRI 51 & R AR A K
W, ¥ B8 CVSS v3 Ik il B it 46 A L 1% U T 7T 3k 45
8. 2/10 W m & W4 S 4 .

A R G U T 0 S e, TT DA TE G N R G
1) 50 Hh SR B RN DM S AE B A5 OR [R) IR 5 | A 2% il 45 it
PETH RGBT AR E TS T SR

1) A6y 2 L R S ) 22 U A8 SIS UE AL K AR BL
1 TR SR 4B 11 R b T A HR O R B R AT AR TR K
PR, A R WA Bl B A5 B . IFAEZ A RIE
B 22 (B BT B0 g 25 A0 T, o i — R R 5 A ok
U5 2 S 3k [, DA Sy S 800 O fh % 5 A
ST BT R Vi B A

2) AIFE MAV Link 38 15 5883 8. % 2% o 1) B
0y 1 56 B8 25 44 B0 E |, 3kt i JE 52 AN 15 A PR 1 R Tt 5K
W AR RE SR T A RG4S -

6 % &

A TE LU BETC N R GEAE M W50 6, B B
3t RGO I R IR Al 1R R i B M

LEGIAE s TR BTN RS 2L R PAT IR
B N RG] LW R A L R B AR . BSR4
BT LR ) R 2B ML R e e i R
T T DAk R R ] AR A e SR WS A g Y TUS-
FUZZ R %%, B A7 25000 i 4 i 72 )3 b S5 20 26 AR
1 AN 5 38 B B i 23 R S AR B A L T
XSRS A T AFL++ etk T
16. 54 E 43 s M4 T U T 32 90 0% SE B T 49 7 A%
B4R TE, B E T TUSFUZZ B e P42 T+ ML 5 78 55
RO S ALY A B .

T BEAR R s ] 25 5w b Al Y BH 2 =X
3 3 R BT AR I ) A ek i, R ORNG
JEATE B o v A0 2 AR ) A Oy =X L
e, SHAE SRS AR T HCHERLR
AT W 5 2R &5 S i R E AR
T HAEARFEFR P 2 2 B2 05 47 1Y A 42 T 2 4 th o A
B 1 ook 1 22 4 R O A R TR AR E MR R RS R
14 3 B AR Ak 1), AR 9E R I B T3 25 R
SISO 7R BE TE AN RE L 2R UE TP AR
AT, B O R BB TE N R G 8 24k 56 E 4 A T R
e 2%, & AR L i 3 i DoS T i & 7¢
THLAEE AT E I, B R TR SR M .
KR TR N LR A Gt B gk — 2 Ak H— il
I Ak Z g0 IR Y A kAR TR R s
R AT WAL 3K 20 11 0 3 ) A B AR DA TR s 4
7 25 R s T 5 RS T



o 4

JET T A5 TUSFUZZ: 2 HE TC N 28 Seaa il 4 [ 4 1) 2L 25 38 5 ) S AS0H ) 3

591

SE -

(1]

(2]

—
ol
[

(6]

(7]

(8]

[10]

[11]

[12]

[13]

Alphabet Company. Wing autonomous, lightweitght delivery
drones to transport goods[ EB/OL |. [ 2025-08-07 ] .https://
x.company/projects/wing.

MULLER C. World robotics 2024 - service robots[ EB/
OL]. [2025-08-07]. https://ifr. org/img/worldrobotics/
Executive_Summary _ WR _2024 _Service_Robots.pdf.
SINGH I. Super Bowl weekend: 1000 strong drone show to
light up Vegas sky[ EB/OL]. [2024-02-08].https: //dronedj.
com/2024/02/08/super-bowl-drone-show-vegas.
KOUBAA A, ALLOUCH A, ALAJLAN M, et al.
Micro air vehicle link (MAVIink) in a nutshell: A survey
[J]. IEEE Access, 2019, 7. 87658-87680. DOI: 10.
1109/ACCESS.2019.2924410.

MEIER L, AGAR D, KUNG B, et al. PX4-Autopilot
[EB/OL]. [2025-08-07]. https://github. com/PX4/
PX4-Autopilot.

PRATAP A, BONNEY B, PUROHIT S B, e al. Ardu-
pilot[EB/OL]. [2025-08-07].https: //github.com/Ardu-
Pilot/ardupilot.

BENOWITZ D.The rise of open—source drones[ EB/OL].
[2021-05-30]. https://droneanalyst. com/2021/05/30/
rise-of-open—source-dronesfos-size.

MALVIYA V K, MINN W, SHAR L K, ez al. Fuzzing
drones for anomaly detection: A systematic literature review
[J]. Computers & Security, 2025, 148: 104157. DOI: 10.
1016/j.cose.2024.104157.

CHEN H, GUO S, XUE'Y, et al. MUZZ: Thread—aware
grey—box fuzzing for effective bug hunting in multithreaded
programs[ EB/OL]. [2025-03-10]. https://www.usenix.
org/conference/usenixsecurity20/presentation/chen-hongxu.
L1J Q, ZHOU Y J, WU L. Improving multitasking
DBMS fuzzing with more accurate coverage and testcase
trimming [J]. IEEE Transactions on Dependable and
Secure Computing, 2025, 22(3) : 2756-2770. DOI: 10.
1109/ TDSC.2024.3521591.

FE, BOAE, R, AF X ARM % A L AR 9
RO 7 B AT T (7] iR 2 2 4l (B2 R ), 2024,
70(4): 453-462. DO1:10.14188/}.1671-8836.2023.0009.
WANG L N, ZHAOJC, YUR W, et al. Research on fuzz
testing method for ARM secure monitor [J]. Journal of
Wuhan University (Natural Science Edition) , 2024, 70(4) :
453-462. DOI:10.14188/j.1671-8836.2023.0009( Ch).
CHANG Z W, ZHANG H F, YANG Y, et al. Fuzzing
drone control system configurations based on quality—-
diversity enhanced genetic algorithm[ C]//Artificial Intelli-
gence Security and Privacy. Singapore: Springer, 2024 : 499—
512. DOI:10.1007/978-981-99-9785-5_35.

KIM T, KIM C H, RHEE JJ, e a/. RVFuzzer: Finding

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

input validation bugs in robotic vehicles through control-
guided testing[ EB/OL]. [2025-03-12]. https://friends.
cs.purdue.edu/pubs/USENIXSec19.pdf.
LIGP, LIY R, JHA S, et al. AV-FUZZER: Finding
safety violations in autonomous driving systems[ C]//2020
IEEE 31st International Symposium on Software Reliability
Engineering (ISSRE). New York: IEEE Press, 2020: 25-
36. DOI1:10.1109/issre5003.2020.00012.
WANG Y, YANG C, ZHANG X D, et al. DPFuzzer:
Discovering safety critical vulnerabilities for drone path
planners [ C]//2025 TEEE/ACM 47th International Con-
ference on Software Engineering (ICSE). New York:
IEEE Press, 2025: 1973-1985. DOI: 10.1109/1C-
SE55347.2025.00051.
DOMIN K, MARIN E, SYMEONIDIS I. Security analysis
of the drone communication protocol: Fuzzing the MAV Link
protocol [EB/OL ].[2025-08-07]. https://orbilu. uni. lu/
bitstream/10993/37613/1/article-2667.pdf.
BOB4Drone. 4D-Fuzzer [EB/OL]J. [2025-08-07].
https: //github.com/BOB4Drone/4D-Fuzzer.
KIM H, OZMEN M O, BIANCHI A, et al. PGFUZZ:
Policy-guided fuzzing for robotic vehicles[ EB/OL ]. [ 2025~
09-27]. https://www.ndss-symposium. org/wp-content/
uploads/ndss2021_6A-1_24096 _paper.pdl.
MEIER L, AGAR D, KUNG B, ez a/. Simulation[ EB/
OL].[2025-08-07 ] .https: //docs.px4.io/main/en/simula-
tion/#sitl-simulation—environment.
FIORALDI A, MAIER D, EIBFELDT H, ez al. AFL++:
Combining incremental steps of fuzzing research[ EB/OL].
[2025-09-28]. https://www. usenix. org/system/files/
woot20-paper—fioraldi.pdf.
DROBILLA D R. Llvm_mode persistent mode[ EB/OL].
[2025-08-07]. https://github. com/AFLplusplus/AFL-
plusplus/blob/stable/instrumentation/README. persis-
tent_mode.md.
MEIER L., HONEGGER D, POLLEFEYS M. PX4: A
node-based multithreaded open source robotics framework
for deeply embedded platforms[C]//2015 IEEE Interna-
tional Conference on Robotics and Automation (ICRA).
New York: IEEE Press, 2015: 6235-6240. DOI: 10.
1109/ICRA.2015.7140074.
VANHAUSER-THC. Using AFL+-+ with partial
instrumentation [ EB/OL |.[2025-08-07 ]. https://github.
com/AFLplusplus/AFLplusplus/blob/stable/instrumen -
tation/README .instrument _list.md.
HOLDEN R. Qgroundcontrol [EB/OL]. [2025-08-07].
https://github.com/mavlink/qgroundcontrol.

]



