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An improved object detection method for intrusion detection in port hazardous areas
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Abstract: To address the problems that the boundaries of hazardous areas in port operation sites change dynamically with working
conditions, target scales in surveillance images vary greatly, and complex backgrounds easily lead to false detections and missed detections,
an improved object detection method for intrusion detection in port hazardous areas is proposed. Based on YOLOv8, the proposed method
embeds a channel-spatial attention mechanism into the backbone network to enhance the model’ s ability to represent small targets, weak-
feature targets, and key regional information. In the feature fusion stage, the original path aggregation structure is improved and an
enhanced feature pyramid module is constructed to improve the transmission efficiency and fusion quality of multi-scale features, as well as
the adaptability to complex scenes. In combination with the practical requirements of port sites, the hazardous operation area is dynamically
delineated according to the detection results of traffic cones, and regional intrusion is identified through a ray-casting discrimination strategy.
To verify the effectiveness of the method, a self-built dataset is constructed, and comparative as well as ablation experiments are conducted
on a public dataset. The results show that the improved method achieves a good balance among detection accuracy, recall, and real-time
performance, and its mean average precision on both the self-built dataset and the public dataset is superior to that of multiple comparative
models. Field deployment and testing further demonstrate that the proposed method has good engineering application value and promising
prospects for wider application.
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Fig. 1 Improved YOLOv8 network architecture
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Fig.4 Intrusion detection diagram
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Fig. 5 Schematic diagram of the annotation of the dataset
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Tab. 1 Comparative experiments on DZI dataset

Bk P/% R/% mAP@O0.5/% Wi/ (f-s™")
YOLOv4 88.0  85.3 86.5 60
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Tab.2  Ablation experiments on DZI dataset
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Tab.3 Comparative experiments on DZI dataset

Ak P/% R/% wAP@0.5/% iR/ (f-s")
YOLOv4 85.8  83.0 84.0 55
YOLOv4-tiny ~ 78.3  75.6 76.5 80
YOLOv5s 88.5  86.3 87.3 70
YOLO V8 90.4  88.5 89.1 60
SSD 80.1  78.1 79.6 65
YOLO V7 86.6  84.6 85.3 58
S @RS 92.5  90.0 91.2 50
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Fig. 6 Field deployment diagram
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Tab.4 Intrusion detection accuracy in different scenarios

A= 1 B X 3R 2K 1] J[N 5277558 AR IAER R/ %
1 A 1 50 95.19
2 BN 2 S 94.84
3 FEHEA IA] 3 545 95. 04
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