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ABSTRACT

Efficient and accurate anomaly detection in a network is of great significance for maintaining network and
device security. Most anomaly detection methods assume that different anomalous network data distributions
are the same or similar and ignore data privacy preservation. In this paper, a novel Federated Learning (FL) is
proposed that it can quickly detect different types of anomalies in Non-Independent and Identically Distributed
(Non-IID) data. First, we design a multi-domain machine learning model for multi-domain data, named Aegean,
which consists of two modules: an ensemble AutoEncoder (AE) and a Generative Adversarial Network (GAN).
Second, because data from different domains are non-IID, we model the anomaly detection problem as a dual
problem, which can be recast as a robust optimization problem. The robust optimization problem is non-convex
and therefore difficult to solve. As a remedy, we formulate and solve a dual problem by taking the Lagrangian
dual function of the original problem. Experiments demonstrate that Aegean significantly outperforms the current
state-of-the-art methods, with a 16% F1 score improvement over that of a One-Class Support Vector Machine
(OCSVM). The designed FL significantly reduces the communication overhead of FedAvg without sacrificing
anomaly detection performance.

1. Introduction

The widespread adoption of the Internet of Things (IoT) has in-
creased traffic to both wired and wireless networks, and the secure and
stable operation of systems or devices is the cornerstone for meeting
these traffic demands [1]. Anomaly detection is an important means of
ensuring network security. Normal network behavior may change due
to changes in environment, time, or user behavior, making it difficult
to establish a universally applicable ‘normal’ baseline. Especially in the
face of constantly evolving threats, traditional signature based detec-
tion methods often appear inadequate. Secondly, the enormous amount
of data is also an undeniable challenge. The data traffic generated by
modern networks is very large, and how to efficiently detect abnormal
activities in massive data places high demands on computing resources.
Efficient data processing and real-time analysis have become crucial,
requiring powerful computing power and advanced algorithm support.
Furthermore, the balance between the accuracy of detection methods
and false alarm rates is also an important consideration factor. Exces-
sive false alarm rates may lead to ‘alarm fatigue’, causing real threats to

be ignored; And a low detection rate may give attackers an opportunity
to take advantage. Therefore, finding an appropriate balance point to
reduce false positives without sacrificing security is a difficult task [2].

In addition, with the increasing complexity of the network environ-
ment, attack methods are constantly evolving, and traditional detection
methods may not be able to cope with new Advanced Persistent Threats
(APTs). These threats often infiltrate and attack in a low-key and covert
manner, and traditional detection techniques may not be able to effec-
tively capture these subtle anomalies. Typically, many types of anoma-
lies are present, and most deep-learning models do not consider the dif-
ferences between the various types of anomalies. Although the detection
effects achieved on specific types of network anomalies are acceptable,
the current approaches are only applicable to a single type of anomaly
detection task [3]. When a few abnormal samples of a certain type are
present, the detection performance of many deep learning models is sig-
nificantly affected [4]. Multi-Domain Machine Learning (MDML) can be
used to detect multiple network type of anomalies in parallel, where
the data are trained in different domains. MDML improves training ef-
ficiency and detects different types of network anomalies by sharing
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target solutions across domains. However, the main concern is that the
existing MDML assumes that the data in different domains follow a simi-
lar distribution, which weakens its parameter-sharing ability and results
in suboptimal performance in each domain [5,6].

The IoT network is highly dependent on computing, storage, and
communication resources, and different applications of edge devices
interact with remote data centers [7]. Methods based on distributed
machine learning can improve the application efficiency of edge de-
vices; however, traditional distributed machine learning approaches
may leak sensitive information during the training process. To achieve
privacy protection in distributed learning, Federated Learning (FL) al-
lowed multiple parties to train a globally shared model without sharing
data [8]. However, FL has several limitations. First, FL does not consider
the heterogeneity of the data distributions in different domains. Some
researchers use adversarial learning to perform domain adaptation to
solve the heterogeneity of data distributions; however, this method is
insufficient when given a domain with few samples, which seriously af-
fects the performance of the resulting model in multiple domains [9].
Second, FL does not consider the heterogeneity of the associated edge
devices. Owing to the different computing power levels of edge nodes,
the withdrawal and joining of nodes in FL change the network topol-
ogy, which significantly affects the convergence of the federated training
[10].

In addition, federated training processes have always been based on
clear models. However, in scenarios with high fuzziness or uncertainty,
the effect of FL is poor. With this type of thinking, we imagine that
an inference model can be built in a federated environment to achieve
inference. Therefore, in real-life scenarios, data from different domains
can be used to process the heterogeneity of different edge devices or
servers directly through inference. What else needs attention is that,
compared with centralized communication, distributed communication
needs to consider the communication quality between devices and the
dynamics of the network topology [11].

To address these challenges, some approaches have constructed FL
schemes as clustered federated frameworks related to edge node tasks
and partitioned nodes with the same or similar tasks into the same clus-
ter. However, this method must strictly define the cluster division of
nodes in advance and cannot dynamically adjust the cluster labels of
domains during the federated training process [12]. Therefore, [13] sug-
gests that the nodes in a cluster federation should be divided according
to the data distributions of different domains to dynamically optimize
the performance of domain tasks in clusters. However, this method has
difficulty guaranteeing the convergence and stability of federated train-
ing with limited communication resources.

By adopting the hopping transmission method, it is promising to re-
duce the amount of communications between the server and the client
in order to meet the needs of communication stability in FL. Communi-
cation between the server and the client is the difference in the value
of the model parameters before and after the iteration, which can re-
duce the amount of communication data. Thus, we propose a Federated
Multi-Domain Machine Learning approaches (FMDML) for anomaly de-
tection with communication efficiency.

The contributions of this work are summarized as follows.

» A machine learning model called Aegean is proposed. It combines
an ensemble network and a GAN to detect anomalies in the latent
space. In addition, robustness, which is, the model achieves good
performance across different domains, was achieved via the pro-
posed adversarial robust optimization approach.

FL may incur significant communication overhead in practice. As a
solution, we present FMDML that effectively improve the commu-
nication efficiency via partitioning the nodes into different clusters.
Our experiments demonstrate that the proposed framework can
achieve superior performance over the baseline with a reduced
communication overhead.

473

Digital Communications and Networks 12 (2026) 472-481
2. Related work

At present, many scholars have proposed to use deep learning for net-
work anomaly detection. For example, [14] proposed a Wi-Fi network
intrusion detection system based on ensemble learning. [15] designed a
real-time network anomaly detection model. [16] proposed a network
anomaly detection model combining Gaussian mixture model and vari-
ational autoencoder. [17] combined dimension reduction and density
estimation for end-to-end training in network anomaly detection sce-
narios.

In addition, dimensionality reduction methods such as AE and its
improved version [18,19] can be used for anomaly detection by learn-
ing thresholds to distinguish normal or abnormal samples. However,
this method cannot detect abnormal samples with similar distribution
to normal samples. [20] and [21] used GANs to detect complex high-
dimensional data. Studies have shown that GAN’s generative network
training is easy to collapse. For this reason, scholars combine AE and
GAN, and use the reconstructed output or latent space distribution of AE
as the prior knowledge of GAN. The stability of the GAN model is guar-
anteed to distinguish between real and generated data [22-24]. While
these studies have achieved good results, they are not very good at de-
tecting different types of anomalies simultaneously.

Multi-domain machine learning can simultaneously detect different
types of network anomalies [25,26]. [27] extends the multi-domain ma-
chine learning application scenarios to the multi-task anomaly detection
tasks. There are also scholars trying to improve the performance of the
model through domain adaptation and adversarial learning. Nonethe-
less, these efforts are still not good enough to adaptively handle non-IID
problems of multi-domain data.

To address the challenge of Non-IID for multi-domain data in FL,
[28] proposed a FL framework based on meta-learning and multi-task
learning. [29] introduced FedProx in anomaly detection to solve the
problem of system heterogeneity. [30] extends anomaly detection to
distributed scenarios.

In addition, many scholars construct the cluster structure of FL to
solve the robust training of non-IID problems. But the reason why these
schemes are ineffective is that they do not take into account domain
adaptability and unreliable network connectivity. To this end, many
scholars have performed federated communication optimizations, such
as reducing communication overhead [31,32], compressing model pa-
rameters or gradients [33,34]. But these schemes do not focus on system
heterogeneity. This paper works in a multi-domain anomaly detection
scenario, aiming to effectively address the heterogeneity of data and
systems by focusing on federated communication efficiency and model
robustness.

3. FMDML
3.1. Multi-domain machine learning model

The structure of the proposed model is shown in Fig. 1; it consists
of an ensemble network module and a GAN module, which we refer to
as the Aegean module. The ensemble network module is composed of
multiple parallel branches and AEs at different depths and can perform
feature learning and reconstruction for high-dimensional data. Different
branches can handle different domains of data, thus accurately captur-
ing the nuances between normal and abnormal data. We combine the
latent space mapping (low-dimensional representation) of a branch and
the reconstruction error of the smallest AE in the ensemble network
into a new latent spatial distribution [35], which is used as prior knowl-
edge for the GAN. This approach can maintain the inherent latent space
variable information and reconstruction error characteristics of multi-
domain data so that the GAN can effectively detect abnormal network
behavior.

A batch of data is input into each channel’s AE to obtain a hidden
space combination with a minimum reconstruction error. Inspired by
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Fig. 1. Aegean model.

ResNet [36], this combination and the input data are spliced together
as the input data x”’' for the GAN, which can be expressed as

z, = E{(x), z, = min { h(x, x}), h(x, X)), h(x, x}) } W
"= [z.,2,,x]
where E|(-) is the hidden space mapping of the encoder, x’ is the re-
construction produced by the AE, x'l,x;andxg are the reconstructed
data of AE from different channels, respectively. And A(-) is the error
measurement function between the original sample and the sample re-
constructed by the AE, which can be the Mean Squared Error (MSE),
relative Euclidean distance or cosine similarity [17].
A GAN is known to be made up of a discriminator network D and a
generator network G, with the goal of maximizing or minimizing their
respective game functions [37]

Eyep, o ll0g(l = D(G(2)))]
_HEX”NPX//(X”) [IOgD (X//)]

where p,»(x") is defined as the distribution of x”, and p,(z) is defined
as the distribution of z.

The objective function of our MDML model (Aegean) was jointly op-
timized with the objective functions of the ensemble network and the
GAN so that the model could simultaneously achieve optimal perfor-
mance in different domains and detect anomalous samples. An Aegean
objective function with dynamic constraints was established as shown
in Eq. (3)

minmax V (D, G) =
G D (2)

f=iz.+(1 —A)m(%nmle)le(D,G) 3)

where 4 is used to adjust the respective loss functions of the ensemble
network and the GAN, whose values are set empirically.

3.2. FL multi-domain framework

With a total of K domains spread, we suppose that the given dataset
is XK = {x K} The dataset of the k' domain is represented by
xk = {x yk}, where x is the i"" sample from the k" domain and yi{
is the corresponding label. The objective function of the k' domain on
the m™ node can be expressed as a nonlinear constraint problem

rr&i/n 3
st. Vmk f, (W)<e ()
var W

where ¢ is the target threshold, W is the model parameter. Eq. (5) repre-
sents the FMDML objective function, which aims to reduce the empirical
risk across all domains for every node.

K
. 1
min /(x) = M—Z‘,mek i) + MR (X ) ®)
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Fig. 2. Federated multi-domain.

where 7 is the regular term’s coefficient and R(-) is the regular term.
The FedAvg algorithm [38] is employed by the server to get a fresh
global model parameter prior to the subsequent iteration, and its update
process is represented as

K M
t+1 _ 1 t
(S T IPILER ©

Fig. 2 illustrates the FMDML procedure, with different colors denot-
ing distinct domains. Aegean is initially distributed to every node by the
server. Each domain’s local node provides the model parameters to the
server, which utilizes them to update the global model parameters be-
fore returning them to the local nodes. Until a predetermined number
of iterations are finished, this procedure keeps going.

3.3. Robust optimization for FMDML(FMDML-r)

Although FMDML can handle non-1ID data in multiple domains,
its performance in each domain is mediocre, indicating that it cannot
yield a high-quality global model. Therefore, we consider transform-
ing Eq. (3) from the original problem to a dual problem based on
adversarial optimization [39]. Subsequently, the Lagrange duality of
the FMDML objective function is developed to learn the shared fea-
ture representations of multi-domain data and adapt them to different
domains. Thus, the distributed subproblem of multiparty MPC across
nodes (the original problem) can be transformed into a dual problem as
a global federated multidomain problem (Eq. (7)). The adversarial dis-
tribution p (whose elements p are referred to as dual factors) satisfies

K

{p € RK| Y pi = 1;Vk, p, > 0}. Following that, the mathematical form
=

of our constructed robust optimization problem can be represented as

an adversarial distribution over different domains as Eq. (7)

T
rr%gnpmfm(W) @)
where f,, (W) = [fl(W), ,fk(W)]T, p,, is denoted as the adversarial

distribution on the mth node.

The optimization problem expressed in Eq. (7) can be converted to
a Lagrangian dual using nonnegative Lagrange multipliers. In particu-
lar, the minimax optimization is extremely sensitive to outliers. The loss
function of the underperforming domain controls the entire FMDML pro-
cess during the model training process, which has a significant impact
on the final training model performance across the several domains if
one domain consistently performs worse than the others. To address
this problem, we normalized the loss function values to prevent the p of
the domain with poorer performance from being too large to achieve a
smooth training process for each domain. Furthermore, we introduce a
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prior distribution g for p. g can be either edge information for robustness
enhancement or a distribution defined for unity [40]. Subsequently, the
optimization problem for p was obtained

max plf, (W)
st. dpllg<t

The distance between two distributions, such as the Kullback-Leibler
(KL) divergence [41], is defined as d(-)

(8)

dpllg)= )’ pilog (pe/ax) ©
k

It is desirable to minimize Eq. (9) at the maximum of p. p is adjusted
to achieve improved performance in a certain domain where the perfor-
mance is currently poor. According to the dual theory [42], for each 7
(the upper limit of the predefined distribution difference), we can ob-
tain an equivalent problem specifying g, where g is also the Lagrange
multiplier; then, the Lagrange function of Eq. (8) can be written as

L(p.W)=p~£, (W) +(8/2)d(pllq) (10)

The minimax optimization of Eq. (10) can be expressed by Eq. (11)

maxminp, £, (W) + (8/2)d@lla) an

As we add a strongly convex regular term d(p||q) to p, we sub-
sequently improve the convergence by solving p (Eq. (11)). To solve
Eq. (11), we refer to the scheme presneted in Ref. [43], which uses gra-
dient descent and ascent to update the model and learn the adversarial
distributions, respectively. The iterative update formula for this rule is
calculated as Eq. (12)

! =max {0, +u'(p-q)} 12)

where ¢ is the 1 iteration and u is the step size of the ' iteration. Its
adaptive solution is

S fW)
Yrp-a?

where f > 0 is a feasible solution of f(W). When f is known, p is easily
obtained.

FMDML with Robust optimization (FMDML-r) is outlined in Algo-
rithm 1. First, the server updates the global model parameters based
on the parameters uploaded by each node. The Lagrangian duality of
the loss function in each domain is solved to obtain the dual factors for
each domain, and the global model parameters and dual factors are then
assigned to the user. After a local node randomly draws p * batchsize
samples in each domain for model training, it uploads the current train-
ing model parameters and the loss function of each domain to the server.

'=0.8 13)

4. Clustered framework

Although FL can enable the collaborative updating of W across dif-
ferent nodes, it cannot effectively handle the node “straggler” problem,
that is, system heterogeneity. When the data tasks between different
nodes are not correlated, the data distributions in different domains are
different, and the model parameters differences between the nodes in-
crease with the number of iterations [44,45]. Data with similar domain
tasks can be trained together. The nodes are divided into different clus-
ters based on the relevance of the data domain tasks, and the nodes in
the same cluster can better complete model training for related tasks
and learn inference models that are personalized for their domain tasks.

Every node is divided into clusters C = {c s eeesCi }, and every subset
of nodes complies with FL. We design that the domain tasks of the nodes
can be identified based on the cosine similarity between the model pa-
rameters generated by the nodes.

The FMDML-r objective function in Eq. (7) can be transformed into a
Clustered Federated Multi-Domain Machine Learning (CFMDML) objec-
tive function, which reduces the empirical risk of the domain associated
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Algorithm 1 FMDML-r.

1: Initialize {W,,}.

2: for iterations s =0,1,... do

3: for all nodes m =1,..., M in parallel do

4 Initialize p,,, W, = W,

5 for iterations k=1, ..., K do

6: Randomly draw p, * batchsize samples from each domain

7 Compute the average loss function f,, ,(W*) for the k' domain

on the m" node from Eq. (4)
W« W —aVf, (WS) // ais learning rate
9: end for
10: end for
11: Return all W  and loss fm k(Wm) from m™ node of k"* domain to server
12: Wt — zk lzm W,
13: Initialize pm = [K ey %]
14: Constructing Lagrangian duality of each domain loss according to
Eq. (10)
15: for iterations 1 =0, 1, ...,20 do
16: Compute Eq. (11) and Eq. (13)

17: end for
18:  Send p,, and W**! to all node
19: end for

20: return {W,,...W,,}

with the cluster, as shown in Eq. (15). This is a significant transforma-
tion

M
*= 2 max p f(W )+
m— IPm ‘Pm€
y a4
I R R RS AR
c=1i€d, F m=1
n%gn{*} 15)

where A; > 0 and A, > 0 are penalty factors and 9, denotes the node
connected to the ¢/ domain cluster. Eq. (14)’s second part determines
the average value of W, which minimizes the disparities in parameters
between nodes within the same cluster. This gives clusters the capacity
to be applied across several areas. In order to prevent it from affecting
the model’s performance, the third component is employed to generalize
the model.

In CFMDML, Eq. (15) can be decomposed into an optimized model
for each node by locally training a shared model, as formulated in
Eq. (16)

nvg/mp max  p PofWo) + A Wiy = Wil + A IW (16)
4.1. CFMDML-i

The model parameters do not differ significantly between nodes
when the federated iteration process begins, implying that the model
does not learn sufficient domain information. As most nodes are in the
same cluster, the node classification effect is mediocre, making it impos-
sible to classify domain clusters more precisely [46]. Straightforwardly,
we used the model parameter differences AW "4 between the nodes
to set the cluster initialization conditions. The data in different domains
can be accurately divided into clusters as calculated using Eq. (17)

1 node
Sor Z} H W

2i=

a7

<g <€ < max ”AVVi"m
i=1,....C§

where ¢, and €, are pre-defined thresholds, and their values depend on
the settings of different multi-domains.

During the federated training process, the cosine similarity is com-
puted on the server using Eq. (18), while the nodes are dynamically
divided into distinct clusters using Algorithm 2. The nodes are dynami-



C. Zhang, G. Shan and B.-h. Roh

Digital Communications and Networks 12 (2026) 472-481

Algorithm 2 Clustering algorithm.

Algorithm 3 CFMDML-i.

1: Assemble two nodes into clusters and get the cosine distance between them.

2: According to Eq. (19), the generation of new clusters is the combination of
two clusters with the smallest distance.

3: Recalculate the distance.

4: If convergence or reaching the set number of steps, stop, otherwise, return
to step 2.

server
4
v \j
- 3 4‘(’5?%"
s v,
p v " K L4 A

il o node n; node 1 node 2 node n;
s k3

Fig. 3. CFMDML-i framework.

cally divided into different clusters using Algorithm 2 during the feder-
ated training process.

Yy (Wi X W)

cos(W) = (18)
n 2 2
Vi W) <\ Ei, (W)
where j,m € M and j # m.
Does
oy arg, min (m C°S<W>,-,,-) a9

To better handle the “straggler” problem, we establish inter-cluster
optimization, which means that when building a cluster, the nodes with
the fastest initial iteration times are set as parent nodes, whereas the
slow nodes are set as child nodes. When the training time of a child node
exceeded 130% (the best result obtained in our experience) of that of
its parent node, the parent node no longer waited for the child node to
start a new iteration.

The topology of the CFMDML-i is shown in Fig. 3. Each node first ex-
ecutes lines 3-17 in Algorithm 1 and then calculates the resultant model
parameters. Finally, the losses and settings are uploaded to the server.
The initial clustering condition is determined by the server by comput-
ing the difference in the model parameter values between the nodes.
Once the requirement is met, we divide the nodes into clusters using Al-
gorithm 2 and determine the model parameters for each cluster. If the
condition is not satisfied, the program continues to iterate according to
the cluster of the previous round. The server then distributes the clus-
ter structure, model parameters, and duality factors to each node. The
implementation process is presented in Algorithm 3. The content of this
subsection is our extension of our previous conference poster [47].

4.2. Communication optimization

Prior studies reported that substantial redundancy exists in model
parameters when they are uploaded by nodes [48]. In this subsection,
we propose a federated communication optimization method called
jump transmission to handle the model parameter differences.

Only the weight difference values are sent, which can significantly
reduce the amount of communication data, not affect the model perfor-
mance. Each difference value is calculated as the difference between the
weight in the new iteration and that in the previous iteration

— sever local
AW, =W — W,

k,it—1 (20)
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Input: All nodes’ initial W
1: for iterations s =0, 1,... do
2: Set up each node as a separate cluster and pull parameters from server
3: Run 3 to 17 in the Algorithm 1
. s+l 1 vk ]
4 Wt < X Zi-i Wk

~k
5 Calculate Eq. (18), AW;"4¢ and é 221 ||AI/V,.""“||
6 if satisfy Eq. (17) then
7: Use Algorithm 2 to start clustering
1 ;

8 Wit — ] Tics, Wi Ve and Wit < Wit Vm
9: else

. s+l 5
10: Wt Wi
11: end if
122 Send p,, and W:*! to all nodes
13: end for

14: return: {VVl s Wm}

Then, the weight of the k'* domain is updated to

Wkl(;cal — Wlocal —aVf (Wlocal + AW)

k=1 k=1 @D

When the weight difference between the client node and server is
less than a specific threshold, the local model parameters are not up-
loaded. We also used TensorFlow’s quantization tool to quantify the
differences in value. msgpack — Numpy to set the encoding format so
that the amount of transmitted data can be further compressed.

5. Experiments
5.1. Datasets

The KDDcup’99(10%) [17], AWID [14], and CICIDS2017 [18]
datasets were used in the experiments.

The KDDcup’99 dataset (10%) is a classic network anomaly detection
dataset in which fuzzy domains can be identified as DoS, R2L,U2R, and
probe.

The AWID is a public dataset for 802.11 wireless network intrusion,
and its fuzzy domains are classified as flooding, impersonation, and in-
jection.

The CICIDS2017 dataset was released by the Canadian Institute for
Cybersecurity, and its connections were described using 81 features.
Multiple domains can be classified as FTP Pattern, DoS, Heartbleed, Bot,
distributed DoS (DDoS), etc.

We set up a Single-Node Single-Domain (SNSD) and Single-Node
Multi-Domain (SNMD) for the federated scenario (see our appendix A
for these specific domain settings).

5.2. Settings

A Supermicro server equipped with an NVIDIA TITAN X GPU and
an Intel Xeon CPU was used for the experiment. The performance of the
system was assessed using the F1 score [46].

In order to confirm the efficacy of network anomaly detection and
the performance of the suggested model, experiments were carried out
in both FMDML scenarios 5.3.2 and centralized settings 5.3.1.

The centralized settings are based on the traditional choices for
datasets without domain differentiation, and this centralized experiment
is designed to show the continued superiority of our Aegean model over
traditional network anomaly detection methods; the FL scenarios are
based upon SNSD and SNMD data.

5.3. Results
5.3.1. Results obtained in centralized scenarios

The baselines for our centralized experimental scenarios in this sub-
section are a OCSVM, an AE, the Deep Autoencoding Gaussian Mixture
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Table 1 Table 2
Model performance. SNSD: KDDcup’99.
kddcup’99 AWID CICIDS2017 Dos R2L Probe
OCSVM 0.7954 0.4354 0.8075 FedAvg 0.7354 0.5108 0.6745
AE 0.6916 0.4628 0.8617 Dis-DAGMM 0.8015 0.6373 0.7097
DAGMM 0.9369 0.4899 0.8863 DIOT 0.8351 0.7014 0.7403
ALAD 0.9501 0.4895 0.8927 Deep SAD 0.8241 0.7187 0.7566
Aegean 0.9593 0.5418 0.9112 Score-VAE 0.8465 0.7328 0.8013
SAGIN 0.8511 07114 0.7703
FMDML 0.8524 0.7297 0.7919
FMDML-r 0.8926 0.7612 0.8220

Model (DAGMM) [17], and Adversarially Learned Anomaly Detection
(ALAD) [24].

Table 1 lists the F1 score of the models executed in the centralized
settings, which show that Aegean has the best performance. An improve-
ment greater than 10% was obtained over the OCSVM. The ensemble AE
produced a low-dimensional data representation and reconstruction er-
rors and effectively uses hidden information contained in the network
intrusion data. Although the model structures of DAGMM and ALAD are
similar to ours, they do not have adequate designs or dynamic optimiza-
tion processes for the network modules. Our model can dynamically
select the AE with the best reconstruction effect in an ensemble net-
work. In order to improve the GAN’s ability to identify anomalies, cosine
similarity, Euclidean distance, and minimum reconstruction error were
employed to increase the difference between normal and abnormal data.
Furthermore, each module’s relevance was dynamically determined by
adaptively adjusting the loss functions of the AE and GAN.

The hidden space states of the assault and normal samples are dis-
played in Fig. 4, and the yellow dots represent normal feature points,
while the purple dots represent abnormal feature points. It is evident
that our approach allows for a better identification of the aberrant and
normal samples, as well as a minor overlap between the samples. This
implies that the ensemble network and GAN reinforce each other’s per-
formance during end-to-end training. The generalization abilities of the
GAN avoid local optima at different AE depths, resulting in better com-
pression. An ensemble network provides a more meaningful representa-
tion of a low-dimensional, robust sample. This makes it easy for the GAN
to distinguish between the nuances of normal and abnormal samples.

5.3.2. Results obtained on FMDML

The FL baselines used in this subsection were FedAvg [38], DIOT
[301, Deep SAD [49], Score-VAE [50], SAGIN [51] and the DAGMM im-
plemented on a distributed TensorFlow platform, namely Dis-DAGMM.

Table 2 presents the KDDcip’99 results obtained in the SNSD sce-
nario; the results of CIDS2017 are shown in the Appendix A. The FMDML
has better anomaly detection performance than the baselines and SOTA,
for example, FMDML’s Flscore in the Dos domain is 1% higher than
Score-VAE. We transformed the objective function of the FMDML into
a dual problem, which improved the robustness of the model and made
it possible to obtain sound results for every domain. Moreover, FMDML
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achieves acceptable performance when few data points are contained
in a domain, such as, in the R2L domain, FMDML is 1.1% higher
than Deep SAD. Although these performance improvements are only
a small amount, they are a breakthrough in the extreme performance
of anomaly detection. It is worth mentioning that the performance of
FMDML-r can be further improved compared with that of the FMDML.
For example, the performance of KDDcup’99 improved by more than
4%, indicating that the setting of our robust optimization method ef-
fectively improved its performance for each domain and prevented the
unbalanced domain performance phenomenon.

The latent-space states found for the aberrant and normal samples in
the various KDDcup’99 domains are displayed in Fig. 5, also, the yellow
dots represent normal feature points, while the purple dots represent
abnormal feature points. It is clear that FMDML-r outperforms the other
techniques in different regions when it comes to differentiating between
aberrant and normal samples. Owing to the proper sample dimension-
ality reduction yielded by the multichannel AE, the model has a strong
learning ability, even when a small number of samples are contained in
a domain.

Table 3 lists the results obtained in the AWID SNMD scenario, and
the SNMD scenario results of KDDcip’99 and CICIDS2017 are shown in
the Appendix A. From Table 3, it can be seen that the FMDML has better
anomaly detection performance than the baseline and SOTA methods. In
particular, Deep SAD performs particularly poorly in different domains
of AWID. Since the data are very dirty and the data values of AWID vary
greatly, making it difficult for general solutions to control its data logic.
On the contrary, this data reflects the advantages of this solution. For
example, in the injection domain, FMDML directly outperforms SAGIN
by 3%. On average, FMDML achieved a 7% improvement over DIOT
for the AWID dataset. FMDML-r was better than FMDML, which can be
attributed to the fact that our model can effectively exploit the cumula-
tive effect of the data and drive the model through a parameter-sharing
mechanism. In general, the results obtained in the SNMD setting out-
performed those obtained in the SNSD setting, except for the results of
DIOT, which implies that DIOT cannot handle the distribution differ-
ences in fuzzy data.
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Table 3 0951
SNMD:AWID. 08 <> Similarity gap A
Flooding  Impersonation  Injection
FedAvg 0.4217 0.3385 0.4051 0.851
Dis-DAGMM  0.4614 0.3923 0.4807 e 0% CFMD-i
DIOT 0.4492 0.3914 0.4871 > 08f
Deep SAD 0.4135 0.3822 0.4582 =
Score-VAE 0.4615 0.4229 0.5326 E 0751
SAGIN 0.4531 0.4423 0.5423 ‘@
FMDML 0.5277 0.4742 0.5739 8 ool
FMDML-r 0.5832 0.5123 0.5619 e - (
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Table 4 0 6‘!/ _—<—Fedavg
Clustered: KDDcup’99. i O g
Dos R2L U2R Probe 056 7T/
FedAvg 0.7354  0.4108  0.4887  0.6745 o5 | ] | | ] | |
ZeKoC 0.8618  0.7625  0.7081  0.8025 0 5 10 15 20 25 30 35
CFMDML ~ 0.8721  0.8545 07654  0.8314 Cormminication ourd
CFMDMLi  0.9126  0.8745  0.8084  0.8721
Fig. 6. Cosine similarity.
5.3.3. Results obtained by CFMDML

To show the clustering results yielded by CFMDML-i clearly and ef- 1.75 4 '3

- .. o [2.Aaw)|
fectively, we used a Dirichlet distribution [41] to randomly deploy data i
from different domains on different nodes. The clustered federated base- 1.50 4 — maxjaw;|
lines are FedAvg [38] and ZeKoC [52]. -——

The cosine similarity of CFMDML-i varies with the number of com- 1259 \ | e &
munication rounds, as shown in Fig. 6. Our proposed clustering method —— Clusters
can correctly group nodes into the same cluster; therefore, the cosine 1.00 4
similarity of the nodal model parameters increases with the number a7s
of communications. Other clustering methods [41] divide the clusters ’
of nodes in a fixed manner and do not dynamically change the clus- 0.50 4
ter structures during training. Fig. 7 shows that after 11 iterations of
our clustering method, the differences between the nodal model pa- 0.25 4
rameters decrease significantly. This is because the established cluster
initialization and discrimination mechanism can dynamically optimize 0.00 1

the cluster structures during the training process, effectively solving the
multi-domain data distribution differences.

Tables 4, 5, and 6 summarize the cluster federation results produced
using the different datasets. They demonstrated that their proposed
method outperformed FedAvg and ZeKoC. For KDDcup’99, the perfor-
mance of CFMDML-i in various domains improved by 3.8% over that of
the base CFMDML approach.

5.3.4. Results in terms of communications

We conducted rate limiting experiments 5.3.4 on a network port by
using Fiddler [53]. Three client nodes and one server node were used
to verify the benefits of the applied federated communication optimiza-
tions on the KDDcup’99 dataset. As shown in Table 7, our model can
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Communication Rounds

Fig. 7. Cluster initialization.

maintain excellent performance under extremely weak communication
conditions, and setting the model parameter difference value can signif-
icantly reduce the amount of communication data without affecting the
convergence speed of the framework.

Fig. 8 shows the network packet loss rates for the different methods.
As the packet loss rate increased, the performance of FedAvg did not sig-
nificantly decrease, indicating that the model parameters had significant
redundancies. When the packet loss rate reached 13%, the federated
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Table 5
Clustered: CICIDS2017.
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FTP-SSH  Web based  Dos DDoS Infiltration Bot
FedAvg 0.6745 0.7346 0.8002  0.8414  0.4783 0.5891
ZeKoC 0.7312 0.7386 0.8215  0.8766  0.5752 0.5723
CFMDML 0.7441 0.7551 0.8551  0.9016  0.6831 0.6218
CFMDMLi  0.7657  0.7725 0.8617  0.9305  0.7303 0.6883
Table 6 6. Conclusions
Clustered: AWID.
Flooding  Impersonation Injection This study proposes and validates two novel methods: FMDML-r
and CFMDML-i, aimed at achieving significant progress in multi do-
FedAvg 0.4314 0.3582 0.4257 . . ) . .
7eKoC 0.4495 0.3997 0.5108 main anomaly detection, both of which are carried out within the
CFMDML 0.5414 0.5023 0.5607 framework of FMDML. We introduced FMDML-r, which is an FMDML
CFMDML- 05977  0.5442 0.5724 framework enhanced by adversarial duality. By transforming the orig-
inal problem into a dual adversarial problem and normalizing the loss
function, FMDML-r effectively mitigates the impact of poorly perform-
Table 7 ing domains. We also proposed CFMDML-i, a clustering federated multi
Bandwidth limit. domain machine learning method that solves the “procrastinator” prob-
up/down(kb/ms)  F1 time(s) _traffic(download,/upload) lem by clustering nodes based on the similarity of model parameters.
We conducted extensive experiments on benchmark datasets includ-
z;%\g&bi ) g:gg? ég:io f.szli/lf/(;/s()ﬁfo MB ing KDDcup’99, AWID, and CICIDS2017. The results indicate that our
CFMDMLi /50 09555 89.12  1.10 MB/0.402 MB proposed method outperforms existing state-of-the-art technologies in
CFMDML- 50/ 0.9485  90.52 1.12 MB/0.407 MB terms of performance. In centralized settings, the Aegean model outper-
CFMDML-i  100/50 0.9549  74.22 1.13 MB/0.452 MB forms traditional methods such as SVM, AE, DAGMM, and ALAD on all
datasets. In the federal setting, FMDML-r and CFMDML-i showed signif-
icant improvements compared to baseline methods including FedAvg,
= Fedavg DIOT, Deep SAD, Score VAE, and Dis DAGMM.
0.96 1 i = Our method Future work can further explore how to improve the generalization
ability of models in more diverse and complex fields. For example, re-
. 5 ] searching how to handle higher dimensional and noisy data, or how to
0-947 T il adapt to changes in emerging fields; Focus on how to perform real-time
anomaly detection in dynamic environments, such as network intrusion
® 555 UL il is monitoring or financial fraud detection. Explore how to quickly adapt
S : to changes in the environment and improve the real-time response ca-
é I pability of the model; With the widespread application of multimodal
0.90 - 1 L e data, how to effectively process and fuse data from different sources. In
il il I the future, we can explore how to combine various modal data such as
I I images, text, and sensor data to improve the accuracy and robustness of
0.88 4 L5 = - anomaly detection; Exploring how to combine FMDML-r and CFMDML-i
with other advanced machine learning techniques such as deep learn-
I:l ing, transfer learning, etc. may lead to new performance improvements.
0.86 - — — - For example, researching how to combine the feature extraction capabil-
0 > . a2 13 ities of deep learning with FMDML frameworks to tackle more complex
Packet loss rate(%) . . .
anomaly detection tasks; Attention can also be paid to how to extend
Fig. 8. Packet loss. these methods to large-scale distributed systems to cope with the in-
crease in data volume and computational complexity. Study how to
maintain the efficiency and accuracy of models in large-scale systems.
Table 8 We believe that exploring these future research directions will help

Communication: KDDcup’99.

round time(s) traffic(download/upload) F1
FedAvg 73 105.20 55 MB/55 MB 0.9479
FMDML 82 127.85 2.26 MB/1.10 MB 0.9544
FMDML-r 36 137.75 1.22 MB/0.412 MB 0.9587
CFMDML-i 28 67.75 1.21 MB/0.41 MB 0.9617

communication process was disconnected. The model with a packet loss
rate of 12% performed better than FedAvg, indicating that the trans-
mission conditions determined by the differential model threshold were
within the allowable maximum packet loss range.

Table 8 presents the results of the communication optimization trials
and demonstrates that the suggested method requires less communica-
tion iterations than FedAvg. The model performed better and there was
a 55-fold reduction in the volume of transmission data.
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further promote the development and application of FL in anomaly de-
tection and other fields.
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Table A.13
SNMD:KDDcup’99.
Dos R2L U2R Probe

FedAvg 0.7414 0.5358 0.4887 0.6921

Dis-DAGMM 0.8282 0.6641 0.7285 0.7845

DIOT 0.8325 0.6714 0.6148 0.7756

Deep SAD 0.8268 0.6761 0.7273 0.7910

Score-VAE 0.8475 0.7210 0.7397 0.8271

SAGIN 0.8134 0.7342 0.7141 0.8032

FMDML 0.8712 0.7895 0.7725 0.8327

FMDML-r 0.9021 0.8645 0.7954 0.8514

Table A.14
SNMD:CICIDS2017.
FTP-SSH Web based Dos DDoS Infiltration  Bot

FedAvg 0.6745 0.7346 0.8002 0.8414  0.4783 0.5891
Dis-DAGMM  0.7301 0.7415 0.8074 0.8654  0.5449 0.6034
DIOT 0.7015 0.7335 0.7426 0.8312  0.5652 0.5948
Deep SAD 0.7263 0.7561 0.75506 0.8237 0.5721 0.6041
Score-VAE 0.7416 0.7621 0.7622 0.8529  0.5813 0.6483
SAGIN 0.7425 0.7533 0.7628 0.8454  0.5722 0.6403
FMDML 0.7313 0.7544 0.8577 0.8910 0.6088 0.6525
FMDML-r 0.7441 0.7695 0.8527 0.9014 0.6703 0.6273

Table A.9
SNSD.
kddcup’99 AWID CICIDS2017
nodel Probe Flooding Web based
node2 Probe Imp.. Brute force
node3 Dos Imp.. Dos
node4 Dos Injection DDos
node5 R2L Injection Infiltration
node6 - - Heart-bleed
Table A.10
SNMD.
nodel node2 node3 node4
KDDcup all 3 2 1
AWID all 2 2 1
CICIDS all 4 3 2
Table A.11
SNSD:CICIDS2017.
Web Brute Dos DDoS Infiltration ~Heart-
based force bleed
FedAvg 0.6580 0.7356 0.7912 0.8324 0.4476 0.5681
Dis-DAGMM  0.7275 0.7522 0.8127 0.8827 0.5339 0.5834
DIOT 0.7095 0.7544 0.8169 0.8682 0.5438 0.5877
Deep SAD 0.7265 0.7764 0.8233 0.8512 0.5823 0.6091
Score-VAE 0.7425 0.7517 0.8392 0.8702 0.5585 0.5971
SAGIN 0.7136 0.7440 0.8213 0.8411 0.5854 0.5632
FMDML 0.7323 0.7681 0.8439 0.8916 0.6131 0.5998
FMDML-r 0.7415 0.7794 0.8534 0.8876 0.6271 0.6123
Table A.12
SNSD:AWID.
Flooding Impersonation Injection
FedAvg 0.4137 0.3128 0.3874
Dis-DAGMM 0.3915 0.3273 0.4097
DIOT 0.4082 0.3819 0.4715
Deep SAD 0.4243 0.4064 0.4213
Score-VAE 0.4487 0.4217 0.4392
SAGIN 0.4132 0.4140 0.4200
FMDML 0.4822 0.4733 0.5112
FMDML-r 0.5214 0.5023 0.5307
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Appendix A

Single nodes containing single-domain (SNSD) data are listed in Ta-
ble A.9. The KDDcup’99 (Dos, R2L, Probe) dataset contained 14258
normal and 713 abnormal samples in each domain; U2R contained 703
normal and 37 abnormal samples. Both the AWID and CICIDS2017 test
sets contain 20,000 pieces of data, of which 10% are abnormal. A single
node that contains fuzzy (SNMD) data is shown in Table A.9, where “al-
1” means that the node has data in all domains and 3, 2, and 1 indicate
that the data are contained in three, two, and one domains, respectively.
See Table A.10.

The SNSD scenario results of AWID and CICIDS2017. See Ta-
bles A.11, A.12.
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The SNMD scenario results of KDDcip’99 and CICIDS2017. See Ta-
bles A.13, A.14.
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