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Abstract; In the detection of communication network vulnerabilities, the accuracy is insufficient due to the lack
of cluster structure information. Therefore, a security detection method for communication network node attack
vulnerabilities based on ant colony algorithm is studied. Firstly, sliding time window segmentation and
spatiotemporal cross-correlation analysis are used to extract low dimensional interpretable node features and
enhance anomaly pattern discrimination. Then, convolutional neural networks are used to perform convolution,
pooling, and flattening operations on the reduced dimensional features, combined with a Softmax classifier to
determine the probability of abnormal nodes and narrow down the detection range. Finally, based on the passive
clustering algorithm, the cluster structure is divided using ant colony algorithm, combined with the relationships
and communication modes of nodes within the cluster, to track the location of vulnerabilities through pheromone
concentration. The experimental results show that this method can accurately locate communication network
attack vulnerabilities. Therefore, this method can comprehensively and accurately evaluate the network security
situation, providing an effective solution for communication network vulnerability detection.
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ALGORITHM NetworkSecurityAssessment

INPUT,

network_topology ,

num_ants =50,

max_iterations =200 ,
alpha=1,

beta=2,

gamma=1,

rho=0. 1, /{5 B R K R AL
Q=1.5//f5 BRI A %K

OUTPUT: security_assessment

BEGIN

// Phase 1; PI4&TALEE

clusters<—PASSIVE_CLUSTERING ( network_topology )
vulnerability_arcs«—CALCULATE_VULNERABILITY_ARCS( clusters)

// Phase 2; WIRILSE BR AR
pheromone_matrix«—INITIALIZE_ PHEROMONE ( network_topology )
best_path«—NULL

best_score<—oo

// Phase 3 ; WEERAL FAEIF

FOR iter FROM 1 TO max_iterations DO
FOR EACH ant IN ants DO

/3.1 I AR
current_node«—SELECT_START_NODE( )
path<«—[ current_node ]

unvisited_nodes<«—ALL_NODES\ { current_node |

WHILE unvisited_nodes # @ DO
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next_node«—SELECT_NEXT_NODE(
current_node ,

unvisited_nodes,

pheromone_matrix,

vulnerability_arcs,

alpha, beta, gamma

)

path. APPEND ( next_node )
unvisited_nodes. REMOVE ( next_node )
current_node<—next_node

END WHILE

/3.2 VA AR i

path_score«—EVALUATE_PATH ( path, vulnerability_arcs)
IF path_score < best_score THEN

best_score«—path_score

best_path<—path

END IF

END FOR

VERECISE ik
UPDATE_PHEROMONE ( pheromone_matrix, best_path, Q, rho)

//3. 4 W Bk A

IF HAS_CONVERGED ( pheromone_matrix) THEN
BREAK

END IF

END FOR

// Phase 4 5453t

min_cycle_rings«—FIND_MIN_CYCLE_RINGS( best_path)
vulnerability_segments«—EXTRACT_VULNERABILITY_SEGMENTS ( min_cycle_rings)
security_assessment<—EVALUATE_NETWORK_SECURITY ( vulnerability_segments )

RETURN security_assessment
END ALGORITHM

/B RREL PR T —A

FUNCTION SELECT_NEXT_NODE( current , candidates , pheromone , vulnerabilities ,«, 8,y )
probabilities<—[ ]

total«<—0

FOR EACH node IN candidates DO

/TR AR

7<—pheromone[ current ][ node] /{5 E &
7<CALCULATE_HEURISTIC ( node , vulnerabilities)  // J& &% 2045 B,
8<—CALCULATE_DISTANCE( current,node)  //BEE5 A+
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probability«—(ma) * (nB) * (&)
probabilities. APPEND ( probability)
total«<—total +probability

END FOR

//VA— AR

FOR i FROM 0 TO LENGTH( probabilities) -1 DO
probabilities[ i ] «—probabilities[ i | /total

END FOR

RETURN ROUlette_ WHEEL_SELECTION ( candidates , probabilities )

END FUNCTION

/B R AL R R R

FUNCTION UPDATE_PHEROMONE ( pheromone , best_path,Q,p)

JMEBRRER

FOR EACH 1,j IN pheromone DO

pheromone[ i [j]«—(1-p) * pheromone[i][;]
END FOR

/A BRI (R RS 1)

FOR k£ FROM 0 TO LENGTH( best_path) -2 DO
i«—best_path[ k]

j<best_path[ k+1]

pheromone/ i | [ j]«—pheromone[ i][j]+(Q/CALCULATE_PATH_LENGTH( best_path)

END FOR
END FUNCTION
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Tab.1 Comparison of ablation results

S B R HER FOE At /ms  BORIIZRAT ] /ms TR AG N7 35 R
L 0.95 0.92 0.93 120.5 3612 0.88
FHESREUT I Rl 0.90 0.85 0.87 230.2 3 628 0.80
CNN A5 7 3 i 21 0.88 0.82 0.85 245.7 4229 0.78
TR RSN 732 i 2 0.93 0.90 0.91 225.3 3 624 0.75

OIMTER LRI, AEARCHNPRT EETT I, FEMELLERRAR | 3 IR P, (E R, RSO AT AR
GUEIR , 3 WHENRI T RE, UL TM S 1 B S A 505 I TR BRI A ARSI S IO 12 B S A S B 19 a5,
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