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A Neural Distinguisher Integrating Multi-Scale Convolutional Network and
Self-Attention Structure
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Abstract: To address the low classification accuracy of traditional convolutional neural distinguishers
on ciphertext data, neural distinguisher based on convolutional network and self-attention structure is
proposed. Firstly, a multi-scale convolutional network is designed to learn local features of ciphertext
sequences. Secondly, the self-attention mechanism is introduced after the multi-scale convolutional
network to enhance the ability of the neural distinguisher to capture long-range dependencies in cipher-
text sequences. Finally, the neural distinguisher is trained on multiple ciphertext datasets. Experimen-
tal results show that the proposed neural distinguisher achieves higher classification accuracy than the
previously superior neural distinguisher SE-ResNet on all eight ciphertext datasets. In particular, on
13-round SIMONG64, the classification accuracy of the neural distinguisher is imperoved by 3.92%
compared with that of SE-ResNet, demonstrating its more powerful ciphertext feature extraction capabil-
ity.
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