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1. Background

In the chemical industry, process plants—commonly referred to
as plantwide systems—typically consist of many process units
(unit operations). Driven by the considerable economic efficiency
offered by complex and interactive process designs, modern plant-
wide systems are becoming increasingly sophisticated. The opera-
tion of these processes is typically characterized by the complexity
of individual units (subsystems) and the intricate interactions
between geographically distributed units through networks of
material and energy flows, as well as control loops [1]. However,
the growing dependence on automatic control systems in such
processes increases their susceptibility to malfunctions (faults). If
not adequately addressed during plantwide system design, these
faults can jeopardize the task execution and potentially lead to sig-
nificant economic, environmental, and safety issues [2]. For a
plantwide system, a malfunction or fault can cause unacceptable
changes in the overall system performance. These faults may be
due to sensor or actuator faults (e.g., blockage in the flow control
valve) or to process abnormality (e.g., leakage in the heat exchan-
ger network) [3].

Once a plantwide system is designed and implemented, con-
tinuous monitoring and evaluation of its operational perfor-
mance become essential [4]. Due to its importance in practice,
fault detection (i.e., identifying whether a fault exists [5]) and
diagnosis (i.e., determining the type, magnitude, location, and
timing of a fault) have received considerable attention. However,
as the complexity of plantwide processes increases, the task of
fault detection and diagnosis (FDD) becomes increasingly chal-
lenging. This is mainly due to two factors: A fault in one unit
can significantly affect the operation of other interconnected
units, and multiple subsystems can be simultaneously influenced
by the same fault [6].

Over the past several decades, theories and applications of FDD
methods have flourished. One common approach is to use the pro-
cess model to generate a set of residuals that indicate the presence
of a fault [7]. However, fully modeling modern plantwide systems
a priori are often impractical due to their increasing complexity.
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Furthermore, as accurate process models are difficult to obtain,
model bias often hinders the implementation of model-based
designs and analyses. This limitation can be overcome by incorpo-
rating data-based approaches, which do not rely on a system
model. Instead, these methods utilize input-output trajectory data
to infer system properties, enabling the design of monitors tailored
to specific FDD purposes.

In recent years, to meet the stringent demands for safety, effi-
ciency, and sustainability in modern process industries, cutting-
edge technologies and innovations in smart manufacturing have
become increasingly indispensable. The implementation of smart
process manufacturing (SPM) systems has driven the moderniza-
tion of industrial plants, many of which have been equipped with
extensive networks of smart sensors and actuators (Fig. 1). As a
result, SPM systems generate vast amounts of data over time,
which can be effectively utilized to transform raw information into
actionable industrial intelligence [8]. This, in turn, enables process
optimization and monitoring to prevent unscheduled shutdowns
and abnormal situations. However, industrial data often presents
challenges such as faults, redundancies, and nonlinearities. There-
fore, an effective data-based process monitoring method must be
capable of addressing these issues.

2. Recent developments

During the past two or three decades, various data-based FDD
methods have been developed and reported for plantwide pro-
cesses. In this section, we will first present some widely adopted
data-based approaches implemented in a centralized manner, fol-
lowed by a discussion of methods designed for distributed
implementation.

2.1. Data-based centralized FDD

In contrast to model-based approaches, which rely on a priori
knowledge of the process model, data-based centralized fault
detection and diagnosis (CFDD) methods only require access to a
substantial amount of historical process data [9]. Commonly used
data-based CFDD methods include principal component analysis
(PCA)-based FDD, support vector machine (SVM)-based FDD, and
autoencoder (AE)-based FDD.
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Fig. 1. Smart process manufacturing.

2.1.1. PCA-based FDD

Data from industrial processes often contains redundancy due
to multiple measurements of the same variable or linear relation-
ships between variables [10]. Reducing this redundancy by decom-
posing the data into key independent components that capture
dominant process features is crucial to minimizing the number of
variables requiring monitoring [10]. PCA [11] and its variants are
widely used for efficient dimensionality reduction and latent fea-
ture extraction [10,12,13]. In PCA-based FDD methods, process
abnormalities (faults) cause the sample vector to deviate from
the principal component subspace [12], leading to changes in key
statistical measures. Two commonly used statistics for detecting
abnormal conditions are Hotelling’s T? statistic and the squared
prediction error (SPE), with the corresponding statistical control

limits T2 and SPE;n. In general, T? represents the variation within

lim
the dataset. A violation of the threshold T2 may not indicate an
occurrence of a fault. For example, it may be just a shift of operat-
ing region [12] or peak-like disturbances from stove switching
operations of a blast furnace [14]. On the other hand, SPE observes
the variation from the dataset. Thus, a breach of the threshold
SPE};,, can indicate the occurrence of a fault that changes the rela-
tionship between different variables in the dataset [13].

2.1.2. SVM-based FDD

As robust and versatile machine learning algorithms, SVMs [15]
have been increasingly employed in FDD tasks across various
domains [16]. In comparison with PCA, SVM is more capable of
modeling nonlinear relationships with the aid of the kernel trick.
Furthermore, SVMs demonstrate strong generalization capabilities,
enabling them to effectively detect and classify a wide range of
faults, even in the presence of complex system dynamics or limited
labeled data [16]. For example, Mahadevan and Shah [16] proposed
an SVM-based FDD approach and validated it on the Tennessee
Eastman Process and an industrial semiconductor etching process.
Their results showed that the method significantly outperformed
PCA and dynamic principal components analysis (DPCA) in terms
of detection latency and fault detection rate, particularly under
nonlinear and multi-modal process conditions.

2.1.3. AE-based FDD

AEs are deep learning neural networks designed for learning
feature representations of data in an unsupervised manner. Their
strong representational capabilities, relatively simple architecture,
and ease of training have led to their widespread use in the field of
FDD, based on reconstruction errors [17]. Recently, a stack-AE-
aided monitoring method was developed in Ref. [18] and was suc-
cessfully deployed for detecting poor controller tuning in the pulp
and paper industry.
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2.2. Data-based distributed FDD

With the advent of SPM systems, distributed monitoring
approaches for plantwide systems have become increasingly pop-
ular. Multivariate statistical process monitoring (MSPM) methods,
known for their simplicity and lack of reliance on process models,
have played a key role in data-based distributed fault detection
and diagnosis (DFDD) research. Below, we explore the step-by-step
development of this methodology, as outlined in Fig. 2.

2.2.1. Decomposition

To implement the MSPM-based distributed monitoring method,
the plantwide process must first be decomposed into subsystems,
often using PCA to guide the selection. This involves an initial PCA
decomposition on all process variables, which is followed by
grouping subsets of variables along different principal directions
to form distributed subsystems [19]. The effectiveness of this
approach depends heavily on the system decomposition [20], lead-
ing to the development of performance-driven strategies. Exam-
ples include using a greedy search strategy with clustering
algorithms to minimize the missed detection rate [21] or employ-
ing a genetic algorithm to select fault-relevant variables and
reduce non-detection rates [20].

2.2.2. Monitoring

Through decomposition, the plantwide process is divided into a
set of subblocks. For distributed process monitoring, T> and SPE
statistics are often utilized to monitor variations in dominant and
residual spaces within each subblock. The corresponding control
limits for process monitoring are then integrated together using
decision fusion strategies, as outlined in Ref. [6].

2.2.3. Decision-making

After obtaining monitoring results from each subsystem, the
results are further integrated to form the final monitoring decision.
Two common decision-making strategies are utilized for this pur-
pose. The first is the veto-voting strategy, in which the diagnostic
system determines that a plantwide system is faulty if at least
one of the subsystems declares that the sample is faulty [21].
The other is the Bayesian inference strategy [6,20], which fuses
individual monitoring results from different subsystems using a
probabilistic framework.

Despite their ability to extract the system features and learn
from data, the abovementioned methods, whether centralized or
distributed, typically require a large volume of training data, which
is often unrepresentative of the system’s true dynamic features,
where the latter can be utilized for stability analysis and integrated
controller design. This makes it challenging to effectively address
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Fig. 2. Framework of the distributed MSPM-based DFDD method.

nonlinearities and intricate interconnections. These limitations
have hindered the broader application of existing data-based
FDD approaches in practical scenarios.

3. Challenges and perspectives

Given the discussion above, it is evident that overcoming the
limitations of existing data-based FDD methods for plantwide sys-
tems requires a paradigm shift. Effective data-based FDD
approaches should focus on extracting crucial information from
the input-output data trajectories and leveraging fundamental
system properties such as dissipativity, which enables integrated
control design and extends the approach’s applicability to nonlin-
ear process dynamics. Furthermore, these approaches must sup-
port efficient distributed implementation. The associated
challenges and perspectives are examined from the following three
aspects.

3.1. Development of a data-based dissipativity framework using
input-output trajectories to facilitate FDD for plantwide systems

To develop a data-based FDD approach, particularly when fol-
lowing big-data-based methods, machine learning tools such as
SVMs [16] or AEs [17] are primarily leveraged. However, we argue
that, for effective data-based fault diagnosis of plantwide pro-
cesses, it is not always about how “big” the dataset is but rather
how “informative” it is. This argument highlights the importance
of extracting key information from process input-output data tra-
jectories to enhance real-time monitoring performance. Unfortu-
nately, most current efforts focus heavily on data analytics and
modeling from process data, with little progress being made in
developing monitoring approaches that fully utilize the crucial
process data.

The primary challenge in data-based design lies in evaluating the
usefulness of the available process data. This can be guided by the
behavioral systems approach, in which the process dynamics are
represented by their input-output trajectories rather than by the
models. In this framework, the system behavior B is a subset of
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the trajectory space. For a sequence of input-output data {w;};_,

with time length T, where each w, £ [y}, uj | " represents the concate-
nated output y, and input u, at time step k, generated by a linear
system, the Hankel matrix of depth L is defined as follows:

w w; Wr_r11
w; ws Wr_p2

Hi(w) = (1)
w, Wi wr

For input-output data from a linear dynamical system with a
certain persistent excitation condition on the input (known as
the sufficient informativity condition, which ensures that the data
captures the full dynamics of the system, providing valuable
insights for determining data utility [22,23]), all possible trajecto-
ries of the linear system in the time interval [1, L] can be generated
by the linear combinations of the columns of the Hankel matrix
%L(W)

Building on informative process input-output data trajectories,
the concept of trajectory-based dissipativity can be used for FDD. A
system is dissipative with respect to a supply rate if the rate of
change of its storage function is bounded by its input and output
(as a supply rate function). As a fundamental property of system
dynamics, dissipativity aligns naturally with data-based settings,
in cases where only input-output data are available. Both the stor-
age function and the supply rate can be represented by quadratic
functions of the input-output trajectories (in a quadratic difference

form (QdF)) [24]. We define W = [wy,Wi.1,...,W,.4]". The QdF
supply rate (of degree d) and the storage function are represented
as

AT .~
WkQWk

Q¢(wk) =

(2)
Q'I’ (VAVk) =

~T, . ~
w, Yw,

respectively, where @ and ¥ are the corresponding coefficient
matrices. In this setting, based on the informative data trajectories
of length L, a data-based dissipativity concept, termed
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(¥, @)-dissipativity has been established (Def. 2 in Ref. [25]). The
system behavior 3 is called (¥, ®)-dissipative with respect to the
storage function Qy and supply rate Q,, if the dissipation rate

J(Wi)2Qo (Wi) — [Qu(Wii1) — Qu(Wi)] 3)
is non-negative for all k > 0. Unlike existing data-based dissipativ-
ity conditions, such as @-L dissipativity in Ref. [26] or the L-dissi-
pativity in Ref. [27], which rely solely on the supply rate, the
(P, @)-dissipativity framework incorporates a storage function
defined over extended input-output trajectories, thereby offering
greater flexibility for control [28] and FDD [25] designs and for sta-
bility analysis [29]. The supply rate refers to the properties of a
dynamic system (e.g., gain and phase conditions and their combi-
nation) [1]. Furthermore, the dissipativity of a dynamical system
is not unique. Different supply rates characterize different aspects
of the dynamic features of the same system. As such, it is possible
to shape the dissipativity to represent a feature of a dynamic sys-
tem that is sensitive to the system’s faults (or a certain fault) for
effective FDD.

3.2. Establishing a novel data-based FDD methodology via dissipativity
shaping

The key challenge lies in how to effectively perform FDD for
plantwide systems using only limited input-output data trajecto-
ries. To address this challenge, we suggest a novel two-stage
fault-diagnosis strategy via the data-based dissipativity shaping
method [25].

3.2.1. Offline dissipativity shaping

Leveraging the fact that dissipativity, as an input-output prop-
erty of the system, is not unique, the dissipativity conditions can be
shaped—even in a coarse manner—to serve fault-diagnosis pur-
poses. More specifically, we assume there is a fault index set F
with m faulty conditions and consider the process trajectories
(with sufficiently persistently exciting input) collected during nor-
mal operation (forming B°) and during the gth faulty condition
(forming BY, where q € F). The idea is to determine the dissipativ-
ity condition (the supply rate Q% and storage function Q{,) from the
normal and faulty datasets, such that it is fault-sensitive for fault
detection or fault-selective for fault diagnosis:

(1) Fault-sensitive for fault detection: 5° is (¥, ®)-dissipative,
but B? is not (¥, ®)-dissipative for all g € F, with respect to the
storage function Qf, and supply rate Q%. Then all faults can be
detected online by checking the trajectory-based dissipativity
condition.

(2) Fault-selective for fault diagnosis: 5° and B (r#q) are
(¥, @)-dissipative, but B? is not (¥,®)-dissipative for all
re F and q € F, with respect to the storage function Q}, and sup-
ply rate Q%. Then fault q can be diagnosed online by checking the
trajectory-based dissipativity condition.

Determining these tailored dissipativity conditions involves
translating the requirements into suitable semi-definite program-
ming optimization problems, with decision variables obtained as
solutions. (More details can be found in Ref. [25].)

3.2.2. Online fault diagnosis

Online input-output trajectory data, potentially containing
faults, is evaluated against the fault-sensitive or fault-selective dis-
sipativity conditions using the dissipation rate with fault-specified
coefficient matrices. Algorithm 1 outlines an online data-based dis-
sipativity-shaping fault diagnosis procedure, adapted from Algo-
rithm 2 in Ref. [25]:
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Algorithm 1. Data-based dissipativity-shaping fault diagnosis
(online).

(a) At time step k, assemble inputs and outputs into the
collective form wy.
(b) Compute the supply rate Q% and the storage function Q,

with the shaped (fault q)-specific coefficient matrices 5q
and ¥°.
(c) Examine the dissipation rate J(wy). If 3k > 0, J9(w,) < 0,
then fault q is identified. Otherwise, no fault is detected.
(d) Set k = k + 1, and return to Step (a).

For noise-free data, the dissipation rate threshold can be set to
zero. Otherwise, more sophisticated methods are needed to search
for an adequate threshold’ for FDD.

This data-based FDD framework only involves the checking of
dissipation inequalities on data trajectories, which makes the
design much simpler. Furthermore, this approach is well-suited
for nonlinear systems [30], as it allows the shaping of a dissipativ-
ity condition to capture (often coarse) features of a nonlinear sys-
tem that are sensitive to faults, for effective FDD.

Once faults are detected and diagnosed, a fault-tolerant con-
troller (FTC) is needed to restore the process to acceptable operat-
ing levels. A key advantage of the dissipativity-based FDD
framework is that the same dissipativity condition can also be
embedded in the controller design to ensure system stability and
performance when faults occur (e.g., Ref. [31]). To this end, a
data-based receding-horizon FTC scheme incorporating dissipativ-
ity constraints can be employed (e.g., Ref. [32]) in a manner similar
to dissipativity-based model predictive control [1], where the
notion of a supply rate serves as a key analytical tool for capturing
dynamic characteristics and enabling stability analysis [1,28,33].
We assume that the process is dissipative with respect to supply
rates QY under normal conditions and Q% when a fault happens.
With a controller that is dissipative with respect to a supply rate
QS, the supply rate of the controlled behaviour is the linear combi-
nation of that of the controller and the process. An FTC can be
designed with a Q5 such that the supply rates of the controlled
behaviors of the process with and without a fault (i.e., the linear
combination of Q5 and QY, and the linear combination of Q5 and
Q%) lead to the input-output stability. The dissipativity condition
on the controller can be implemented as an additional constraint
in the controller algorithm. The above approach can be developed
by extending the work in Refs. [1,31].

3.3. Devising a novel consensus-based distributed plantwide fault
diagnosis approach

As a distributed design has many advantages, including scala-
bility, reliability, and lower computational requirements, it is
meaningful and necessary to bring these advantages to the corre-
sponding DFDD designs. However, a challenge lies in fault propaga-
tion across subsystems (units) in a plantwide process, which brings
extra difficulties to diagnosing faults in a distributed way. It is cru-
cial to analyze the effects of interactions among process subsys-
tems. As an input-output property, dissipativity is useful in

" To address uncertainties from noise in the input-output data, we model the
perturbation as wj = wy +Aw,. This leads to a perturbed dissipation rate
](vAv,() =J (W) +J(Wy), where J(Wy) captures the impact of uncertainty. Using
Young'’s inequality and the known bounds on the data and perturbations, we derive a
robust threshold J;,, expressed in terms of the QdF degree, data bounds, uncertainty
level, and coefficient matrices. This robust threshold can then be used for fault
diagnosis in uncertain environments. Detailed derivations are available in Ref. [25].
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capturing the interaction effects among systems in a network
[29,33]. Therefore, a new framework of data-based DFDD
approaches based on dissipativity and a consensus protocol is nec-
essary. Such approaches should better reflect the dynamics of the
underlying systems, be more flexibly implemented in the design
of a fault diagnoser, and be more agreeable in determining the fault
source in a distributed manner.

To start with, it is useful to classify faults in plantwide processes
into two groups: local faults (i.e., faults occurring within individual
units) and remote faults (i.e., faults introduced from other units).
Using the data-based distributed fault diagnosis framework illus-
trated in Fig. 2, the process begins with collecting input-output
data for each subsystem i € N, where A is a set of subsystems.
These data are then processed through a data-based local monitor
attached to each unit, which is interconnected via a defined topol-
ogy. Similar to the process outlined in Section 3.2, the framework is
structured into two stages: distributed offline shaping and dis-
tributed online evaluation.

3.3.1. Distributed offline shaping

For each subsystem and monitor, dissipativity shaping is
applied to enable distributed fault diagnosis. This involves design-
ing multiple data-based dissipativity conditions tailored to the
plantwide system’s needs. We denote the set of all faults that occur
in subsystem i as F; for all i € /. These conditions include [4]:

(1) Local fault sensitivity: For all g € F;, B! is not (¥,®)-
dissipative;

(2) Remote fault insensitivity: For all q ¢ 7, B! is (¥, ®)-
dissipative;

(3) Global disturbance attenuation: If disturbances are
present.

Then, the local fault can be diagnosed from subsystem i.
Together, the local fault sensitivity and remote fault insensitivity
constitute what we refer to as distributed fault selectivity—an
extension of the fault selectivity concept for standalone processes
to the DFDD framework.

3.3.2. Distributed online evaluation

Once the desired dissipativity conditions are established, online
fault diagnosis is conducted by evaluating dissipation rates using
the customized coefficient matrices.

Each monitor may have a different assessment of the system'’s
health status. However, in the distributed framework, local moni-
tors are meant to communicate and collaborate, enabling a coordi-
nated approach to monitoring system operations. To increase fault
detectability for shared faults across subsystems, the consensus
strategy [34]—an algorithm that ensures agreement on key metrics
among agents—is widely used in model-based DFDD tasks [35,36].
By adopting this strategy, the most agreeable threshold among
monitors can be identified, reducing diagnostic conservatism in
distributed environments. The same issues exist in data-based
settings: Particularly when data is contaminated by noise, fault
detectability and isolability are more or less damaged.
Additionally, distributed tasks often require peer monitors to
double-confirm fault alarms for reliability. Ultimately, an inte-
grated diagnostic procedure incorporates the consensus strategy
to provide a comprehensive assessment of system health [6,20,21].

4. Benefits

As the vision of Industry 4.0 becomes a reality, data will become
increasingly accessible in the future. Processes will evolve into
intelligent systems capable of sensing and interacting with their
environment and of manufacturing products through the ability

23

Engineering 52 (2025) 19-24

to generate, process, store, and communicate vast amounts of data.
The promising data-based FDD approach proposed here holds the
key to future SPM.

Industrial statistics indicate that, while major disasters in plant-
wide plants are relatively rare, minor accidents are extremely com-
mon, occurring daily and leading to numerous occupational
injuries, illnesses, and significant financial losses. For instance, in
China, abnormal situations in fluid catalytic cracking units (FCCUs)
can lead to significant economic losses, with a single day of down-
time for a 600 000-tonne-per-year FCCU potentially costing over
1 million USD [37]. An effective data-based FDD approach that
leverages the vast amounts of available process data could signifi-
cantly increase operational efficiency, prevent system breakdowns,
and mitigate potential damage to the environment and society.
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